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A DIEBOLD READER
INTRODUCTION

Included here are reports and articles, facts and opinion pieces about electronic voting
equipment, specifically about the equipment produced by the Diebold Election Systems.

Compilations of documented facts, question and answer formats, studied reports, and
speculative criticism delineate the serious concerns that many have about inadequate,
flawed, and faulty equipment whose many errors and inadequacies guarantee a false
result.

We question the expenditure of hundreds of millions of dollars in taxpayer funds paid to
companies which are in business to make many millions of doliars; specifically, tax
dollars paid for a preduct that many of us do not believe is trustworthy, and do believe is
open to fraud.

When the voting and vote counting processes are not transparent and verifiable to all,
how can we believe in the results? |s that any way to run a democracy?

This collection is a work in progress. We will be updating it periodically.

Sandra Yolles
Richmond, Caiifornia
marshyolles@myrealbox.com



A DIEBOLD READER
Overview

0O-1. Diebold in the News—A Partial List of Events from votersunite.org (20
pages)http://www votersunite.org/info/Dieboldinthenews. pdf
Detailing thirty-seven incidences of serious malfunction of Digbold equipment

0-2. Confusion of Myth and Fact in Maryland, July 19, 2004, part of Voting and Elections web
pages by Douglas Jones, hitp:/iwww.truevotemd.org/myth-fact-md.html

A myth vs fact assessment of electronic voting including folfow up on each issue where

the manufacturers’ claims conlradict known facts (13 pages)

0-3. Worse Than 2000: Tuesday's Electoral Disaster by William Rivers Pitt. November 8, 2004,
http:/Awww truthout org/docs_04/110804A_shtmi

“Everyone remembers Florida's 2000 election debacle ... what happened during the Presidential
election of 2004, in Florida, in Ohio, and in a number of other sfates as welf, was worse ...”

News

**State expected to OK new voting system by lan Hoffman, Daily Review 6/10/05,
http:/Aww.insidebayarea.com/portlet/article/htmbifragments/print_article.jsp?article=2794606
Daspite poor performance, paper feed problems, previous criminal charges, ignoring stale rules
for certification, radaction of expert findings in reporls of slate’s only consulfant

N- 1. Consumer Repon Series—Following the Money Trail-Part I, from Consumer Protections for
lections, blackbox voting.org, 5-9-2005. hitp:/Avww.bbvforums.org/cgi-binfforums/board-
auth.cgi?file=/1954/5727 .html

“Large payment(s from Diebold are fueling influence-paddiing for a $45 mitlion Cook
County/Chicago voting machine confract ...”

N-2. Emerging Scandal on MD Voting Machine Performance: All Diabold Machines on Lackdown
in Montgomery Co. Maryland from TrueVoteMD.org.—March 8, 2005
http:/truevolemd.org/Press_releases/himl/2005-03-08_Press_Release.html

All squipment on lockdown due to statewide machine failures including 12% of machines in
county, some of which lost voles in significant numbers

N-3. The Case Against Diebold Election Systems from OpenVoting.Org —April 27, 2005.
www.OpenVoting.org
Highlights history of key Diebold staff members; significant software and hardware problems

N-4. Discrepancies found in 35 percent of Miami-Dade Precincts by Jessica M. Walker, May 6,
2005, hitp:/www.votersunite.org/info/content/newmessup-17.asp

Discrepancies cast doubt on ability to check the accuracy of the machines —manufacturer ES&S
did not respond to request for comment

N-5. Hack of Real Life Voting System, March 8, 2005,blackboxvoling.

http:/iwaww bbvforums.org/egi-binfforums/board-auth.cgi?file=/1954/3826 .htmi

Hacking of Diehold system demonstraled, password and access lo the system demonstraled to
be widely accessible

N-6. Diebold Lobbyist Document, 4/18/2005, blackboxvoting. http:/Avww.bbvforums.orgfegi-
binfforums/board-auth.cgi?file=/1954/4447 him!
Diebold lobbying fees undemreported.



N-7.Corporate Control of Voting Equipment Certification by John Gideon, June 2005
http:/iwww.votetrustusa.org/index.php?option=com_content&task=view&id=73&ltemid=30
How did the Sequoia VeriVote Printer System Get Qualified and Then Cerdified in California?

N-8. Printer fails to satisfy e-vote aclivists by Rachel Conrad, AP, February 3, 2005, Monterey
Herald. www.montereyherald.com/mid/montereyherald/news/politics/10B809627 htm?template+...
Paper printers don't satisfy transparency requirements of computer scienfists,

N-9. The New Diebold Printers by John Gideon,
hitp:/iwww votetrustusa.org/logs/newdiboldprinters.htm

N-10. Optical Scan System hacked, May 27, 2005. http:/Awww. bbvforums.org/cgi-
binfforums/board-auth.cgi?file=/1954/5921.html

History

H-1. List of Diebold Contributions to George Bush, hitp:/Amvww.solarbus.org/election/articles/0330-
diebold-bush.shtml
Establishing obvious Republican Party affiliations.

H-2. Solano County pays $415,000 to get out of e-voting contract, Septernber 1. 2004, AP wire,
hitp /A montereyherald . com/mlid/montereyherald/news/9554813. him?template=contentM...
Expensive mistake.

H-3. Democracy Fails; Corporations Win By Peter Phillips, Project Censored, November 2004,
http:/Avaw. publicdomainprogress.infofarchives/2004_12_01_archive.html

“The fargest inveslors in ES&S, Diebold, and Sequoia are govermnment defense coniracfors
Northrup-Gumman, Lockheed Martin, Electronic Data Systemns ..."—Paler Phillips Really?

H-4. Diebold, electronic voting and the vast right-wing conspiracy by Bob Fitrakis, February 24,
2004, hitp./fwww freepress.org/columns/display/3/2004/834

“A joint sfudy by California and MIT following the 2000 election determined that between 1.5 and
2 miflion votes were not counted due o confusing paper ballots or faully equipment.... “Wherever
Diebold and ES&S go, iregularities and historic Republican upsets follow.”__Bob Fifrakis

H-5. Was the 2004 Election Stolen?, by Joel Bleifuss, December 10,
2004, hitp./www.inthesetimes.com/site/main/print/1742

Assessment of conspiracy theorists, accuracy of exit polfs, mystery votes.”So somebody could
have hacked the vole."-~Jjos! Blaifuss

H-6. Dieing for Bald Data:The History and Facts an a Controversial Data Mining Company,
October 12, 2004, http./fvww_campaignaudit.org/articles/diebold. html

Business history, ties lo Republican Party “The fear is that Diebold's e-voling system is foo
easily suscepfible to hacking and sofiware bugs."—Andrew Rafsion and Peter Fotheringham.

H-7. Voting Machines Violate Constifution: Who Will Launch Legal Challenge? By Lynn Landes,
April 15, 2003, hitp://www.ecotalk.org/VotingMachinesUnconstitutional.htm

“Significant case faw that upholds the constitutional right to have voles cast and counted
properiy." --Lynn Landes



H-8. Sham Recount Process on Diebold E-Voting Machines. January 13, 2005, Kansas City Info
Zine<a href="http./imwww.infozine.com/news/stories/op/storiesView/sid/5286/ title='Sham Recount
Process on Diebold E-voting Machines' target="_top">Sham Recount Process on Diebold E-
voting Machines</a> “Major problems conducting a recount with Diebold efectronic voting
machines” in Alameda County.

Instant Runoff Voting in Alameda County
--collection of documents (12 pages) collected by Chris Jerdonek, jerdonek@fairvote.org

Statistics--Appendices

A, Analysis of the 2004 Presidential Election Exit Poll Discrepancies, National Election Data
Archive Project, Arch 32, March 2008, updated April 12, 2005 (30 pages)
http://electionarchive.orgfucvAnalysis/US/Exit Polls 2004 Mitofsky-Edison.pdf
Response to the Edison/Mitofsky Electiont System 2004 Report http:exit-poll.net/election-
night/EvaluationJan182005.pdf

B. EPIC Public Information Requests to States on DRE Voting Technology, www.epic. org (4
pages}http:/fww.epic.org/privacy/voting/foia/default.html {Then Diebold pdf) under Texas
subhead

State of Texas Report of Examination of Diebold Election Systems Accu-Vote TS Bailot
Station v4.1.15 (19 pages)http:/fiww_epic.org/privacy/voting/foia/default.html (Then Diebold pdf)
under Texas subhead.

Demonslrating consistent negative reports recommending against cerlification, suddenily
reversed with no accompanying dala or reports.

New

C. US Count Votes National Election Data Archive Project Working Paper: Patterns of Exit Pall
Discrepancies, May 5, 2005, (pp. 1-5 included here).hitp://uscountvotes.org/ucvAnalysis/US/exit-
pollsfUSCV_exit_poll_simulations.pdf

More Bibliography

Diebold May Face Criminal Charges, April 23, 2004, Wired Magazine.http:www.truthout.org/cgi-
bin/art,am/execiview.cgi/8/4265

Maore Troubles for Diebold, October 4, 2004, New York Times Editorial.

Ohio's Odd Numbers, By Christopher Hitchens, March 2005, vanityfair.com-- “The Diebold
Company, which also manufactures ATMSs, should not receive another dime until it can produce a
voling system that is similarly reliable."—Christopher Hitchens.

On the Voting Machine Makers Tab, September 12, 2004, New York Times Editorial— Close lies
of state election officials to the voting machine industry. "even while in office, many officials are
happy to accept voling companies’ largess... now the public is quile rightly insisting on greater
fransparency and more say in decisions."-New York Times.



Diebold in the News — A Partial List of Events

"A common practice for local election officials is to let election companies run their election — make up their ballot, set up their
machines, and even count their tallies. This is a dangerous practice.” ~ Ted Selker, Cal Tech/MIT Voting Technology Project. 1

Date Subject Place/Description

1998 AccuVote OS5 | Pima County, Arizona. For the third time in as many elections, Pima County, Arizona, found errors in
the tally. The computers recorded no votes for 24 precincts in the 1998 general election, but voter rolls
showed thousands had voted at those polling places. Pima was using Global Election Systems
machines, which now are sold under the Diebold company name. 2

November | AccuVote Bernalillo County, New Mexico. Election officials in the state’s most populous county found that a

2000 Optical Scan | flaw in the ballot programming caused 67,000 absentee and early-voting ballots to be incorrectly

counted following the Nov. 7 presidential election. 3

The tabulation system and software worked correctly, but a county technical employee failed to set up
an element of the system properly, said Frank Kaplan, Global’s Western regional manager. New
Mexico's ballots are designed for voting by party, but voters can choose candidates from other parties. A
programmer did not link the candidates” names to their respective parties.

“The problem took 22 minutes for us to fix,” he said. “It was just a matter of clicking on the correct link.”

1'Fouch to Vote: More Americans fo Vote on Electronic, Touch-Screen Systems in November. ABC News. July 18, 2004.

http:/ / www.abenews.go.com/sections/ WINT/Politics/ e-voting_040718-2 himl )
7 Computer fails to record 3,675 Pima County votes. The Arizona Daily Star, 11 Nov. 1998. Referenced in Biack Box Voting, by Bev Harris, Chapter 2.
3 Human error 15 cause of N.M. election glitch. Government Computer News; November 20, 2000; Vol. 19 No. 33, By Donna Young

http:/ /www.gen.com/vol19_no33/news/3307-1.html
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Diebold in the News — A Partial List of Events

Date Subject Place/Description
November | AccuVote OS | Volusia County, Florida. Internal Diebold memos (leaked in 2003) show that the company officials
2000 knew about the 16,022 Gore votes that were subtracted, and they still don't have an explanation for

why the votes were lost. Tampering may have been the cause.

The memos show that more than a year ago, Diebold knew of a problem with the Florida 2000 election -
where a memory card inexplicably sublracted 16,022 votes from a total previously recorded for Vice
President Al Gore.

Tampering was one of four possible causes Diebold couldn't rule out at the time, the memos show. A
year later, Diebold's latest official position on Florida's Volusia County vote count still does not rule out
tampering. Company spokesman Bear said recently only that he was not familiar with the aberrant vote
count in Volusia County.

"The problem precinct had two memory cards uploaded,” wrote Diebold tech Tab Iredale in one of the
memos among Diebold employees. "There is always the possibility that 'the second memory card' came
from an unauthorized source."

Allen said, "The e-mails confirmed what we suspected - Diebold upper management knew of the
problem." 4

August Central count | Clay County, Kansas. The machine showed that the challenger (Jennings) had won, but a hand
2002 optical scan recount showed that the incumbent commissioner (Mayo) won by a landslide — 540 votes to 175.

In one ward, which Mayo carried 242-78, the computer had mistakenly reversed the totals. 5

This statement suggests that the computer in the "one ward" had the candidates mis-mapped to the
table that holds the voting resuits.

November | AccuVote TS | Maryland. When voters voted for the Republican candidate for governor, an ‘X’ appeared beside the
2002 name of the Democratic candidate.

“I pushed a Republican ticket for governor and his name disappeared,” said Kevin West of Upper
Marlboro. “Then the Democrat’s name got an ‘X’ put init.” ¢

Other voters saw a banner announcing "Democrat" at the top of their screen regardless of their choice.

4 [Tulare] County votes for machines. By Roger Phelps, The Porterville Recorder; June 10, 2004,
http:/ /myopr.com/articles/2004/06/10/ news/local_state/news01.txt

5 Aug. 6 ballot problems alleged: Clay, Barton county candidates seek review of races. Lawrence Journal-World. August 22, 2002. The Associated Press.
http:/ /www ljworld.com/section/election02 /story /103526

¢ Glitches cited at some polls. The Washington Times, 6 November 2002; Referenced in Black Box Voting, by Bev Harris. Chapter 2.
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Diebold in the News — A Partial List of Events

Date Subject Place/Description
November | AccuVoteOS | Robeson County, North Carolina.? Ballot tabulating machines failed to work properly in 31 of 41
2002 precincts. Local election officials said the problem was the result of a software glitch, and ballots had

to be recounted.

In a January 2004 interview with Dinah in the office of the Robeson County Director of Elections, she
said that there had been a problem in the programming of the memory cards and all the ballots had
been recounted by hand.

April 2003 | AccuVote TS | Johnson County, Kansas. An unexplained software error caused the voting computers to miscount
the votes.

In the April 2002 municipal elections, some modems used to transmit results from polling places to the

central elechon office failed. The county no longer transmits results from polling places to the central
election office via modem; cartridges that record results are hand-delivered to the office.

Also, results were misreported in six races. The system miscounted hundreds of votes, and a re-count
was ordered.

... Diebold investigated the problem and said in a news release issued at the time that a software error
had led to the election night problem. 8

October GEMS - Alameda County, California. Tally software suddenly began to malfunction during processing and
2003 Election began giving one candidate's votes to a different candidate in the recall election.
Management Poll workers in Alameda County noticed something strange on election night in October. As a computer
ty g B B P
Systems counted absentee ballots in the recall race, workers were stunned to see a big surge in support for a

fringe candidate named John Burton,

Concerned that their new $12.7 million Diebold electronic voling systern had developed a glitch,
election officials turned to a company representative who happened to be on hand.

Lucky he was there. For an unknown reason, the computerized tally program had begun to award votes
for Lt. Gov. Cruz Bustamante to Burton, a socialist from Southern California.

..Alameda County officials still don't know why the computer program failed on election night. In fact,
they only discovered the malfunction because they could compare the paper absentee ballots the
software was counting to the computer's tally.?

7 Voler turnout surprises officials. Sun News, September 12, 2002
http:/ / www.myrtlebeachonline.com/mld/ sunnews/news/local/4056664.htm

8 New voting technology is questioned: Computer systems can be tampered with, critics say. The Kansas City Star; September 21, 2003. By Finn Bullers;
http:/ /www kansaseity.com/mld /kansascity/news/6821316.htm
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Diebold in the News — A Partial List of Events

Date Subject Place/Description

October AccuVote OS | California. In a notable aberration in the 2003 California recall-election vote totals in the 17 California
2003 and TS counties that used Diebold, several minor candidates recorded widely disproportionate vote totals.

In Tulare County, major candidates Amold Schwarzenegger, Cruz Bustamante and Tom McClintock
each received 1.1 percent or less of their vote totals. But Randall Sprague got 38 percent of his state total
in Tulare. Ronald Palmieri got 29 percent of his total in Tulare county. Jerry Kunzman got 35 percent of
his total in Tulare County.

For all Diebold-machine counties taken together, disparities for those three were even wider - a full 91

percent of Kunzman's statewide votes came in just the 17 Diebold counties out of the 56 counties around
the state.

Some researchers, including New York University Professor of Media Studies David Crispin Miller,
wondered about a conspiracy, theorizing Diebold machines could have shifted votes cast for
Bustamante to Kunzman, Palmieri and Sprague in order to favor Schwarzenegger.1?

October GEMS Alameda County, California. A bug in the election management system caused tally errors when the
2003 election results from muitiple machines were merged.

... the cause is a problem with the GEMS 1.18.18 program.i

The only solution is to use 2 new version of the software, version 1.18.19, if and when it is certified.

December | AccuVote OS | California. Secretary of State discovers that Diebold installed uncertified software throughout
2003 and TS California before the recall election, without informing county officials.

"An audit of Diebold Election Systems voting machines in California has revealed that the company
installed uncertified software in all 17 counties that use its electronic voting equipment. ... Diebold
admitted wrongdoing Tuesday at a meeting of the state's Voling Systems Panel."12

% Electronic voting's hidden perils. Mercury News. February 1, 2004. By Elise Ackerman.
http:/ /www.mercurynews.com/mld/ mercurynews/news/special_packages/ election2004/7849090.htm
10 [Tulare] County votes for machines. By Roger Phelps, The Porterville Recorder; June 10, 2004
http:/ /myopr.com/articles /2004 /06/10/news/local_state/ news0L.txt
1l Report of Asaurances to Alameda County. April 26, 2004. By Diebold Election Systerns, Inc. Pages 5,6. http:/ /www .truevotemd.org/ebold_rpt_alameda.pdf.

12 E-Voling Undermined by Sloppiness. Wired News. December 17. 2003. By Kim Zetter
http:/ /wrw, wired com/news/ evote/0,2645,61637,00.html?tw=wn_tophead_2
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Diebold in the News — A Partial List of Events

Date Subject Place/Description
December | Diebold Seattle, Washington. Investigative journalist Bev Harris announced her discovery that a Diebold
2003 programmer had been convicted of stealing money by tampering with computer records.

At least five convicted felons secured management positions at a manufacturer of electronic voting
machines, according to critics demanding more stringent background checks for people responsible for
voting machine software.

Voter advocate Bev Harris alleged Tuesday that managers of a subsidiary of Diebold, one of the
country's largest voting equipment vendors, included a cocaine trafficker, a man who conducted
fraudulent stock transactions and a programmer jailed for falsifying computer records.

The programmet, jeffrey Dean, wrote and maintained proprietary code used to count hundreds of
thousands of voles as senior vice president of Global Election Systems, or GES. Diebold purchased GES
in January 2002.

According to a public court document released before GES hired him, Dean served time in a
Washington state correctional facility for stealing money and tampering with computer files in a scheme
that "involved a high degree of sophistication and planning."1?

March 2004 | GEMS Maryland. In its report to assure Alameda County, Diebold announced that in the Maryland primary,
they had used a version of GEMS that had not yet received federal qualification.

As a point of informaticn, the State of Maryland successfully utilized GEMS 1.18.19 in their March
Primary Election in their 22-county roll-out of touchscreens.

The GEMS version is expected to be federally qualified in May 2004.

March 2004 | AccuVote TS | Alameda County, California. A bug in the firmware, caught during pre-election testing, prevented
votes from being cast when certain race combinations were selected using the write-in functionality.
The County must use a workaround.

To address this anomaly, the County opted to reprogram the elections database so that all races,
including the crossover races, were treated as regular races.

This subsequently required the County to manually calculate results for the two races where crossover
combined results were required, 14

March, GEMS San Diego County, California. The tabulation software switched 2,747 Democratic presidential
2004 primary votes for U.5. Sen. John Kerry to U.S. Rep. Dick Gephardt. 15

13 Con Job at Diebold Subsidiary, Wired News. December 17, 2003, by AP. hitp:/ / www.wired.com/news/evote/0,2645,61640,00.html?tw=wn_tophead_3
14 Report of Assurances to Alameda County. April 26, 2004. By Diebold Election Systems, Inc. Page 2. http:/ / www.truevotemd.org/ebold_rpt_alameda.pdf.
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Diebold in the News — A Partial List of Events

Date Subject Place/Description

March 2004 | AccuVote OS | Alameda County, California. A bug in the software caused the machines to count absentee ballots
inaccurately. The County must use a workaround.

The problem resided with the {(unigque) internal precinct ID numbers exceeding the largest number that
is possible to print on the optical scan ballot.

... The high number of the database imports inadvertently caused the precinct ID number to exceed the
largest number that it is possible to print correctly on the optical scan bailot.

... For future elections, should a required change be found late in the database proofing process, DESI
[Diebold] recommends the County not re-import their electon set up file into the same database and
- instead build a new database. 1

March 2004 { AccuVote TS | San Diego County, California. Ten votes were inexplicably lost at one polling place.

John Pilch, a retired insurance agent who worked as a polling place inspector in San Carlos, said that
when polls closed at 8 p.m. Tuesday, the number of people who signed the voter log differed from the
number of ballots counted by computers.

"We lost 10 votes, and the Diebold technician who was there had no explanation,” said Pilch, who
registered complaints with elections officials, his county supervisor and several others. "She kept
looking at the tapes." 17

March 2004 | AccuVote TS | San Diego County, California. Multiple problems occurred,’® among them:

Poll workers saw unfamiliar Windows screens, frozen screens, strange error messages and login boxes
none of which they'd been trained to expect.

A report released Monday by Diebold Election Systems shows that 186 of 763 devices known as voter-
card encoders failed on election day because of hardware or software problems or both, with only a
minority of problems attributable to poll worker training.

Diebold's post-mortern of the March 2 election said it was "disappointed” in the encoder failures and
that it values its ties to local elections officials. But the McKinney, Texas-based firm offered no
fundamental explanation of how and why the company delivered faulty voting equipment to Alameda
and San Diego countes its two largest West Coast customers on the eve of the 2004 presidential
primary.

15 Diebold reports mulliple problems: Registrar wants reason for e-voting. TriValley Herald. April 13, 2004. By lan Hoffman, Staff Writer.
http:/ /www.votersunite.org/article.asp?id=2390

16 Report of Assurances to Alameda County. April 26, 2004. By Diebold Election Systems, Inc. Pages 2.3. http:/ / www truevotemd.org/ebold_rpt_alameda.pdf

17 Poll warkers, voters cite tied-up hotline, poor training, confusion. Union Tribune; March 7, 2004; By Jeff McDonald and Luis Monteagudo Jr.
http://www.signonsandiego.com/news/ politics/ 20040307-9999-1n7vote.html
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Diebold in the News — A Partial List of Events

Date Subject Place/Description

March 2004 | AccuVote OS | San Diego County, California. Out of 208,446 ballots, the machines miscounted 2,821 votes in the
Democratic presidential race and the Republican U.S. Senate seat, 1%

Most of the absentee miscounts occurred in the Democratic presidential race, in which 2,747 votes cast
for John Kerry were incorrectly credited to Rep. Dick Gephardt. In the Senate race, in which Bill Jones
won, 68 votes cast for Barry L. Hatch were credited to candidate Tim Stoen, and six votes cast for James
Stewart were credited to Stoen. ®

The miscounts occurred because multiple scanners simultaneously fed the absentee ballot data into the
computer tabulation system. The large number of ballots and candidates on them overwhelmed the
system. ..

"These performance failures are unacceptable,” [County Chief Administrative Officer Walt] Ekard wrote
[to Diebold]. "Having a reliable and trouble-free voting system is absolutely essential to the county.
Your failure to provide such a system in the March election was exiremely roubling and any issues that
remain must be fully resolved long before the November election."

April, 2004 | AccuVote O5 | Uxbridge, Massachusetis. The machine failed to read 171 ballots because they were completed with
the wrong kind of lead. Recount of the selectman race overturned the election. Because other
candidates did not file for a recount in time, the other races cannot legally be recounted. Thus the
other races remain in question. 21

The final decision was reached seven weeks after the election, after two hand recounts.

12 Diebold reports multiple problems: Registrar wanls reason for e-voting. Tri-Valley Herald; April 13, 2004; By lan Hoffman, Staff Writer.
hitp:/ / www.votersunite.org/article.asp?id=2390

1% New electronic scanners miscounted some county votes. NC Times April 7, 2004; By: Gig Conaughton - Staff Writer;
http:/ / www.nctimes.com/articles/2004/04/08/ news/top_stories/22_27 394_7_0D4.txt

2 Some votes miscounted in primary, officiale say. Union-Tribune. April 8, 2004. By Luis Menteagudo Jr. mbﬁ_ Helen Gao, staff writers.
http:/ /www.signensandiego.com/news/ politics / 20040408-9999-1 mBvote.html

2 Town glated ta hold second recount, Milford Daily News; Wednesday, June 2, 2004; By Sara Withee, News Staff Writer
http:/ /www.milforddailynews.com/localRegional / view. bgtarticleid=49152
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Diebold in the News — A Partial List of Events

Date Subject Place/Description

April 2004 | Diebold California. Secretary of State Kevin Shelley called on the Attorney General to bring criminal charges

against voting-machine-maker Diebold Election Systems for fraud. 2

The reasons are explained in the staff report of the California Voting Systems and Procedures Panel. 2
Here are some excerpts:

Prior to and during the hearing {of November10, 2003], Diebold representatives either claimed to have
obtained federal qualification for the TSx system or that federal approval was imminent.

..Diebold subsequently failed to obtain federal qualification for the entire TSx system or even to pursue
federal qualification of the firmware (software that is used to operate the precinct voting machines).
Indeed, Diebold not only failed to obtain federal qualification for the TSx system, but failed even to
pursue federal qualification of the firmware versions the VSPP authorized Diebold to install in the wake
of the discovery that uncertified software had been installed.

... Less than a month before the March Primary, after repeated assurances to the contrary, this office
learned that Diebold was no longer pursuing federal ITA approval of the software and firmware
installed on California voting machines. Rather, Diebold had instructed the ITA to test a newer version
of both software and firmware. It also became clear that the federal ITA could not approve the newer
software and firmware before the March Primary.

Shortly before the March Primary, Diebold finally obtained from the federal ITAs a very limited
approval to use the TSx system installed on California voting machines, with certain "patches," on a one-
time basis, Shortly before the election, Diebold engaged in a crash project to install the patches on its
California voting machines. [Footnote: "In a letter dated April 14, 2004, Diebold now admits that, in its
haste, it failed to install these patches on at least 34 voting machines, requiring partial recounts."}
... In sum, Diebold:

1. marketed and sold the TSx system before it was fully functional, and before it was federally

qualified;
2. misrepresented the status of the TSx system in federal testing in order to obtain state certification;
3. failed to obtain federal qualification of the TSx system despite assurances that it would;

confinued

2 California Bans E-Vote Machines, Wired News. April 30, 2004. By Kim Zetter. http:/ /www.wired.com/news/evote/0,2645,63298,00.html
2 Staff Report On the Investigation of Diebold Election Systems, Ine. April 20, 2004. Presented to Secretary of State Kevin Shelley and the Voting Systems and

Procedures Panel.
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Diebold in the News — A Partial List of Events

Date Subject Place/Description

4. failed even to pursue testing of the firmware installed on its TSx machines in California until only
weeks before the election, choosing instead to pursue testing of newer firmware that was even
further behind in the ITA testing process and that, in some cases, required the use of other
software that also was not approved in California;

5. installed uncertified software on election machines in 17 counties;

6. sought last-minute certification of allegedly essential hardware, software and firmware that had
not completed federal testing; and

7. in doing so, jeopardized the conduct of the March Primary.

April 2004 | AccuVote TS | California. Secretary of State Kevin Shelley decertified all electronic touch-screen voting machines in
and TS5x the state due to security concerns, primarily caused by Diebotd.

Shelley said the ban on touch-screen machines would stay in effect unless and untl specific security
measures could be put in place to safeguard the November vote,

...Additionally, Shelley declared that no county or vendor would be able to make last-minute changes to
voting systems. Such changes caused problems in at least two counties in the March primary where a
malfunctioning Diebold device prevented hundreds of pelling places from opening on time.?

May 2004 | AccuVote OS | Marblehead, Massachusetts. Machine count showed 1834 to 1836. Manual recount showed 1831 to
1830, overturning the election outcome. %

[Town Clerk Thomas] McNulty said new precinct totals would be available today. He said he was
warned by the company that made the voting machines that, "When it's that close anything can
happen."

(Final decision reached three weeks after the election, after a hand recount.)

2 California Bans E-Vote Machines, Wired News. April 30, 2004. By Kim Zelter, http://www.wired.com/news/evote/0,2645,63298,00.html

35 Recount overturns result of Marblehead selectmen election. The Daily ltem; Wednesday, June 2, 2004; By Jack Butterworth.
http:/ /www.thedailyitemoflynn.com/news/ view.bg?articleid=6313
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July 2004

Company

Clayton County, Georgia. In violation of Georgia state law, Diebold delayed absentee voting by
failing to deliver ballots to the county within the required time. The laws says:

The superintendent shall, as soon as practicable prior to each primary or election, but at least 45 days
prior to any primary or general election other than a municipal primary or election, ... prepare, obtain,
and deliver an adequate supply of official absentee ballots to the board of registrars or absentee ballot
clerk for use in the primary or election.?

Because of redistricting, the time was shortened to 30 days, but still Diebold was late sending the
ballots. On July 2, absentee voting still had not begun for the July 20 election. Diebold was supposed
to deliver them on June 25; on July 1, they sent out a "partial shipment" with a promise to send the rest
on July 5.

Clayton County Board of Elections and Registration Member Bob Bolia said the ballots were supposed

to be delivered June 25, then Monday and now this coming Monday.

Other counties also experienced delays in receiving absentee ballots, but 18 days before the election,
Clayton County still had not received any.

Those who don't get their votes in “would have recourse with the county," said Cara Hodgson, a public
information officer with the Georgia Secretary of State's office.

... The delay will primarily affect overseas voters, Hodgson said. Clayton County is home to Fort
Gillem, and Fort McPherson is only a few miles away, and the county has many soldiers overseas.

Diebold spokesman, David Bear, didn't know the cause of the delay, nor the day the ballots were
supposed to ship, yet he said:

"I don't think it's a matter of anyone's fault."?

% Georgia Code. Chapter 21. Section 2-384, http:/ / www.legis state.pa.us /cgi-bin/ gl_codes_detail. pltcode=21-2-384
7 Delay could impact election. News-Daily.com. July 2, 2004. By Greg Gelpi. htip:/ / www.news-daily.com/articles/2004/07/02/news/news1.txt
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July,2004 | AccuVote TS | DeKalb and Chatham Counties, Georgia. In what Georgia Secretary of State Cathy Cox called "a very
ordinary primary election day," voting problems ranged from incorrect summary pages ... #

Ziyadah Sabir said she's concerned the touch-screen machine didn't properly record her vote. The
summary page, which allows voters to review their choices before casting their ballots, failed to show
some of her choices and showed incorrect choices for others, Sabir said. Poll workers could not fix the
problem, she said.

"That's not very reassuring," said Sabir of DeKalb County, who was voting for the first time on the
machines.
... to incorrect ballots ... #

Voting problems seemed widespread enough in Tuesday's primary election to prompt the two
candidates in the District 1 Chatham County Commission race to pledge a challenge if the vote were
close,

Colin McRae said he asked for the Democratic ballot because he wanted to be sure to vole in the 12th
Congressional District race. He doublechecked with the poll worker, asking if the computer card really
activated the Democratic slate.

When the poll worker said it did, he put the card in the machine. But it only showed the nonpartisan
judicial candidates.

The poll workers called a technician and held up the line until the problem was solved - 45 minutes
later,

... to lost ballots,

Craig Kidd of Buckhead said he voted last week as part of the state's advance voting program, which
allows people to cast ballots during a five-day period before an electon.

Kidd said on Tuesday he went to his precinct to make sure his vote had been recorded. Poll workers
said they had no record of his vole and advised him to cast another ballot, Kidd said.

"l find that a little distressing," said Kidd. "I like the concept of advance voting, but if this is a common
thing, you could have hundreds or thousands of people who think they voted but they actually haven't"

2 Few snags seen at polls: Technical problems small, but unsettling. Atlanta Joumal Constitution. July 20, 2004. By Carlos Campos.
http:/ /www.ajc.com/news/content/news/election/0704georgia/ 21 voting.html

& Problems plague primary: From incorrect addresses to improper instructions and confusing ballots, many found it difficult to cast their ballots Tuesday.
Savannah Morning News. July 21, 2004. By Bret Bell. http:/ / www.savannahnow.com/stories/072004/2315676.shtml
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July, 2004

AccuVote TS

DeKalb County, Georgia. Over 150 Georgia citizens volunteered as poll watchers in the primary.
They observed machine malfunctions and irregularities. Excerpts from one observer's report.3

When the polls opened ...

We had a poll watcher in every precinct, informed and trained with the things to look for and how to
address the problems the moment they cropped up. We insured the law was followed to the letter.

The calls from the poll watchers began promptly at 7:00 AM with every irregularity, improper behavior
and machine malfunction they saw reported to the attorneys.

One precinct reported almost upon opening of the polls that all machines (10) were failing. Voters
inserted the access card and the card was immediately ejected. The pollwaicher reported that voters
were offered provisional paper ballots, but they were prepared with only 25 of these ballots and ran out
within 10 minutes. it took almost 2 hours to rectify the situation even though our HQ personnel
reported it to the County office immediately.

When the machines overheated at the polls ...

At 4:15 we received a call from one of the precincts. The poll manager had announced to the pollworkers
that all the DREs were malfunctioning because the polling place was unairconditioned and
unventilated.

We arrived at the polling place and asked to speak to the Poll Manager who explained that they were
experiencing some problems but they had a technician on the way. Our Pollwatcher had asked the
technician to note the problems on his forms, He signed his name, wrote in the time {1:00 PM) and noted
"All machines running hot."

We spoke with the technician and he explained that the machines were behaving erratically. Because of
the heat, when a voter placed their hand on the touchscreen, their chosen candidate would change (the
red X would jump all over the screen} and voters would have great difficulty casting their vole for the
candidate of their choosing. He informed us the problem began occurring at 12:15 and was getting
progressively worse as the environment in the polling place was heating up with the daytime heating.

Voting continued on the overheated machines until the polls closed at 7:00 PM.
Talking to the Elections Director ...

One of the questions we asked involved the 13 overheating machines and she repeated the "human
failure" response saying it was the humans who overheated and overreacted. She went on to explain
that the Diebold DREs were "certified to operate to 200 degrees" and the humans weren't.

3 Wish us luck! Poll Watching in Georgia. Nationa! Ballot Integrity Project Discussion Forum. Posts by Roxanne Jekot. July 20-22, 2004.
http:/ /www.ballotintegrity.org/ cgi-bin/ deforum f deboard cgi?az=show_thread&om=61&forum=DCForumID1&omm=0&viewmode=threaded
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July 2004 AccuVote TS | Fulton County, Georgia. A procedural error in advance voting revealed that Georgia citizens'
Constitutional? right to ballot secrecy is violated when they voting early on the touch screens.®

Craig Kidd cast a ballot ahead of the July 20 Republican primary during the five-day period for advance
voting. A designated Republican poll watcher and campaign worker for a GOP state Senate candidate,
Kidd showed up at his Buckhead polling place on Election Day to make sure his advance vote had been
recorded. Kidd claims a poll worker told him there was no record of his vote and advised him to vote
again to be sure his vote would be tallied.

Later in the day, Kidd contacted The Atlanta Journal-Constikution to tell a reporter he was alarmed that
he was allowed to cast two ballots. Kidd said he was concerned that the ballots of some early voters
would not be counted or that some people could vote twice.

... Bulton election officials have acknowledged that a breakdown in procedures allowed Kidd to vote
twice. When a voler casts an early ballot, a notation of that vote should be made on a master voter
registration list that is later sent to precincts prior to Election Day. Poll workers then will cross the
advance voters off the list of people eligible to vote at their polling place.

.. Fulton officials later disqualified Kidd's early vole, which has a unique identifying number allowing
election officials to know who cast it.

July 2004 AccuVote TS | Georgia. Touch screen voting machines reported U.S. Senate votes from only six out of seven
Democratic voters. While the machines reported 14.5% Democratic undervotes for U.S. Senate, they
reported only 3.2% Republican undervotes.3

In the next few days, Secretary of State Cathy Cox will release numbers showing that on July 20 voters

requested more Democratic ballots (731,111) than Republican ones (671,961). The numbers are based on
ballot counts slowly being assembled from the 152 counties.

... On the Democratic side of the U.S. Senate race, 625,115 votes were cast. That means nearly 106,000
Democrats — 14 percent of the total — took a look at the eight-candidate field. And passed.

3 Constitution of Georgia. Article I1. Section I. Paragraph I http:/ /www.cviog.uga.edu/ Projects / gainfo/ conari2. htm

2 Officials urged to follow rules to prevent any double-voting. The Atlanta Journal-Constitution. October 24, 2004. By Carlos Campos.
http:/ /www.ajc.com/news/content/news/election/1004georgia/ 25votetwice himl

3 So Democrats ran No. 1 after all. But one in six voters couldn't take the U.S. Senate candidates seriously. Atlanta Journal-Constitution. October 27, 2004, By
Tom Baxter and Jim Galloway. http:/ / www.ajc.com/metro/content/metro/insider/index.html

Percentages are based on total ballots reported in the above article and total votes reported on the Georgia elections results site for Democrats
(http:/ /www.sos.state.ga.us/ elections/election_results/2004_0720/0000110.htm} and Republicans
(http:/ / www.sos.state.ga.us/elections/ election_results/2004_0720/0000120.htm)
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July,2004 | AccuVote OS | Putnam County, Georgia.® The optical scanner failed to read nine ballots.
AccuVote TS For .H.Ewmmmw_m election, the absentee and early voter ballots were counted through the optical scan

system the county has used for its past eleckions. This also delayed vote counting because there were
nine ballots that the optical reading machine could not read.

These had to be read and certified by an official ballot divining board made up of one Republican, one
Democrat and one non-partisan.

Several precincts had trouble getting the touch-screen votes accumulated onto one machine. In one
precinct, the accumulation problem was never resolved.

"There were a couple of precinets that had problems with what they call 'accumulating,'" Howard said
[Pat Howard, Putnam County probate judge and election superintendent]. "But all of them worked
through it, but one."

Howard said each machine is closed cut by a poll worker at the end of voting, then a paper readout of
the number of votes is printed. These numbers are checked against the number of voters who used the
machine.

Then, she said the PC cards, which look like a large version of a memory card from a Sony PlayStation,
are taken out of each machine and inserted into one machine. All the votes are then accumulated in that
one machine and transferred to the courthouse to be accumulated with the votes from other precincts.

At precinct 4C, there was a problem with this process and eventually all the PC cards had to taken to the
courthouse and accumulated there. This delayed the tallying on non-absentee votes until 10 p.m.

Aug, 2004 | Diebold Clayton County, Georgia. A month after delaying absentee voting in the July primary, Diebold delays
printery the August run-off election by failing to deliver the printed ballots in time.

Clayton County officials are still waiting for the ballots to come from the printers, but hope to open early
voting today for the Aug. 10 primary run-off.%

¥ Putnam County vaoling officials report few glitches on election night. The Union-Recorder. By Merritt Melancon. July 22, 2004,
http:/ / www.unionrecorder.com/ articles/2004 /07 /22 /news/ newsD4.kxt

3 Early, absentee voting opens for runoff. News-Daily. August 2, 2004. By Bob Paslay and Ed Brock
http:/ /www.news-daily.com/articles /2004 /08 /02 /news/newsl .kt
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September | Company California. Attorney General Bill Lockyer dropped the state's criminal investigation of Diebold and
2004 joined with Alameda County and two voting integrity activists, Bev Harris and Jim March, suing the
company in a False Claims Act. 3¢

Their False Claims Act suit, filed under seal and in the name of state and local taxpayers, alleged that
Diebold sold a nearly $13 million touch-screen system to Alameda County by misrepresenting its
accuracy, security and government approval. As state and county attorneys weighed the case, state and
local elections officials found that Diebold had installed unapproved software in Alameda County's
touch-screens, that its system was vulnerable to hacking and that its central vote-tabulating program
gave thousands of absentee votes to the wrong candidates,

"We received assurances when they sold a voting system to us, and those assurances have not been
met," said Alameda County Counsel Richard Winnie,

Secretary of State Kevin Shelley blasted Diebold for what he called a "culture of deceit" and referred the

company to the state attorney general for criminal investigation.

Lowell Finley, an Oakland-based elections lawyer who filed the original suit on behalf of Harris and
March, said his clients will watch to ensure the state and county to pursue the case with vigor.

"Now that the state's attorney general has waded into this controversial issue, it is going to be important
for him and the people of the state that he delivers something substantial, either in terms of a verdict or
a very favorable settlernent for California taxpayers,” Finley said. "I don't think he would have made the
decision to intervene if he didn't think that was possible."

September | Accuvote TS | Rockville, Maryland. The sensitive touch screen registered U.S. Senator Mikulski's vote incorrectly
2004 during a demonstration at a local festival. 37

Mikulski got a firsthand look at possible voting mistakes when she tried out an AccuVote TS touch
screen machine Sunday at a folk festival in Takoma Park. But as Mikulski voted on a mock referendum
question, her hand inadvertently grazed the screen and cast a "yes" vote for another mock question,
according to Morrill, who stood next to her as she tested the machine.

Mikulski, who had planned to vote "no" on the question, tried to push the "no" button to change her
vote, but the machine didn't make the change. She eventually was able to correct the ballot.

[Mikulski's aide Michael Morrill] said ... the example reinforces her belief that a voter moving quickly
through a ballot could inadvertently cast the wrong vote.

3 State joins lawsuit against Diebold. Tri-Valley Herald. September 8, 2004. By lan Hoffman, Staff Writer.
http:/ /www trivalleyherald .com/Stories/0,1413,86~10671-~2387400,00.html

37 Senator backs voting machine bill after firsthand experience with glitch. SFGate. September 13, 2004. By Stephen Manning,.
htip:/ / www.sfgate.com/cgi-bin/article.cgi?f=/news/archive/2004/09/13/ politics1858EDT0674.DTL
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September | Accuvote TS | Rockville, Maryland. The Montgomery County election board allowed Stan Boyd, a local election
2004 judge, to use a Diebold Accuvote TS for demo purposes at a Rockville festival. But after the machine

registered Senator Barbara Mikulski's vote inaccurately, Mr. Boyd decided to keep the machine long
enough to have an expert test the machine to diagnose the problem. County officials have filed a court
order to force Mr. Boyd to return the machine. 3

Boyd, a 63-year-old retired high school teacher from White Oak, said he wasn't trying to hold the
machine hostage. He said his purpose was to search out any problems with the voting system that
Maryland residents will use in the uproming election.

"The whole purpose is to find out what things can be fixed — and before the elections — so they are
trustworthy,"” he said after the hearing. ...

After news reports Monday of Mikulski's problem, Boyd said county elections officials contacted him
and he agreed to return the machine that day. But after CBS asked him if it could fest the machine, he
told the county he planned to keep the machine until Thursday, as originally planned.

County officials said they then contacted Boyd at Ieast nine times by phone in an effort to get him to
return the machine; Boyd said they even showed up at his house.

38 Board seeks to force return of voting machine. Baltimore Sun. September 14, 2004. By Stephen Manning.
http:/ / www baltimoresun.com/news/ elections / bal-voting0914,1,4731302.story ?coll=bal-local-headlines
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September | Accuvote OS | King County, Washington. Although the optical scan software revisions intended to handle a new
2004 style of ballot were not qualified by an ITA, the state assigned provisional certification to the software

after completing what the Secretary of State's office claimed was "extensive" testing. For example, in a
letter to VotersUnite!, State Director of Elections Nick Handy defended the state testing process by
stating that it included:

Functional tests of each system to ensure that the variety of ways that a voter might mark a primary
consolidated ballot will be counted in accordance with the new Washington State law.

However, the functional tests didn't catch a major software design error that caused the machines to
reject valid ballots, Ballots without a party choice selected were rejected by the precinct-optical
scanners, even if the voter intended not to vote in partisan races. ¥

Among the disgruntled in King County was attorney Rhys Sterling, who learned the ballot box wouldn't
accept his ballot because he voted only on nonpartisan races and issues.

After the machine returned his ballot, a poll supervisor at Hobart Community Church asked whether he
had chosen a political party (he had not) and whether he had deliberately not chosen a party. His ballot
was accepted only after the supervisor opened the machine and pressed a button overriding its
programming,.

"So much for secret ballots," said Sterling, who claims that yesterday's voting procedures violate the
state constitution’s guarantee of "absolute secrecy” in preparing and depositing ballots.

The problems could easily have been avoided if the revised software had been adequately designed. It
simply had to accept nonpartisan ballots and reject ballots with votes in party races but no party
choice marked.

¥ Nonpartisan voters baffle ballot machines. Seattle Times. Septembar 15, 2004. By Keith Ervin, Seattle Times staff reporter.
http:/ /seattletimes.nwsource.com/html/ localnews/ 2002036002_primary15m.html
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September | AccuVote TS | Prince George County, Maryland. The modem at the central facility malfunctioned, and voters in one
2004 and modems | precinct weren't able to vote the Democratic ticket on the paperless machines, so they wrote their

choices on pieces of paper. ¥
The Board of Elections had technicat difficulties last night compiling results. Election workers said the
main modem to receive results from the polls had malfunctioned.
Election officials said there were no major problems at polls throughout the day.

The only known glitch was at Mount Rainier Elementary School. When polls opened yesterday, nearly a
dozen voters were told the machines were not pulling up the Democratic slate.

Linda Couch, a Mount Rainier resident, said poll workers told the voters that because the machines
weren't operating properly, they could write down their choice on a piece of paper. Couch said some
voters left, saying they would try to come back. Others, like her, wrote their selections down on the
paper.

4 Johnson Aide Wins Democratic Primary. Washington Post. September 15, 2004. By Ovetla Wiggins, staff writer. http:/ / www.washingtonpost.com/wp-
dyn/articles/ A22(114-20045ep14.html
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November | AccuVote TS | Maryland. On election day, TrueVoteMD registered 383 reports involving 531 incidents of problems
2004 encountered by voters. Many voters reported votes switching on the screens.

These problems ranged in severity from moderate inconvenience to outright voter disenfranchisement.
The significance of these complaints increases dramatically, however, when one considers that
Maryland had a total of 1,787 precincts this year, and TrueVoteMD was only able to cover a fraction of
these—some 6%. ...

Most incidents that were reported to TrueVoteMD fell into the following categories:
Lost votes due to incomplete ballots that were missing candidates or entire races
Lost votes due to machines crashing or freezing before the voter cast a ballot
Lost votes due to “smart card” and encoder failures

*

*

J

¢ Lost votes due to delayed poll openings because of machine boot-up failures
+ Lost votes due to voter abandonment because of unacceptably long waits

o

Lost votes resulting from touch screen failures that included vote switching, review screen
malfunctions, unintended selections and submission of ballots before voters had made selections,
hypersensitivity to touch that caused voters to complain that “it was out of control and [ have no
idea who my votes were cast for,” screens going blank

+ Lost votes from unreadable voting machine hard drives (PCMCIA cards)

¢ Lack of privacy because machines were oriented so that the screens were visible by those waiting on
line to vote

¢ Discrepancies between electronic vote tallies and manual vole tallies
¢ No offer of provisional ballot or wrongful denial of provisional ballot
¢ Disenfranchised voters due to failures in the Motor Vehicle Administration registration process.

+ Inadequate staffing and insufficient training of election judges

4 When the Right to Vote Goes Wrong. TrueVoteMD. November, 2004. http:/ / www.truevotemd.org/Election_Report.pdf

L
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March 2005

AccnVote

Montgomery County, Maryland. The IT report to the County Elections Board reveals widespread
problems with the electronic voting machines on election day. Here are some excerpts:i

Information Technology - Election Day Review
Election Day Equipment Review

For Election Day, 2,597 voting units were deployed. An additional 80 voting units were sent to about 65
polling places on Election Day to replace malfunclioning units. A few were sent out to accommodate
long lines at polling places.

From Help Desk tickets and GEMS reports, 189 voting units (7%) of units deployed failed on Election
Day. An addibdonal 122 voting units {or 5%) were suspect based on number of votes captured.

Of the 189 voting units that failed:

1. On Election morning, 58 voting units failed to boot up, showing a Ballot Exception Error, These units
were unusable and were immediately taken out of service. No votes were captured on these units.

2. 106 voting units experienced screen freezes. In staff opinion this is the most serious of errors. Election
judges and technical staff reported that many of these units froze when the voter pressed the Cast
Ballot button. This leads to great confusion for judges and voters. The voter leaves the polling place
with little or no confidence that their vote was counted. In many cases, the election judges are unable
to provide substantial confirmation that the vote was, in fact, counted.

3. 25 voting units failed due to a variety of problems including card readers, printers, and power
problems.
4. The additional 122 suspect voting units were identified because few votes were captured compared to

other unils in the same polling place. A unit was considered suspect if it had 25-50 votes captured
when all other units in the polling place had over 150 votes.

5. Of the 1,245 encoders deployed, approximately 30 failed and were replaced on Election Day.
Preliminary tests indicate that the failures are a result of little or no battery power.

6. Prior election day, we prepared approximately 95 voting units using new touch screen units and new
PC memory cards. Of these, 5 failed; 4 with screen freezes and 1 with a ballot exception error.
Another 4 units were in the suspect category.

As of February 16, 2005, Diebold in Maryland was unable to diagnose the problems and was shipping
the systems out of state for testing.

2 TT Report to the Montgomery County Election Board. Page 11. http:/ / www.truevotemd.org/Resources/Lessons_Learned, pdf
@ Diebold Memo. http:/ / www.truevotemd.org/ Resources/ DieboldMemo2-16-05.jpg
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Confusion of Myth and Fact in Maryland
July 19, 2004

Part of the Voting and Elections web pages
by Douglas W. Jones
THE UNIVERSITY OF IOWA Department of Computer Science

In late June or early July of 2004, the Maryland State Board of Elections issued a brochure,
Maryiland's Better Way 1o Vote -- Electronic Voting: Myth vs. Fact listing 6 "myths" about
electronic voting and offering "facts" in response to each "myth."” This brochure was intended to
counter widespread public criticism of the voting system in use in Maryland. Clearly, skepticism
about the voting system does threaten public trust in that system, and public trust in the voting
system is essential if the government is to be seen as legitimate in the eyes of the electorate, so
some kind of defense is appropriate.

Sadly, Maryland's Myth versus Fact defense contains a sufficient number of misleading
assertions, straw-man arguments and outright errors that it may well do more to fuel public
distrust than it does to assure the trustworthiness of the system it defends. In sum, many of the
statements in this brochure would be more nearly accurate if the labels myth and fact were
exchanged. A more appropriate defense might have involved squarely admitting the defects in the
current system and clearly documenting, for each, the actions taken by the Board of Elections to
deal with the problem.

The text of the Maryland brochure is reproduced in the following. Added comments detail errors
in the presentation of "myth" and "fact", presenting evidence and suggesting alternative defensive
measures:

Maryland's Better Way to Vote

Electronic Voting:
Myth vs. Fact

Maryland State Board of Elections
151 West Street, Suite 200
P.O. Box 6486
Annapolis, MD 21401
www.clections.state.md.us

http://www truevotemd.org/myth-fact-md.html 5/10/05



Douglas W. jones Myths and Facts Rebuttal Page 2 of 13

Myth 1
“Electronic voting systems are inherently insecure and vulnerable to fraud.”

FACTS

e Maryland's new Direct Recording Electronic (DRE) voting system has been
studied and analyzed more than any other voting system in the country.

This is true. Following the release of the Hopkins Report, Maryland commissioned reports by
SAIC and RABA Technologies. In addition Ohio commissioned reports by InfoSentry and
Compuware. These studies complement each other, and all of them have found serious security
flaws in Maryland's voting system. Sadly, each of these studies appears to have found at least one
flaw missed by the others, and this, in turn, suggests that additional flaws may remain to be
identified.

Unfortunately, only 69 pages of the 200 page report by SAIC have been released to the public.
The remaining pages were wholly redacted and many of the released pages were partly redacted
by the State of Maryland. It seems fair to ask, why has Maryland not released the whole report?
The contents of this report are of national importance, since this voting system is widely used
outside Maryland. If the problems described in the redactions have been resolved, the state should

release the whole report. If the problems have not been resolved, it is even more important for us
to know this.

e Not one of the security analyses conducted on Maryland's voting system showed
evidence of fraud or manipulation or the ability to manipulate the voting system
in a polling place, considering the procedural and human safeguards that
surround an election.

The analyses were not looking for evidence of manipulation, they were looking for vulnerabilities,
so the first claim above is a red herring.

The zanalyses did find numerous vulnerabilities, many of which involved the possibility of insider
fraud or errors in carrying out these procedural safeguards. It is worth noting that the history of
election frand in the United States includes many instances of collusion between crooked
politicians and election administrators! Furthermore, the SAIC study found serious flaws in
Maryland's procedures.

Also note the use of the clause "in a polling place,” because many of the vulnerabilities found
were not at the polling place, but in the pathway from the polling place to the final canvass.

http://www truevotemd.org/myth-fact-md.html 5/10/05
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o The changes made as a result of the analyses improve the security of the voting
system and further diminish the likelihood of fraud.

This is true, and the states of Maryland and Ohio are both to be congratulated for contracting to
have several of these analyses done.

» Additionally, as noted in a recent U.S. Congressional Research Report, "there are
no proven cases of tampering with the Direct Recording Electronic (DRE) or
other computer-assisted voting systems in public elections."

This is true, the report cited was by Eric. A. Fisher,

Note, however, that "no proven cases" yet does not imply that there will never be such cases. A
smart crook is unlikely to attack a controversial new technology; instead, such a crook is far more
likely to attack a widely accepted but vulnerable technology. Statewide acceptance of DRE voting
systems makes them more tempting targets, but only after they have been in use for a few years
should we expect crooks to begin to exploit their weaknesses.

Myth 1 has not been rebutted by the facts presented, and it is almost certainly true, not merely a
myth, since it is fair to state that all voting systems are inherently vulnerable to fraud, regardless
of their technological foundation. What we seek, then, are voting systems that are less vulnerable
than their competitors. Data presented in the Compuware Report suggests that the Diebold system,
used in the State of Maryland, was the most vulnerable of the four DRE systems examined. Many
people have argued that hybrid technologies such as machine-counted paper ballots with precinct-
count scanners offer significantly more security than DRE systems.

Myth 2
"The voting systems do not accurately record and tabulate the votes cast.”
FACTS

» All of the analyses of Maryland's voting system confirmed that the system counts
and tabulates votes with 100% accuracy.

Strictly speaking, no analysis of a computerized system can confirm its accuracy, so when such a
statement is made, it must be taken as hyperbole. In general, the most that can be confirmed by
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analysis of a computer system is that, so far, it has not failed. In many cases, given sufficient
safeguards, this is sufficient to allow us to use the system.

Indeed, barring the as-yet-to-be-detected fraud, and barring a variety of procedural and
programming errors that have been made in various jurisdictions, DRE systems have proven to be
quite good at counting the votes that they have successfully captured from voters.

On the other hand, DRE systems have an established record of confusing a significant but smail
fraction of the electorate, on the order of 1%, into casting votes that do not reflect their intent.
This appears to be the result of badly designed screen layouts and can certainly be corrected.
Research in this area is ongoing (notably by Ben Bederson at the University of Maryland).

In Maryland, TrueVoteMD.org has found five cases, in different races in different parts of the
state, where witnesses assert that DRE machines failed to present the entire ballot. The argument
that the machine counts every vote cast does not address the issue posed when a voting machine
fails to allow a voter to cast a vote in some particular race.

There have been examples of electronic mis-tabulation of votes. Some attributed to running
machines with low batteries, some to accumulating too many votes on a machine, and some to
random events such as cosmic rays flipping single bits of memory. See Electronic Miscounts and
Malfunctions In Recent Elections for more details.

e An independent testing authority tests the source code, a human-readable
program written by a programmer, to ensure that the software accurately
tabulates votes with 100% accuracy.

The report of the independent testing authority, or ITA is confidential, shared only with the
vendor and select state officials, and the ITA is paid by the vendor and usually has a close
working relationship with the vendor.

Programs, while nominally human-readable, are notoriously hard to read. The fact that one or two
programmers at the ITA read the code offers very little assurance that the code is correct, although
it is certainly better than having no outsiders read the code. The fact that the examiners at the
ITAs have found many errors and forced the vendors to correct them does not, however, offer any
guarantees that no errors remain to be found!

There have been numerous significant errors in voting systems that have escaped detection by
ITAs, including major security flaws that first came to widespread public attention because of the
Hopkins Report, and have been confirmed by the other independent reports commissioned by the
states of Maryland and Ohio.

o Election officials and an independent verification firm thoroughly test each unit.
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Genuinely thorough testing of any computerized system is impossible. The reason is simple:
There are an infinite number of possible sequences of events the computer could respond to, and
we can only afford to test a finite number of these. As a result, while testing can detect errors,
testing can never certify that a computer system is error free.

A few machines of each new make and model of voting machine are tested extensively by an
independent testing authority (ITA) prior to presentation to the state. This is the most thorough
testing voting machines ever get, and yet, we know that flaws go undetected through these tests.
The state tests a few machines during state qualification, but state testing is rarely as thorough as
the ITA tests, and some states contract this testing to the ITA itself.

Every one of the thousands of voting machines delivered undergoes a very perfunctory acceptance
test -- when you are receiving machines by the thousand, you cannot spend hours testing each of
them! Finally, before every election, a brief pre-election test is applied to each machine. Pre-
election testing for the Diebold Accuvote system used in Maryland is described in Subsection
33.10.02.15 of the Code of Maryland Regulations. This allows the use of an automated pre-
election test where the machine and the canvassing system are put through self-tests that involve
processing scripted test data. Such tests give some assurance that the machine is functional as
intended by the programmers, but they give no assurance that the software is honest. Given the
number of machines that must be tested, what we want from this pre-election test is an assurance
that the machine is set up for the correct election, that the batteries and plug-in power supply are
good, that the touch screen works, and that the correct software and ballot information are loaded.

Maryland also requires a public demonstration pre-election test. Subsection 33.10.02.16 of the
Code of Maryland Regulations says little about the substance of this test, but focues instead on
who may observe and who must be notified in advance of this test. This test should clearly include
a demonstration of the minimal testing mandated by the previous section of the regulations, but a
responsible jurisdiction ought to use this opportunity to select a few voting machines at random
for much more intensive pre-election tests, voting hundreds of test ballots and doing so using real
touches to the screen by human fingers instead of automnated test scripts. Such a test can be
comparable in intensity to those used by many states for qualification, but unfortunately, the cost
of such testing is high enough that it is unreasonable to expect that every voting machine used will
see such tests.

Neither Maryland law nor regulations appear to mention any use of parallel testing, that is, testing
of randomly selected voting machines on election day during the election itself. Many opponents
of voter-verified paper ballots say that such ballots are unnecessary because paraliel testing can be
used to achieve the same goal. For example, the League of Women Voters' Questions and
Answers on Direct Recording Electronic (DRE) Voting Systems (available from Maryland's web
site) strongly advocates this, as does the Leadership Conference on Civil Rights. It is noteworthy
that the state of California has used parallel testing in the spring 2004 presidential primary.

The weakness of pre-election testing of all forms is that dishonest software could be written to
detect that testing is under way so that it behaves honestly when under test and only cheats during
real elections. For example, such software could examine voting patterns, the date, how long it has
been turned on, or any of many other variables to distinguish between real elections and testing.
Parallel testing addresses this possibility by testing randomly selected machines during the
election, with test ballots cast in a manner that is as nearly indistinguishable from real ballots as is
possible. Ideally, the machine to be tested is selected at the last moment, so that there is no
opportunity to fix the software to behave specially.
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Parallel testing is not perfect. It cannot detect fraudulent software that is enabled by a specific
action by a voter or polling place official who is part of the conspiracy, and it has a low likelihood
of detecting fraudulent software if only a few machines, at random, behave fraudulently, but it
does defend against a wide range of potential threats. It is therefore reasonable to ask why so few
states are using parallel testing for their DRE voting systems!

It is important that technically knowledgable observers be invited to observe all tests and that they
be invited to ask questions about the tests. Testing in private, behind closed doors, as it is
currently done at the ITAs, offers very little on which to base public confidence. Subsection
33.10.02.16 of the Code of Maryland Regulations does require that the nature of the pre-election
demonstration be described to the observers, but it appears to give no right to observe the routine
pre-election tests.

Myth 2 is well supported by the facts. DRE voting systems have misrecorded votes, and DRE
voting systems have mistabulated votes. Furthermore, the "facts" presented by Maryland to
contradict Myth 2 misrepresent what is possible in the domain of inspection and testing of
computerized systems.

Myth 3
"A single person could cast multiple votes."”

FACTS

e A voter must have an access card specifically activated for a voting unit in the
polling place. Only election judges can activate voter access cards. After a voter
casts a ballot, the access card cannot be used again until an election judge
reactivates the card.

This correctly describes the intent of the Diebold AccuVote TS architecture. Ideally, only election
judges should be able to activate voter access cards, but the red-feam exercise conducted by
RABA Technologies, for the state of Maryland, included the design (but not construction) of a
pocket-sized device that would allow a voter to forge voter access cards. They built one using a
laptop computer and demonstrated that this worked.

+ a combination of physical security (and visual oversight of the voting process at
the precinct), software, and system features would make casting multiple votes
extremely difficult and highly unlikely.

This is true. So long as the required polling place procedures are actually followed, the risks posed

hitp://www.truevotemd.org/myth-fact-md.htm] 5/10/05



Douglas W. Jones Myths and Facts Rebuttal Page 7 of 13

by this weakness in the voting system may be acceptable. Election observers should familiarize
themselves with Title 10, Subtitle 3 of Maryland Election Law and with the appropriate section of
Subtitle 33.10 of the Code of Maryland Regulations (depending on the voting system being used)
in order to assure that the required procedures are indeed being followed. Unfortunately, the
Maryland Regulations leave most of the details to the Judge’s Manual provided to each county by
the state election administrator under Regulation 33.10.03.01. Unfortunately, these manuals do
not appear to be readily available.

» Throughout the day, election judges reconcile the number of voters who have
checked in at the polling place against the number of votes recorded on each
voting unit. Any discrepancy would be identified immediately.

This will be true if the required polling place procedures are actually followed. It is noteworthy
that this reconciliation requirement is not immediately evident in either Maryland Election Law or
the Code of Maryland Regulations. It must therefore be in the Judge's Manual provided to each
county.

e It is a felony to cast multiple votes and is punishable by fines and imprisonment.

This is true, but unfortunately, there is a long history of violations of these laws. For example,
Linda Lamone said that Maryland and the District of Columbia recently compared their voter
databases and found 12 voters that had voted in both jurisdictions. When this was reported to the
FBI, there were, apparently, no prosecutions!

Mpyth 3 focuses on what has been called retail vote fraud, in which individual dishonest voters
attemnpt to cheat. Such retaijl fraud is a serious problem in some regions of the country, although
the small number of cases found in the recent Maryland-DC comparison suggests that the
magnitude of this problem may be overestimated by many. The big threat posed by DRE voting
systems has always been wholesale fraud, in which dishonest election officials or other insiders
with access to the machinery deliver votes, not one by one, but in bulk quantity, as in the bad old
days when Chicago's dead were reputed to be regular voters.

Myth 4
"Paper receipts solve the concerns regarding electronic voting system fraud."”

FACTS
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» Maryland only uses a voting systemn that meets all voting system standards
established by the federal government.

This oversimplifies the story. The law cited is Maryland Election Law, 9-102, Certification of
Voting Systems, Section (2). As is the case in most states, however, not all parts of Maryland's
current voting system are certified to the FEC/NASED 2002 Voting System Standards; some parts
are only certified to the older 1990 Standards. It takes time for vendors to bring their products into
conformance with new standards, and there is a delay after that while the new equipment is tested.
It is therefore somewhat unrealistic to expect, two years after the new standard was adopted, that
all voting systems will have been updated to conform to the new standard.

» Until standards for printers are established and voting systems are tested and
certified against these standards, it would be irresponsible to attach a printer to a
voting system and would violate Maryland's election law.

This bends the truth. As of July 7, 2002, the Avante Vote Trakker voting machine was certified to
the 1990 FEC Voting System Standards; this machine offers a voter-verified paper trail. Others
machines offering voter-verified paper trails have since been certified to these old standards, and
two, one from Avante and one from Sequoia, have been certified to the newer 2002 standards. A
relatively up-to-date list of certified voting systems is available from the National Association of
State Election Directors; this lists, for each system, the standard to which it was certified.

It is true, however, that there are no standards in place that address the specific issues raised by
the addition of a paper trail to a touch-screen voting system. The state of California has proposed
a draft standard to address this lack. The state of Maryland, however, has taken little or no interest
in encouraging the development of such a standard.

It is also noteworthy that Maryland Election Law, 9-102. Certification of Voting Systems,
Subsection (3d) item 9 deems it a positive virtue for a voting system to offer an alternative means
of verifying the tabulation. The Diebold system currently in use in Maryland offers very weak
assurances in this regard, since the electronic records of the votes are all created by the same
software, and no recount of some version of these records can correct for errors introduced by this
software.

o Paper receipts provide a false sense of security because they do not guarantee
that the results recorded in the machines are the same results printed on the
receipt.

Advocates of paper generally do not refer to the pieces printed by the voting machine as receipts.
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Rather, they refer to them as voter-verified paper ballots. A receipt is something you take from
the polling place as proof of your vote, while a ballot is something you leave behind, in a secure
ballot box.

It is true that merely printing a paper ballot does not answer all of the security questions. This is
why many advocates of voter-verified paper ballots prefer that the paper itself be counted -- for
example, by precinct-based ballot tabutating machines, instead of allowing the possibility that the
voting machine would record the vote one way while it prints something else on the paper.

Alternatively, many advocates of voter-verified paper ballots recommend routine hand
reconciliation of the paper record against the electronic record. The California Election Code sets
a model for this: Afier each election, Section 15360 mandates that precincts representing at least
one percent of the vote be selected at random in each jurisdiction for such an audit in order to
check the accuracy of the vote tabulating equipment.

Mpyth 4, therefore, is best characterized as a straw-man argument, an easily refuted statement that
misrepresents the position taken by the opponents of DRE voting systems. Sadly, some of the
"facts" presented are not entirely true.

Myth 5
"Hackers could alter a voting system by introducing a "Trojan Horse' or breaking into
the election management system.”

FACTS

« A person must have physical access to the source code in order to plant a "Trojan
horse" (i.e., hidden program or utility that can cause harm). Election offices do
not receive source code and only receive "application” software (i.e., computer-
readable program).

This is true but a bit garbled, and this only applies to Trojan horses, not other serious threats. A
better definition of a Trojan horse is that it is something offered (or sold) as having one function,
for example, as a beautiful sculpture, but that actually serves another function, for example, to
carry invading soldiers into town. Trojan horse attacks in software must therefore come from the
software developers, not from hackers.

Other forms of attack such as virus-based and worm-based attacks are more interesting threats for
a hacker to exploit, and we are interested in defense not only against hackers, but against insiders,
for example, programmers working for the voting system vendor, the independent testing,
authority or the state election office.

The form of delivery of the software is not really relevant to questions about Trojan horse attacks
or attacks through worms or viruses. Delivery of easily edited source code to the local election
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office would allow local election officials to easily change the software, opening the door to
locally administered wholesale fraud, but this is not at all the same as an attack by an outside
hacker. It is worthwhile to note that many successful hacker attacks have been made on systems
where there was no access to source code.

The computer industry has a long record of releasing products that contain unauthorized features
that were inserted by programmers at the vendor without the authorization or approval of the
vendor. Some of these are quite large, for example, the flight simulator game in Microsoft's Excel
97. We must defend ourselves against such features in election software! Because software testing
and inspection are themselves weak defenses, we must ask about the character and integrity of the
software developers. Unfortunately, Diebold and its corporate predecessors involved in
developing the AccuVote TS have a record of hiring convicted felons as software developers,
including one, Jeffrey Dean, who was found guilty of computer-based embezzlement.

Ilicit software has also been inserted into applications by testing authorities! Consider the case of

" Ronald Harris, an employee of the Nevada Gaming Control Board, who was convicted in 1997 for
rigging the computerized slot machines when he was supposed to be testing them for honesty. It is
noteworthy that slot machines are generally subject to more intense oversight than voting
machines. We must defend ourselves against such threats to our voting system.

» A person would need physical access to the main computer to break into the
election management system. This computer is password protected and is located
in a secure location.

This is false! There are many ways to attack a computer through network connections, including
through attacks by dial-up modem. The election management systems used in Maryland run on
computers that have dial-up modems, and they run versions of Microsoft Windows, an operating
system that is notoriously insecure.

o The voting units and the main computers are never connected to the Internet.

We know, from the SAIC report on Maryland's voting system, that the election management
systems were directly connected to the Internet. We can hope that such direct connections have
been eliminated, but eliminating such connections does not guarantee much.

Maryland's voting system uses modem connections, through the public dial-up telephone network,
to connect from polling places to the election management system at the close of the polls. This
means that a hacker could attempt to enter the election management system through the dial-up
modem connection.

Also note that ATMs are not connected to the Internet, yet in late 2003 it was found that several

Diebold ATMs had become infected with the "Nachi" worm! All that it takes is connection,
briefly, to another computer that was infected when it, in turn, was briefly connected to the
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Internet.

Myth 5, again, is best characterized as a straw-man argument, since Trojan horse attacks and
attacks by hackers each represent only a small fraction of the attacks from which we desire
defense. Here, though, the problem is compounded by false and misleading assertions among the
"facts" presented as refutations.

Myth 6
"A person could intercept the electronically transmitted unofficial and incomplete
election results."”

FACTS

o The data on the memory cards inside the voting machine become the official
results. These cards are transported to the local election office by sworn election
judges.

This is correct. The best practice is to have the ballot transport done in the joint custody of two
judges, representing opposing parties, so that nobody every has sole access to the ballots, whether
in paper or electronic form. It is unciear whether such a procedure is required in Maryland's
Judge's Manuals.

With conventional ballot boxes, putting the ballot box in the joint custody of two people was quite
easy. When the ballot box is reduced to an electronic format, a PCMCIA card, the entire concept
of joint custody and observability begins to collapse. The PCMCIA cards used for this purpose in
Maryland are the size of a playing card, and therefore vulnerable to sleight of hand manipulation.
As a result, unlike conventional ballot boxes, it is almost impossible for an observer to see that the
memory card inserted in the envelope for transport to the canvassing center is indeed the one that
was pulled from the machine.

¢ Results are only official once all memory cards have been physically uploaded
directly into the elections server.

This is correct, but it is noteworthy that the memory cards used by Maryland's system are fully
compatible with any laptop computer or PDA that has a PCMCIA slot; many do. If someone had
the inside knowledge needed to modify the contents of the memory card, the necessary technology
is commonplace. Furthermore, just as there is a risk of sleight of hand manipulation at the
precinct, there is also such a risk at the canvassing center when cards are handled for uploading
into the elections server.
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« Final reconciliation of official and unofficial results would immediately uncover
discrepancies.

This is correct, but the wording of this answer leaves open the question of whether or not this
reconciliation is mandatory, and it also leaves out the question of how discrepancies, if found, are
resolved.

The best practice with precinct-count electronic systems, whether they are optical mark-sense
scanners or DRE voting systems, is to print the vote totals on paper immediately after the polls
close, before any modem connections are made to the outside world. One copy of the printed
totals should be posted, in public. A second copy should be included with the electronic record
(the PCMCIA card, as used in Maryland), and only after these copies are printed should the voting
system be connected to the telephone for modem transmission of the unofficial totals. This
procedure is well documented in Georgia's administrative code, section 183-1-12-.02, section (5)
(a)3. While there are hints of such a procedure in Subtitle 33.10 of Code of Maryland Regulations,
it does not appear to be implied by Maryland Election Law, 11-202. Election judges - Procedures
for vote counting; if such a procedure is actually required, it must therefore be in the Judge's
Manual provided to each county.

The best practice ensures that observers can make their own record of the precinct totals in order
to independently confirm that they are correctly incorporated into the canvass, and it ensures that
a paper record as well as an electronic record are hand-delivered to the counting center, so that
any corruption of the official ¢lectronic record by counting center cornputers can be defended
against by reconciliation against the paper record. In Miami-Dade County, this reconciliation is
done routinely after every election. No such reconciliation appears to be mandated in Subtitle
33.08 of Code of Maryland Regulations, but there are hints in 33.08.01.10 that local boards have
the authority (but probably not the obligation) to include such a reconciliation as part of a post-
election audit.

Finally, rules are needed to handle discrepancies. It is not sufficient merely to state that, in the
event of discrepancy, it shall be investigated and resolved (Regulation 33.08.01.10 does this, for
example) but this is better than a statement, by fiat, that one or the other record shall govern. If a
discrepancy is found between the records transmitted by modem and the records delivered by
hand, both should be considered suspect, the integrity of both should be investigated, and the
records that conform most closely to other evidence should be accepted. Comparison of the
number of voters recorded with the pollbook and comparison with independently transmitted
copies of the election totals can all be used to resolve discrepancies.

Maryland State Board of Elections
151 West Street, Suite 200
P.O. Box 6486
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Annapolis, MD 21401
Phone: 401-269-2840
www.elections.state.md.us
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Worse Than 2000: Tuesday's Electoral Disaster
By William Rivers Pitt
truthout|Report

Monday 08 November 2004

Everyone remembers Florida's 2000 election debacle, and all of the new terms it introduced to our political lexicon: Hanging
chads, dimpled chads, pregnant chads, overvotes, undervotes, Sore Losermans, Jews for Buchanan and so forth. It took
several weeks, battalions of lawyers and a questionable decision from the U.S. Supreme Court to show the natioh and the
world how messy democracy can ba. By any standard, what happened in Florida during the 2000 Presidential election was a
disaster.

What happenead during the Presidential election of 2004, in Florida, in Chio, and in 2 number of other states as well, was
worse.

Some of the problems with this past Tuesday's election will sound all too familiar. Despite having four years to look into and
deal with the problems that cropped up in Florida in 2000, the 'spoiled vote' chad issue reared its ugly head again.
Investigative joumalist Greg Palast, the man almost singularly responsible for exposing the more egregious examples of
illegitimate deletions of voters from the rolls, described the continued problems in an article published just befare the election,
and again in an article published just after the election.

Four years later, and none of the Florida problems were fixed. In fact, by all appearances, they spread from Florida to Ohio,
New Mexico, Michigan and elsewhere. Worse, these problams only scratch the surface of what appears to have happened in
Tuesday's election. The fix that was put in place to solve these problams - the Help Amaerica Vote Act passad in 2002 after the
Florida debacle - appears to have gone a long way towards making things worse by orders of magnitude, for it was the Help
America Vote Act which introduced paperless electronic touch-screen voting machines to millions of voters across the country,

At first blush, it seems like & good idea, Forget the chads, the punch cards, the archaic booths like pianos standing on end
with the handles and the curtains. This is the 21st century, so let’s do it with computers. A simple screen presents
straightforward choices, and you touch the spot on the screen to vote for your candidate. Your vote is recorded by the
machine, and then sent via modem to a central computer which tallies the votes. Simple, right?

Not quite.

Is there any evidence that these machines went haywire on Tuesday? Nationally, there

HL PICIure nes ; ¢
¢l d were more than 1,100 reports of electronic voting machine malfunctions. A few examples:

e In Broward County, Florida, election workers were shocked to discover that their shiny
new machines were counting backwards. "Tallies should go up as more votes are
counted,” according to this report. "That's simple math. But in some races, the numbers
had gone down. Officials found the software used in Broward can handle only 32,000

- votes per precinct. After that, the system starts counting backward."

\ - + | e InFranklin County, Chio, electronic voting machines gave Bush 3,893 extra votes in one
. ay precinct alone. "Franklin County's unofficial results gave Bush 4,258 votes to Demaocratic
“‘ challenger John Kermy's 260 votes in Precinct 1B," according to this report. "Records show
only 638 voters cast ballots in that precinct. Matthew Damschroder, director of the Franklin
A Diebold voting machine. County Board of Elections, said Bush received 365 votas there. The other 13 voters who
cast ballots either voted for other candidates or did not vote for president.”

e |n Craven County, North Carolina, a software error on the electronic voting machines awarded Bush 11,263 exira
votes. "The Elections Systems and Software equipment,” according to this repont, "had downloaded voting information
from nine of the county's 26 precincts and as the absentee ballots were added, the precinct totals were added a
second time. An override, like those occurming when one attempts to save a computer file that already exists. is
supposed to prevent double counting, but did not function correctly."

# |n Carteret County, North Carolina, "More than 4,500 votes may be lost in one North Carolina county because officials
believed a computer that stored ballots electronically could hold more data than it did. Local officials said UniLect
Corp., the maker of the county’s electronic voting system, told them that each storage unit could handle 10,500 votes,
but the limit was actually 3,005 votes. Officials said 3,005 early votes were stored, but 4,530 were lost.”

» |n LaPorte County, Indiana, 2 Democralic stronghald, the electronic voting machines decided that each precinct only
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had 300 voters, "At about 7 p.m. Tuesday,” according to this report, "it was noticed that the first two or three printouts
from individual precinct repaorts all listed an identical number of voters. Each precinct was listed as having 300
registered voters, That means the total number of voters for the county would be 22,200, atthough there are actually
more than 79,000 registered voters.”

¢ |n Sarpy County, Nebraska, the electronic touch screen machines got generous. "As many as 10,000 extra votes,”
according to this report, "have been tallied and candidates are still waiting for corrected totals. Johnny Boykin lost his
bid to be on the Papillion City Council. The difference between victory and defeat in the race was 127 votes. Boykin
says, 'When | went in to wark the next day and saw that 3,342 people had shown up to vote in our ward, | thaught
something's not right.' He's right. There are not even 3,000 people registered to vote in his ward. For some reason,
some votes were counted twice."

Stories like this have been popping up in many of the states that put these touch-screen veoting machines to use. Beyond
these reports ara the folks who attempted to vote for one candidate and saw the machine give their vote to the other
candidate. Sometimes, the flawed machines were taken off-line, and sometimes they were not. As for the reports above, the
mistakes described were caught and corrected. How many mistakes made by these machines were not caught, wera not
corrected, and have now become part of the record?

The flaws within these machines are well documented. Professors and researchers from Johns Hopkins performed a
detailed analysis of these electronic voting machines in May of 2004. In their results, the Johns Hopkins researchers stated,
“This voling system is far below even the most minimal security standards applicable in other contexts. We identify several
prablems including unauthorized privilege escalation, incorrect usa of cryptography, vulnerabilities to network threats, and poor
software development processes. We show that voters, without any insider privileges, can cast unlimited votes without being
detected by any mechanisms within the voting terminal software.”

"Furthermore,”" they continued, "we show that even the most serious of our putsider attacks could have been discovered and
executed without access to the source cade. In the face of such attacks, the usual worries about insider threats ara not the
only concems; cutsiders can do the damage. That said, we demonstrate that the insider threat is also quite considerable,
showing that not only can an insider, such as a poll worker, modify the votes, but that insiders can also violate voter privacy
and match votes with the voters who cast them. We conclude that this voting system is unsuitable for use in a general
election.”

Many of thesa machines do not provide the voter with a paper ballot that verifies their vote. So if an ermor - or purposefully
inserted malicious code - in the untested machine causes their vote to go for the other guy, they have no way to verify that it
happened. The lack of a paper ballot also means the end of recounts as we have known them; now, on these new machines,
a recount amounts to pushing a button on the machine and getting a number in return, but without those paper ballots to do a
comparison, there is no way to verify the validity of that count.

Worst of all is the fact that all the votes collected by these machintes are sent via modem to a central tabulating computer
which counts the votes on Windows software. This means, essentially, that any gomer with access to the central tabulation
machine who knows how to work an Excel spreadsheet can go into this central computer and make wholesala changes to
election totals without anyone being the wiser.

Bev Harmis, who has been working tirelessly since the passage of the Help America Vote Act to inform people of the
dangers present in this new process, got a chance to demonstrate how easy it is to steal an election on that central tabulation
computer while a guest on the CNBC program Topic A With Tina Brown.’ Ms. Brown was off that night, and the guest host
was none other than Governor Howard Dean. Thanks to Govemor Dean and Ms. Hamris, anyone watching CNBC that night got
to see just how easy it is to steal an election because of these new machines and the flawed processas they use.

"In a voling system,” Harris said on the show, "you have all the different voting machines at all the different polling places,
sometimes, as in a county like mine, there's a thousand polling places in a single county. All those machines feed into the one
machine so it can add up all the votes. So, of course, if you were going to do something you shouldn't to a voting machine,
would it be more convenient to do it to each of the 4000 machines, or just come in here and deal with all of them at once?
What surprises people is that the central tabulator is just a PC, like what you and | use. It's just a regular computer.”

Harris then proceeded to open a laptop computer that had on it the software used to tabulate the votes by one of the
aforemantionad central processors. Journalist Thom Hartman describes what happened next: "So Harris had Dean close the
Diebald GEMS tabulation software, go back to the normal Windows PC desktap, click on the 'My Computer’ icon, choose
‘Local Disk C:,’ open the folder titted GEMS, and open the sub-folder "LocalDB' which, Hamis noted, 'stands for local database,
that's where they keep the votes.' Harris then had Dean double—click on a file in that folder titled Central Tabulator Votes,'
which caused the PC to open the vote count in a database program like Excel. ‘Let's just flip those,’ Hamis said, as Dean cut
and pasted the numbers from one cell into the other. Harris sat up a bit straighter, smiled, and said, "We just edited an election,
and it took us 90 seconds,"
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Any system that makes it this easy to steal or cormupt an election has no business being anywhere near the voters on
election day.

The counter-argument to this states that people with nefarious intent, people with a partisan stake in the outcome of an
election, would have to have access to the central tabulation computers in order to do hamm to the process. Keep the partisans
away from the process, and everything will work out fine. Surely no partisan political types were near thesa machines on
Tuesday night when the votes were counted, right?

One of the main manufacturers of these electronic touch-screen voting machines is Diebold, Inc. More than 35 counties in
Ohio alone used the Diebold machines on Tuesday, and millions of voters across the country did the same. According to the
Center for Responsive Politics, Diebold gave $100,000 to the Republican National Committee in 2000, along with additional
contributions between 2001 and 2002 which totaled $95,000. Of the four companies competing for the contracts to
manufacture these voling machines, only Diebold contributed large sums to any political party. The CEO of Diebold is a man
named Walden O'Dell. O'Dell was very much on board with the Bush ecampaign, having said publicly in 2003 that he is
"committed to helping Ohio deliver its electoral votes to the president next year.”

So ruch for keeping the partisans at arm's length.

Is there any evidence that vote totals were deliberately tampered with by people who had a stake in the outcome? Nothing
specific has been documented to date. Jeff Fisher, the Democratic candidate for the U.S. House of Representatives from
Florida's 16th District, claims to have evidence that the Florida election was hacked, and says further that he knows who
hacked it and how it was done. Such evidence is not yet forthcoming.

There are, however, some disturbing and compelling trends that indicate things are not as they should be. This chart
displays a breakdown of counties in Florida, It lists the voters in each county by party affiliation, and compares expected vote
totals to the reported results. |t also saparates the results into two sections, one for ‘touch-screen’ counties and the other for
optical scan counties.

Over and over in these counties, the results, based upon party registration, did not come close to matching expectations. It
can be argued, and has been argued, that such results indicate nothing more or less than a President getting cross-over
voters, as well as late-breaking undecided voters, to come over to his side. These ara Southerm Democrats, and the numbers
from previous elections show that many have often voted Republican. Yet the news wires have been inundated for well over a
year with stories about how stridently united Democratic voters were behind the idea of removing Bush from office, It is worth
wondering why that unity did not permeate these Democratic voting districts, If that unity was there, it is worth asking why the
election results in these counties do not reflect this.

Most disturbing of all is the reality that these questionable Diebold voting machines are not isolated to Florida. This list
documents, as of March 2003, alf of the counties in all of the 37 states where Diebold machines were used to count votes. The
document is 28 pages long. That is a lot of counties, and a lot of votes, left in the hands of machines that have a questionable
track record, that send their vote totals to central computers which make it far too easy to change election results, that were
manufactured by a company with a persanal, financial, and publicly stated stake in George W. Bush holding on to the White
House.

big pit:lun- A poster named TruthlsAll' on the
= DemocraticUnderground.com forums laid out the
questionable results of Tuesday's election in succinet
fashion; "To believe that Bush won the election, you must
also believe: That the exit polls were wrong; that Zogby's
Spm election day calls for Kerry winning Ohio and Florida
ware wrong (he was exactly right in his 2000 final poll}; that
Harris® last-minute polling for Kerry was wrong (he was
exactly right in his 2000 final poll}; that incumbent rule #1 -
undecideds break for the challenger - was wrong; That the
50% rule - an incumbent doesn't do better than his final
polling - was wrong; That the approval rating rule - an
incumbent with less than 50% approval will most likely lose
the election - was wrong; that it was just a coincidence that
the exit polls were correct where there was a paper trail and
e incorrect (+5% for Bush) where there was no paper trail; that
This map indicates where different voting devicas were used nationally. the surge in new young voters had no pos_rllve effect for
The areas where electronic voting machines were used is marked in Kerry, that Kerry did worse than Gore against an opponent
blue. who lost the support of scores of Republican newspapers
who were for Bush in 2000; that voting machines made by
Republicans with no paper trail and with no software publication, which have been proven by thousands of computer scientists
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to be vulnerable in scores of ways, were not tampered with in this election.”

In short, we have old-style vote spoilage in minority communities. We have electrenic voting machines losing votes and
adding votes all across the country. We have electronic voting machines whose efficiency and safety have not bean tested.
We have electronic voting machines that offer no paper trail to ensure a fair outcome. We have central tabulators for these
machines running on Windows software, compiling results that can be demonstrably tampered with. We have the makers of
these machines publicly professing their preference for George W. Bush. We have voter trends that stray from the expected
results. We have these machines counting millions of votes all across the country.

Perhaps this can all be dismissed. Perhaps rants like the one posted by 'TruthlsAll' are nothing more than sour grapes from
the side that lost. Perhaps all of the glitches, wrecked votes, unprecedented voting trends and partisan voting-machine
connections can be explained away. If so, this reporter would very much like to see those explanations. At a bare minimum,
the fact that these questions exist at all represents a grievous undermining of the basic confidence in the process required to
make this democracy work. Democracy should not ever require leaps of faith, and we have put the fate of our nation into the
hands of machines that require such a leap. It is unacceptable across the board, and calls into seripus question not only the
election we just had, but any future election involving these machines.

Representatives John Conyers, Jerrold Nadler and Robert Wexler, all members of the House Judiciary Committee, posted a
letter on November 5th to David Walker, Comptroller General of the United States. In the letter, they asked for an investigation
into the efficacy of these electrontc voting machines. The lelter reads as follows:

Novemnber 5, 2004

The Honorable David M. Walker
Comptroller General of the United States
U.S. General Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Mr. Walker:

We write with an urgent request that the Govemment Accountability Office immediately undertake an
fnvestigation of the efficacy of voting machines and new technologies used in the 2004 election, how election
officials responded to difficulties they encountered and what we can do in the future to improve our election
systems and administration.

in particular, we are extremely troubled by the following reports, which we would also request that you review
and evaluate for us:

In Columbus, Chio, an aelectronic voting system gave President Bush nearly 4,000 extra votes. ("Machine Error
Gives Bush Extra Ohio Votes,"” Associated Press, November 5)

An electronic tally of a South Florida gambling ballot initiative failed to record thousands of votes. "South Florida
OKs Slot Machines Proposal,” (1d.)

In one Narth Carolina county, more than 4,500 votes were lost because officials mistakenly believed a
computer that stored ballots could hold more data that it did. "Machine Emor Gives Bush Extra Ohio
Votes," (Id.)

In San Francisco, a glitch occurred with voting machines software that resulted in some votes being left
uncounted, {Id.)

In Florida, there was a substantial drop off in Democratic votes in proportion to voter registration in counties
utilizing optical scan machines that was apparenily not present in counties using other mechanisms.

The House Judiciary Committee Democratic staff has received numerous reports from Youngstown, Ohio that
voters who attempted to cast a vote for John Kerry on electronic voting machines saw that their votes were
instead recorded as votes for George W. Bush. In South Florida, Congressman Wexier's staff received
numerous reports from voters in Palm Beach, Broward and Dade Counties that they attempted to select John
Kerry but George Bush appeared on the screen. CNN has reported that a dozen voters in six states,
particularly Cemocrats in Florida, reported sirilar problems. This was among over one thousand such
prablems reported. ("Touchscreen Voting Problems Reported,” Associated Press, November 5)
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Excessively long lines were a frequent problem throughout the nation in Democratic precincts, particularly in
Florida and Ohio. In gna Ohio voting precinct serving students from Kenyon College, some voters were
required to wait more than eight hours to vate. {("All Eyes on Ohio,"” Dan Lothian, CNN, November 3)

We are literally receiving additional reports every minute and will transmit additional information as it comes
available. The essence of democracy is the confidence of the electorate in the accuragy of voting methods and
the faimess of voting pracedures. In 2000, that confidence suffered terribly, and we fear that such a blow to our
democracy may have occurred in 2004.

Thank you for your prompt attention to this inquiry.
Sincerely,
John Gonyers, Jr., Jerrold Nadler, Robert Wexler

Ranking Member, Ranking Member, Member of Congress
House Judiciary Committee, Subcommittea on the Constitution

cc: Hon. F. James Sensenbrenner, Chairman

"The essence of democracy,” wrote the Cangressmen, "is the confidence of the electorate in the aceuracy of voting
methods and the faimess of voting procedures. In 2000, that confidence suffered terribly, and we fear that such a blow to our
demaocracy may have occurmed in 2004." Those fears appear to be valid.

John Kerry and John Edwards promised on Tuesday night that every vote would count, and that every vote would be
counted. By Wednesday moming, Kerry had conceded tha race to Bush, eliciting outraged howls from activists who were
watching the reports of voting imegularities come piling in. Kerry had said that 10,000 lawyers were ready to fight any
wrongdoing in this election. One hopes that ha still has those lawyers on retainer.

According to black-letter election law, Bush does not officially get a second term until the electors frorn the Electoral College
go to Washington D.C on December 12th. Perhaps Keity's 10,000 lawyers, along with a real investigation per the request of
Conyers, Nadler and Wexler, could give those electors something to think about in the interim.

In the meantime, soon-to-be-unemployed DNC chairman Terry MecAuliffa sant out an email on Saturday night titted ‘Help
determine the Democratic Party's next steps.’ In the email, McAuliffe states, "If you were involved in these grassroots activities,
we want to hear from you about your experience. What did you do? Did you feel the action you took was effective? Wasita
gocd exparience for you? How would you maka it better? Tell us your thoughts." He provided a feedback form where such
thoughts can be sent.

Use the form. Give Terry your thoughts on the matter. Ask him if those 10,000 lawyers ara still available. t seems the
validity of Tuesday's election remains a wide-open question.

Jump to TO Features for Monday Novembher 8, 2004

|Today's TO Features |

® Copyright 2004 by TruthQut.org
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State expected to OK new voting system
Diebold machine's flaws have been fixed since tests in spring, official says

By Ian Hoffman, STAFF WRITER
Inside Bay Area

In less than a week, state officials are polsed to approve a new Diebold electronic-voting system that several large counties,
Including Alameda, want to use. But the systermn showed problems in security, protection of voter privacy and printing of a paper
trail during testing this spring.

State elections authorities have obscurad the full nature of those problems by blacking out parts of test reports that have been
released under the state public records act and declaring other doecuments too full of Diebold "trade secrets" for public release.

During tests in fate April and early May, a chief feature of Dlebold’'s new computerized voting machine = the ability to print out
voters' electronlc chelces so they can be verified and, if needed, recounted — performed so poorly that the state's testing
cansultant concluded, "This version is not ready for use in an election.”

Asslstant Secretary of State Brad Clark, a former Alameda County registrar, said Thursday the problems have been fixed and the
Diehold system desired by county etecttons officlals is ready far state conslderation,

A panel advising Secretary of State Bruce McPhersan Is to vote an approval of the new

Diebald touch-screen voting system next week. Elections officials say new systems like Diebold's are essential if California counties
are to meet January 2006 federal mandates for handicapped voting and state mandates for praviding a voter-verifiable paper
record.

"The more options that are out there for the counties to use, the better off we are,” Clark satd.

Diebald's first effarts to secure approval for its AccuVote TSx in California ended in public distrust of all electronic voting and
conslderation of criminal charges against Diebold. That's partly because Dtebold officials persuaded four countles to spend more
than $40 million on the TSx — and state elections officials to approve its use in the 2004 presidential primary — before the system
made it through lab tests and federal approval.

Secretary of State Kevin Shelley rescinded the TSx approval in April, and thousands of the machines now sit In climate-controlled
warehouses In San Diego, 5an Joaquin and Kern countles.

Salano County dropped its Diebold machines and switched to another vendor. Alameda County electlons officlals want to swap out
4,000 older AccuVote TS machines for the TSx, which is smaller, lighter and equipped with a printer for generating a paper record
of a vater's choices for the vater to verify.

Before applying to California for approval, voting-system rmakers are required by state elections rules to subject their machines te
lab tests and federal approval, then draw up procedural and training manuals for using them. Mone of this was done In October
2003 nor before Diebold applied for approval agaln In March.

"We're going through the same kind of scenario, not only from Dlekold but from the (secretary of state's) elections diviston," said
Jody Holder, a voting activist who unearthed reperts on state tests of the new Diebald machines and e-malls between the state and
Diebold through a public records request. "You can see from the e-malls between them that they're bending over backward."

"There's a sense of dj vu in this rush,” said Kim Alexander, president of the Califormia Voter Foundation, a nenprofit group based in
Davis.

During the testing in late April and early May, the state’s voting systems consultant, Steven Freeman, found that the TSx machines
generally were an imprgvernent on Diebold's earlier machines but still had security flaws. For example, caontrary to state electicn
rules, the system was unable to allow different tevels of security access to the machine's softiware and data, so that lower-level
users can perform basic functions but only administrators can change or add software. The rest of Freernan's discussion of security
problems was blacked out by state lawyers.

But the bigger problems were with the paper-trail printer. Freernan reparted "savaral pearsistent prablems with the paper feed" that
resuited In a "Jjam condition.” The printer canister kept popping out of place, he noted.

"Attermpts were made to tape the canister down but failures stilt occurred, and someona had to hold the c¢anister in place,” his
report 5ays.
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Keith Carson, president of the Alameda County Board of Supervisors, persuaded colleagues to have a public hearing so that
Diebald and its critics could debate the merits of its voting system. Carson wants to hear what people say before Investing ancther
$5.4 miltien In a touch-screen voting system that the county purchased three years age for

$12 million.

"The question for me is, to what extent can we quarantee that everyone who participates In the voting process can have cenfidence
that thelr vote counted," he sald. "That to me is going to welgh as heavily as the dollars we have invested in a system that has
been constantly in question.”

Contact lan Hoffman at ihoffman@dailyreviewonline. com,
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Thread Last Poster Posts Pages Last Post

Start New Thread

Author Message
M = : Posted on Monday, May 09, 2005 - 03:18 pm: X s »
admin Large payments from Dlebold are fueling Influence-peddling for a
Board Administrator $45 million Cook County/Chicago voting machine contract. Diebold
Usemame: admin has been lobbying both Ohio and Cook County/Chicago through a
Post Number: 450 small corporation formed by a Republican and two well-connected
Reglstered: 12-2004 Democrats. Diebold is reportedly making payments directly to the
indlviduals and payments are also flowing through a corporation
Rating: 00 320 % formed by the three partners. These payments are then paid out
Vates: 14 (Vote!) to others. When asked what the payments to others are buying,

Black Box Voting was told that the Diebold funds pay
“subcontractors.” We asked what the subcontractors do, and were
told that they do “largely persuasion.”

Discuss this article here:
http://www.bbvforums.org/forums/messages/72/5605.html

Election reform advocates are noticing something: Neither
Republicans nor Democrats seem to have much interest in real
reform. Black Box Voting has been looking Into the process of
voting system procurement. What we are finding explains a lot.
Both Republicans and Democrats have been cashing In, and both
parties may have become too beholden to take effective correctlve
action. Instead of real efforts to get at the truth, we are seeing
attempts to control the message, with “investigations” and
“reform” actions that appear to be little more than window
dressing.

In 2001, Anthony Celebrezze Jr. -- a former Democratic Ohlo
secretary of state and attorney general -- met with a powerful
Republican, John Sununu, to discuss a project selling Global
Election Systems (now Diebold Election Systems). Sununu is a
former governor of New Hampshire and was White House Chilef of
Staff under George H.W. Bush,
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Sununu disappeared from the paperwork. In June 2003,
Celebrezze formed a corporation wlth Pasquale “Pat” Gailina, a
close associate of late Cuyahoga County (Cleveland) Republican
Chairman Robert E. Hughes. Gallina had also been the campaign
manager for former Republican Cleveland Mayor Raiph Perk.
Together, Celebrezze and Gallina set out to sell Diebold machines
to the state of Ohio, but a few weeks after forming the
corporation, Celebrezze died of heart fallure.

Diebold's surviving Ohlo lobbyist, Pasquale “Pat” Gallina, has quite
a checkered past. His earlier business partners inciude two
convicted felons, Andrew Shission and Joseph LoConti -- both
targets of federal investigations because of alleged links to
organized crime. Shission was an accountant for the Hell's Angels
who had been Indicted for two murders, but was acquitted. He
then went to jall on tax evasion and obstructlon of justice. Joseph
LoContl was convicted of failure to file tax returns.

A third partner, Dr. Juan Andrade Jr., joined Gallina and -
Celebrezze to form a Diebold sales entlty, called “"ACG Group,
LLC.” Andrade, a national pillar of the Hispanic community,
founded the U.S. Hispanic Leadership Instltute (USHLI). He is
closely connected to the Democratic power structure, and is the
reciplent of the prestigious Presidential Citlzens Medal, bestowed
by President Bill Clinton. Andrade Is an outspoken critlc of the
Bush Adminlstration, and donated heavily to John Kerry in 2004.

Dr. Juan Andrade Jr.

Black Box Voting conducted a videotaped interview with Andrade
on April 28 in his office at USHLI. Andrade had scheduled an
interview with another journalist. Knowing that Andrade was
quietly accepting large monthly payments from Diebold, Black Box
Voting managed to piggyback into the interview, to ask Andrade
questions about his Diebold actlvities. We made It clear
immediately to Andrade at the beginning of the Interview that we
were from Black Box Voting, and that we would have additional
questions. He agreed to answer our questions, and also sald that
Black Box Voting is taken sericusly and does very important
watchdog work.

Andrade admitted that he has been receiving a monthly retainer
from Diebold, but refused to say how much, Black Box Voting has
obtalned independent records showing that Andrade has been
receiving an unusually high fee, $20,000 per month, from Diebold.
Accounting records from Diebold list such fees as “Success Fees”
but Andrade referred to them as his “retalner” for helping sell the
machines, and said that “the money goes to me, and through the
company.” Andrade stated that the funds flowing through the ACG
Group pay “subcontractors to help wlth some of the work, the
same kind of work.”

“One person can‘t do this job alone in a county this size,” he said.

When asked what the subcontractors do, Andrade referred to the
payments as “|argely persuasion” to gain public support. Black Box
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Voting has been unable to find anything “public” about the Cook
County/Chicago Diebold deal.

Andrade is not registered as a lobbyist with either the state of
Ohio or Illinois, but says he is registered in Cook County. Illinois
law requires him to register in the county where he is doing
business, to disclose how much he is being pald, and to provide
statements every six months listing what he spends, on whom,
and for what. (1)

Andrade has been consldered a voting rights leader for the
Hispanfc community. He has recelved an award from BIll Clinton.
Yet, he seems to have been very quiet about his involvement with
Diebold. We were unable to locate any document or news article
showling that Andrade has mentioned that he is one of Diebold’s
highest-paid lobbyists. When asked, Andrade said that he
disclosed his relationship with Diebold in Dec. 2003. We asked him
where this was disclosed, Andrade said it was at "our

conference" [USHLE?] and added that he had resigned as
Executive Director of USHLI in Dec. 2003, though he remained as
president. However, as of today, May 9, 2005, he is still listed on
the USHLI Web slte as “President and Executive Director” (2).
Black Box Voting interviewed Andrade in his USHLI office. (The
ACG office is located in the same bullding.}

Andrade’s description of disclosure doesn‘t qulte hang together.
The USHLI annual conference was held in September 2003, not
December, and the ACG Group ("Andrade Celebrezze & Gallina”™)
was incorporated in Ohio in June 2003. If Andrade’s name was on
a corporation to sell voting machines in June, why did he not
disclose it to his constituency untll December?

Andrade told Black Box Voting that he got his start on Hispanic
issues in Chicago, but we have found that he set up shop first in
Columbus, Ohio, durlng a time whille Gallina and Celebrezze were
also in Columbus. (3){(4)(5) He started with a group called the
Ohio League for Hispanic Affairs in 1977. He never mentioned
having ever been in Ohio in the interview.

Andrade’s Illinois organization started as “Mld-West Voter
Registratlon and Education Project.” Later, Andrade changed the
name to "Midwest/Northeast Voter Registration and Education
Project. Stlil later, he changed the name to “U.S. Hispanic
Leadership Institute”. {6)

Andrade told us that initlally, Diebold had approached him and
what he brought to the table was not “technical” expertise. He
made a decision to work for Diebold based solely on Dlebold’s
presentation on the machines, and admitted that he did not seek
any independent evaluation of thelr abillty to count votes securely
or accurately. This was the extent of his due diligence.

When we asked Andrade why he, as a high-profile leader in the

area of Hispanic voting rights, would get involved at all In selling
voting machines, he replied that he had tried everything else. He
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had done voter registration. He had fought redistricting battles. He
had been inveolved in mentoring and tralning leaders, Now he
wants to put the machines of hls cholce into Cook County. He sald
that sometimes It is surprising who you have to get into bed with.

We, too, were surprised at Andrade’s poorly disclosed bedfellows.
Internal Dlebold memos (7) obtained by Black Box Voting show
that Andrade has been included In the decisionmaking [oop with
elite level managers and executives at Diebold Election Systerns,
Inc. (DESI): Andrade has been included in meetings and
discussions with DESI Chief Financlal Officer Greg Loe, Senior
manager Dave Byrd, and national staffing head Beatta McInerney.

Black Box Voting Is governed by a majority of board members who
are minorities. This Interview, and this story, is one of the most
difficult we have ever done. The conflicts inherent in this blurring
of lines among pollticians, leaders, lobbyists and vendors,
combined with the apparently habltual failure of everyone to
properly disclose, is at the very root of our problems with election
integrity. This story, and those that will follow in the Money Trall
series, illustrate real-world Issues that we will need to grapple with
in order to achieve lasting change.

UPCOMING -- Part II: Gallina and the Ohio Players
Timeline:

Dec. 2001: Sununu, Celebrezze and Gallina met in Columbus to
discuss selling voting machines to the state of Ohio. (8} We could
not find any of them on the Ohio “List of Legislative Agents”
registered as lobbylsts for Diebold. (9)

June 2003: Andrade, Celebrezze and Gallina formed "ACG Group
LLC,” to sell Diebold voting machines to Ohio and Cook
County/Chicago. (10) According to Andrade, "ACG Group” stands
for Andrade, Celebrezze and Gallina. {11) Ohio corporate
documents show that it was registered under "Pat Gallina
Consulting.” The name ACG reflects involvement of Andrade.

July 2003: Anthony Celebrezze dled suddenly, reportedly of a
heart attack. (12)

Aug. 2003: “Pat Gallina Consuiting” was registered with the state
of Ohio, (13) two months after it was listed as the incorporating
agent for ACG Group LLC. Corporate documents are slgned by
Pasquale A. Gallina.

Dec. 17, 2003: ACG group was registered In the state of Illinols
{14}, with Andrade as corporate agent and Gallina’s address listed
as the repository for corporate documents.

Supporting information:

(1) Illinois and Cook County requirements for lobbyists

http://www bbvforums.org/cgi-bin/forums/board-auth.cgi?file=/1954/5595.html 5/14/05
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(2) USHLI Web _page from May 9, 2005: Dr. Juan Andrade Jr.,
Executive Director and Preslident

(3) Corporate documents, Ohio League of Hispanic Affairs

(4) Mar. 24 1991 - The Cleveland Plain Dealer "Cabinet pick’s tles

to Hell's Angel probed In '86"... Gaflina was the personnel director for the
Ohlo Lottery Commission until his resignation In December 1978, after he was named in
a fawsullt that prompted federal, state and local offidals to investigate alieged contract

kickback schemes at the commission.”

(5) Jul. 5 2003 - The Assoclated Press: "Obltuaries In the News"
"Celebrexze Jr. was elected as a state senator in 1974, In 1978, he was elected
secretary of state and In 1983 he was elected attorney general.”

(6) Illinois Sec. State corp docs: Note that all three entities have
the same number, meaning they are the same entity with a name
change:

Midwest Voter Registration & Education Project
Midwest/Neortheast Voter Registration & Education Project

U.S. Hispanic Leadership Institute

(7) Diebold internal communications obtained by Black Box Voting
(8) Dec. 6, 2001: Cleveland Plain Dealer, “Tubbs Jones for
governor not very likely”

(9) Ohlo Lobbyist listings 2000-2005: 2000 2001 2002 2003
current

(10) Corporate documents from Ohio Secretary of State for ACG
Group

(11) Videotaped interview, Apr. 28 2005, by Black Box Voting: 2-
min clips

video clip 1

video clip 2

video clip 3

(12) News article about Celebrezze death: Jul. 5 2003 - The
Associated Press: "Obituaries in the News"

{13) Corporate documents from Ohio Secretary of State for Pat
Gallina Consulting

{14) Illinois Secretary of State, corporate information for ACG
Group LLC

Black Box Voting recommends a moratorium on new spending on
voting systems until problems with quality and procurement
procedures are resolved.
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TrueVote MD
www.TrueVoteMD.org - 7711 Garland Ave., Takoma Park, MD 20912 -
301-270-6150

FOR IMMEDIATE RELEASE
TrueVoteMD.org

March 8, 2005

CONTACT: Linda Schade 301-270-6665

Emerging Scandal on MD Voting Machine Performance
All MD Diebold Machines on Lockdown
Under Investigation for Widespread Statewide Election Day 2004 Failures
MD Election Group Calls for Independent Investigation and De-Certification of Machines

Montgomery County, Maryland, According to county election officials and other sources, all Maryland
voting machines have been on "lockdown" since November 2, 2004 due to statewide machine failures
including 12% of machines in Montgomery County, some of which appear to have lost votes in
significant numbers. The State Board of Elections convinced the media that Election Day went
smoothly, when in fact there were serious statewide, systemic problems with the Diebold electronic
voting machines -- so serious that the SBE and Diebold still have not figured out how to prevent the loss
of votes in the future.

"Election Day was anything but smooth. Votes were lost, computer cards storing votes were unreadabie,
thousands of error messages were reported, machines froze in mid-voting and machines refused to boot
up. The problems with the machines were so widespread and serious that efforts to hide the problems
have failed,” said Linda Schade, director of TrueVoteMD.org. "It is not sufficient for Diebold and the
SBE to investigate themselves. They have misled the public about this problem and an independent
investigation is needed. Further, these problems indicate that the Diebold machines should be decertified
as required by Maryland law and as provided for in the Diebold contract. This is an opportunity to
correct the mistaken purchase of paperless electronic voting machines. Diebold should refund Maryland
tax dollars and we should start anew with a system that voters trust because it can be independently
audited and recounts can be meaningful."

VOTES LOST According to the IT Report to the Montgomery County Election Board, dated December
13, 2004 there were two broad levels of problems. Seven percent of units (189) failed. This included
failure to boot up, screen freezes and a variety of other problems. Screen freezes, which occurred on 106
voting units were "the most serious of errors” because many "froze when the voter pressed the Cast
Ballot button." As a result "election judges are unable to provide substantial confirmation that the vote
was in fact counted.” In addition there were "122 suspect units (5%) were identified because the unit had
few votes captured compared to other voting units in the polling place. A unit was considered suspect if
it had 25-50 votes captured when all other units in the polling place had over 150 votes,” the report
stated. The IT report includes other details of Diebold machine failures including smatrt card and encoder
problems as well as thousands of yet unexplained error messages, now called 'ballot exception errors.”

UNREADABLE PC MEMORY CARDS Multiple sources also have revealed that the computer

memory cards where vote totals are stored inside each voting machine were unreadable in multiple
counties.

DIEBOLD UNABLE TO RESOLVE TECHNICAL FAILURE FOUR MONTHS AFTER

http://truevotemd.org/Press_releases/htmi/2005-03-08 Press_Release.html 5/6/05
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ELECTION After IT examinations within Maryland failed to decipher the root of these problems, the
State Board and Diebold sent voting machines to several out-of-state locations in Texas and Ohio for
further testing, according to a Diebold memo dated February 16, 2005. As of the March 3, Montgomery
County Election Board meeting, the PC memory card problems as well as those listed above cannot be
explained by Diebold, according the IT report.

MACHINE FAILURES STATEWIDE Montgomery County Elections official Sam Statland has
acknowledged that Jocal boards around the state are gravely concerned about the Diebold system's
performance and are pressuring the State Board of Elections for answers. In testimony before the State
House Ways and Means on February 24, 2005, Mr. Statland cited the facts above and asserted that
"Since the 2000 election cycle, the State of Maryland has become and still is a 'test site' for electronic
voting." In the January State Board of Elections meeting, Linda Lamone discussed the "performance
problems" and confirmed that "once [Montgomery County was] finished they will start the same process
in the other counties, beginning with Baltimore County."

TRUEVOTEMD CALLS FOR INDEPENDENT REVIEW AND DECERTIFICATION OF
MACHINES AS REQUIRED BY LAW TrueVoteMD.org, an election integrity organization, is now
calling for an independent investigation and for de-certification of the machines as required by Maryland
election law (MD Code, Election Law § 9-102(c)(1)).* TrueVoteMD.org is a founding organization for
VoteTrustUSA a national network of state election integrity groups and has been raising the alarm that
the electronic Diebold voting system has serious vuinerabilities to computer malfunction and fraud for
nearly two years. This information is confirmed by TrueVoteMD's Election Day report "When the Right
to Vote Goes Wrong Md Voters Tell The Story of Election Day 2004"

N S P I Y \IL1.. oo \II)"H‘HM‘]\“J!Hf‘T"LlI

"If the gubematorial race in 2006 is as close as 2002 it would only take four errors per precinct to
change the outcome of the election. Maryland cannot risk the election disaster that is impending.
Maryland was lucky the presidential election in Maryland was not close; otherwise we would be
embroiled in scandal to this day. It is time to put in place a system that is reliable and that voters can
trust,” concluded Schade. "Three independent reports have raised serious concerns with the security of
Diebold machines, now we have seen the worst come to pass. These machines are unreliable and
insecure. How many more warnings to Maryland officials need in order to take action to protect the
vote?"

*MD Code, Election Law § 9-102(c)(1) (emphasis added). The SBE “shall decertify a previously
certified voting system if” that system “{does not] protect the security of the voting process,” and “[does
not] count and record all votes accurately.” Id. § 9-103(a)(2) (emphasis added).

Copies of the source documents mentioned in this release are available upon request by contacting
TrueVoteMD.org.

H#i#
TrueVoteMD is a non-partisan election integrity organization made up of candidates, elected officials,
election judges, pollwatchers, and voters from all walks of life who support a voter-verified paper audit
trail to ensure the accuracy, transparency and security of elections.
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April 27, 2005
PROBLEM: A RISKY CORPORATE CULTURE

Note: Diebold bought Global Election Systems in January 31, 2002,

* Jeffrey Dean: 23 convictions for computer-embezzlement. In 2000 he became head of research and
development at Global, and worked on the voting and tabulation machines. He also became a director of
Global that same year. As Diebold was buying Global, Dean left the company, but Diebold hired him back
as a consultant. (http://www.blackboxvoting.org/bbv_chapter-8.pdf, pg. 84)

« The 3 founding members of Global have a long criminal history of convictions for stock fraud and other
crimes in Canade. Even though they left (Some were in jail) before Diebold bought Global, 2 key
employees they hired joined Diebold. While those 2 employees do not have significant criminal records,
one has to ask, were they originally hired to build fravdulent machines? What are they doing inside of -
Diebold? (hup:-;w vy blachboxyoline oro bl chapier-8.pdl)

* From the office of California Secretary of State;
"STAFF REPORT ON THE INVESTIGATION OF DIEBOLD ELECTIONS SYSTEMS, INC.", April 20,
2004

(htp: wwwss.ea.gov elections ks_dre_papers‘diebold_report_april20_final pdl);

"In sum, Diebold:

1. marketed and sold the TSx system before it was fully functional, and before it was federally
qualified;

2. misrepresented the status of the TSx system in federal testing in order to obtain state certification;

3. failed to obtain federal qualification of the TSx systern despite assurances that it would;

4_failed even to pursue testing of the firmware installed on its TSx machines in California until only
weeks before the election, choosing instead to pursue testing of newer firmware that was even further
behind in the ITA testing process and that, in some cases, required the use of other software that also
was not approved in California;

5. installed uncertified software on election machines in 17 counties;

6. sought last-minute certification of allegedly essential hardware, software and firmware that had not
completed federanl testing; and

7. in doing so, jeopardized the conduct of the March Primary."

PROBLEM: SLOPPY SYSTEMS WIDE OPEN TO VOTE FRAUD

« A mission-critical system that actually counts votes must be tamper-proof. Diebold's GEMS vote
tabulation program is wide open to voting fraud.

"Right now you can open GEMS' .mdb file with MS-Access, and alter its contents. That includes the audit
log. ... Jane ... did some fancy footwork on the .mdb file in Gaston recently. I know our dealers do it. King
County is famous for it. Thal's why we've never put a password on the file before.”"

- Ken Clark, Principle Engineer at Diebold, email, 18 Oct 2001,
(http://www.equalcew.com/smokingeun.pdf)

Note: The .mdb files are the data base files containing the vote totals and the audit log of who changed the
data {votes).



To learn how this is done, go 1o http://www.chuckherrin.com/hackthevotedemo.htm and
http://werw.equalcew.com/deandemo.html/

See also "Inside A TU.S. Election Vote Counting Program”
(https//www.scoop.co.nz/stories/HLO307/S00065 htm).

The use of MS Access, well lmown as insecure, to count votes is appallingly unprofessional for a mission-
critical product. Slacking mandatory password protection is worse.

« In their study of 2002 Diebold computer source code, four computer security experts "conclude that this
voling system is unsuitable for use in a general election.” They go on to say "Our analysis shows that
this voting system is far below even the most minimal security standards applicable in other contexts.”
("Analysis of an Electronic Voting System", T. Kohno et al, IEEE Symposium on Security and Privacy
2004, available at http://www.avirubin.com/vote.pdf)

» Diebold machines have a long history of miscounting votes:
(http://www.votersunite.org/info/Dieboldinthenews.pdf)

PROBLEM: CORPORATE COMMITMENT TO POLITICS

* “I am committed to helping Ohio deliver its electoral votes to the president next year.”” - Wally O'Dell,
CEOQ, Diebold, 2003 (The New York Times, 9 November 2003; “Machine Politics In the Digital Age™).
The Diebold CEO also organized 2 $600,000 fund-raising party for the Mr. Cheney. (Akron Beacon
Journal, 1 July 2003)

Individuals will, of course, have political preferences. But making a public commitment to deliver the key
swing state of the 2004 election, especially in light of persistent ethics questions and the apparently
deliberate openness of the machines to vote fraud, challenges the trustworthiness of Diebold systems. This
commitment to one side therefore challenges the very elections that depend on them.

PROBLEM: PROFITS AHEAD OF CLEAN, SECURE, LOW~COST ELECTIONS

Diebold is a for-profit corporation. Making as much profit as they can comes ahead of clean, secure, low-
cost elections. Rather than use off the shelf hardware and software, Diebold sells very expensive, single-
purpose voting machines. Typical of the computing industry, their strategy is to lock customers (laxpayers)
into their technology, and then "charge out the yin";

[The taxpayers] “already bought the system. At this point they are just closing the barn door. Let's just hope
that as a company we are smart enough to charge out the yin if they try to change the rules now ..." -an
email from ken ¢ diebuldes.com, Friday 3 Jan 2003.

(hup::cscoitnet Acirvism Dichold Tists suppon.w darchive 200301 mse0UG1 ] hunt)

In Alameda County, CA, Diebold is asking for up to $2,000,000 to upgrade existing software to handle
instant runoff voting. Computer programmers agree that it should cost much less than that.

SOLUTION: OPEN VOTING CONSORTIUM

The Open Voting Consortium has developed prototypes of publicly programmed voting and vote-counting
machines. The voting machines print the actual ballot that is used for counting. They also write a
permanent record of the ballots to CD-ROM. This prevents ballot box stuffing and "lost" ballots. The



prototypes also protect the rights of the disabled to vote, and support instant runoff voting.

We are secking funding to tumn these prototypes into tested, certified voting systems. These clean computers
will be secure, reliable, and open to inspection. The software will be free, and the hardware will use

inexpensive, off-the-shelf parts. For more information, and to support clean elections, please visit our site at
www.OpenVoting.Org.
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Discrepancies found in 35 percent of Miami-Dade precincts

May 06, 2005 By: Jessica M. Walker

In the latest South Florida election mishap, workers in 35 percent of Miam
Dade County's 749 polling places last November filed counts of voter
signatures that differed from the number of ballots cast on the touch-scre
voting machines, a new analysis has found.

On Nov. 2, election workers in 260 polling places submitted data toc the
Miami-Dade Supervisor of Elections office that did not match up with the
total number of touch-screen ballots reported by the canvassing board,
according te a study conducted by the Miami-Dade Election Reform Coaliticn
a nonpartisan watchdog group.

Cut of those 260 polling places, 23 submitted totals that were off by more
than 50 voters, while &8 submitted totals that were off by more than 10
voters. In one pelling place, the difference was 1,284. That polling plac
was one of five that showed very large discrepancies. The coalition is
studying those five for possible clerical errors,

Not including those five polling places, the percentage difference between
the reported signature totals and the machine ballot counts varied from le
than 1 percent to 34 percent. The differences included polling places wher
there were more reported signatures than ballots cast, and others where
pallots cast exceeded reported signatures.

A Daily Business Review inspection of voter leogs showed that in some polli
places where there were discrepancies, the totals reported by election
workers equaled the total number of voters in the precinct, including
absentee and early voters. But the county reporting form for signature
totals, Certificate Na. 2, asks workers to f£ill in the total of polling
place signatures only, not the total of absentee voters.

The reform ccalition said the discrepancies cast doubt on the county's
ability to check the accuracy of the controversial iVetronic touch-screen
machines. Since there are no paper records votes cast, critics argue that
it's essential for election officials to carefully reconcile the total of
voter sign-in signatures with the electronic tallies an the machines. Ta
ameliorate this problem, critics have urged that the machines be outfitted
with printers te produce backup paper records of individual votes.

"The counting of signatures and reporting of discrepancies to the canvassi
board are fundamental to counting votes correctly”" said Martha Mahoney, a
University of Miami law professor and member of the reform coalition who 1
the analysis. "It's really important to do this on election night. How do -
know otherwise whether the machines are correctly reporting every vote?"

http://www.votersunite.orp/article.asp?id=5354 5/7/05
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Seth Kaplan, a spokesman for the Miami-Dade supervisor of elections office
said the discrepancies do not necessarily indicate wvoting machine
malfunctions. Human error in counting and the lack of a policy for the
inclusion of absentee and early voters could account for many of the
mistakes, he said.

Kaplan said his department recognized that the signature counts were off a
said it was something the supervisoer of elections office would seek to
improve in the future. "Are we batting 1.000 on them all being correct? No
Kaplan said. "It's a training issue. Whenever we become aware of issues, w
re-emphasize those certain issues in training.”

Kaplan said that under the department's new leadership, the discrepancies

would likely be looked intc. Former Supervisor Constance A. Kaplan, who is
not related to Seth Kaplan, resigned after irreqularities were found in th
March 8 sloct machine referendum.

"Rll of these procedures are under review, and these are the kind of thing
we want to tighten up,™ Kaplan said. "This is something that we will be
looking at.™

Miami-Dade County Commissioner Katy Screnson, who served on the canvassin
board in the 2004 elections, declined to comment on the discrepancies,
saying she was not familiar with the cecalition's study. "Things can happen
where people decide not to vote, they can sign in and leave, so 1 don't
really know if that's a problem," she said.

Jenny Nash, a spokeswoman for Florida Secretary of State Glenda Hood, said
the issue of reconciling signature totals and machine counts was a local o
and is not the concern of her office. "Each supervisor has their own proce
for how they reconcile the numbers,” Nash said.

The discrepancies between the signatures and the ballots are not necessari
indicative of iVotronic machine problems or missing votes. In some instanc
the differences were due te sloppy counting of signatures by poll workers.

For example, Precinct 11 recorded 693 votes and 849 signatures. But a Dail
Business Review inspection of the voting log found 694 signatures. Another
precinct with a major difference was Precinct 362, which recorded 583 vote
and 859 signatures. A review of that precinct's signature leog found 580
signatures.

Nevertheless, inaccurate signature counts could interfere with the ability
of the supervisor of elections office and the county canvassing board to
promptly identify problems in a close election, such as machine malfunctio
and election fraud, before the election results are certified.

Latest glitch

Miami-Dade and Broward counties have experienced a series of embarrassing
election glitches since they adopted touch-screen voting systems in 2002.
March, Constance Kaplan resigned as elections supervisor after reporting t
the county manager that in the vote on slot machines, nearly 1,300 fewer
votes were recorded than there were voters who showed up to vote in the
single-issue election. County leaders are considering switching to a paper

http://www.votersunite.org/article.asp?id=5354 5/7/05
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bagsed optical scan system.

In an audit of the 2002 general election, the Miami-Dade Audit and
Management Services Department found discrepancies between signatures and
ballots cast in 48 randomly ed precincts. The audit found that the
discrepancies did not affect any election outcomes. But it recommended
greater attenticn to recenciling signature and ballot counts. It called th
an "an important audit control, as well as a positive tcol for promoting
precinct worker corrective action.”

Last October, the election reform coalition wrote to Secretary of State
Hood, expressing its concern about the absence of a statewide system for
reconciling voter gignatures and electronic ballots.

"Despite the statutory requirement to account for voted ballots, the Polli
Place Procedures Manual does neot include a procedure for accounting for
electrenic ballots, counting signatures of voters, or explaining any gaps
between these figures," the letter to Hood said.

Despite the letter, Hood did not put any such system in place in the touc
screen counties.

Machine malfunction?

The voting process works like this: After entering the polling place but
before casting a ballot on an iVotronic machine, Miami-Dade voters must si
next to their printed name in an election leog of registered voters. At the
end of Election Day, poll workers are responsible for counting the
signatures and recording the total on Certificate No. 2, a paper document.

Poll workers are told prior to the election to compare the number of
signatures to the number of votes tallied on the iVotronic machines to fin
discrepancies. Any differences could indicate vote fraud, election machine
mal function, poll worker error or other problems and should be reperted to
the department.

Seth Kaplan said that poll workers in the November election were told to
visually check the signature count against the machine totals and to repor
any large differences to the department. However, that instruction was not
written in the procedures guide for pell workers.

The reform coalition's analysis and a Daily Business Review spot check fou
numerous polling places where there were large discrepancies including
polling places where there were more signatures reported than electronic
ballots cast, and cones where there were more ballots cast than signatures
reported.

At Precinct 124, the certificate documented 17 signatures, while the
machines counted 1, 301 votes. That precinct has been earmarked as a probab
clerical error in the coalitions study. A check of the voter log by the
Daily Business Review confirmed that there were far more than 17 signature
at the precinct.

It's the smaller differences that will be scrutinized by the coalition. Fo

example, in Precinct 41 there were 910 votes and 844 signatures, a
difference of 62. At combined Precinct 117/166, the ballots totaled 295 an

http://www.votersunite.org/article.asp?id=5354 5/7/05
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the signatures numbered 1,276.

In some of these polling places, Mahoney speculated, the differences may
have been due to clerical errors by pcll workers.

For Precinct B1l6, in the Chuzch of the Ascension at 11201 SW 160th S5t., a
Review inspection of the voter log showed 945 signatures, while the
ivotronic computer tape showed a count of 1,032. But the individual machin
counts are listed on the tape as well, and they add up to 945. But the
number certified by the canvassing board came in at 1,116 votes.

In this case, the discrepancy may have been due to an iVotronic machine
malfunction. Lynn Kaplan, a volunteer observer for the reform ceoalition wh
was at that polling place on Nov. 2, said in an interview that as a poll
worker was closing down one of the iVotronic machines at the end of the da
an error message popped up on the machine's digital screen saying: "Intern
malfunction/unit closed to save data/vote data corrupted."

Kaplan said that while a contrel number called a public count said that 84
voters had voted on that machine that day, the computer had tallied no
results The public count shows up on the exterior of a machine and keeps
talbs on how many ballots have been cast each day. The public count number
should match the number of votes recorded on the machine's memory.

Kaplan also said she witnessed a poll worker take the Personal Electronic
Ballot cartridge from a nearby machine that was in the process of
downloading election data, and the PEB intec the malfunctioning machine.

The PEB is used by poll workers to control the machines. It starts up the
machines at the beginning of the day. At poll closing time, PEBs are ed in
machines to doewnload the election results, Bfter the PEB is used to gather
all the data, it should contain the results from the precinct.

After the PEB switch, Kaplan said, the poll worker did another computer
printout of the results. Both machines showed zero votes.

A county computer specialist was summoned. After several printouts of
election results including all machines in the precinct, the final printou
showed B4 votes on beoth machines.

That left significant discrepancies between the signature total for the
polling place, the control number showing votes on the machines and the
computer printouts of voters.

The machine's manufacturer, Omaha-based Electronic Systems & Software, did
not respond to regquest for comment.

Lynn Kaplan said election workers at Precinct 816 had lots of trouble at t!
end of the Election Day reconciling the conflicting iVeotronic numbers with
the total number of signatures. "I shudder to think what goes on in all th
other precincts if people aren't keeping up with these things,” she said.

The reform coalition's Mahoney said she wants the supervisor of elections'
office to investigate what happened that night at Precinct 816.

"It shows a lack of transparency in the system," she said.

http://www . votersunite.org/article.asp?id=5354 571105
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The Supervisor of Elections office said it is locking into what happened
with Precinct 816 in response to a .Daily Business Review request for an
explanation.

Mahoney said the situation in Precinct 816 highlights the need for better
procedures and training for reconciling signature and ballot totals. She
also stressed that the county must investigate discrepancies to see if the
resulted from fraud or equipment malfunction.

She ncoted that unless the numbers are inspected immediately after the
election, mistakes would not be caught in time for certification, which mu
be complete in the 48 hours after the elections.

"It's a very important comparison," Mahoney said. "With electronic voting,
how can you be sure you've got the right number of ballots? The benchmark
has to be the number of voters that came intc the polling place."
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Board Administrator TUESDAY MAR. 8, 2005: Investigation Update (Submitted to

Username: admin members of the House Judiclary Committee on Mar. 4 and Mar. 8.)

Post Number: 387

Registered: 12-2004 In mid-February, Black Box Voting, together with computer experts

and videographers, under the supervision of appropriate offlcials,
Rating: " & & & A proved that a real Diebold system can be hacked.

Votes: 14 (.:" " )

This was not theoretical or a "potential" vulnerabillty. Votes were
hacked on a real system [n a real location using the actual setup
used on Election Day, Nov. 2, 2004.

In October, Black Box Voting published an article on this Web site
about remote access into the Diebold system. After examining the
Diebold software and related internal e-mails, local security
professionals were able to demonstrate a hack into a simulated
system.

In February, we were allowed to try varlous hacking techniques into
a real election system. To our surprise, the method used in our
October simulation did not work.

However, another method did work. The hack that did work was
unsophisticated enough that many high school students would be
able to achieve it. This hack altered the election by 100,000 votes,
leaving no trace at all in the central tabulator program. It did not
appear In any audit log. The hack could have been executed in the
November 2004 election by just one person.

This hack stunned the officials who were observing the test. 1t calls
into question the results of as many as 40 miilion votes in 30 states.
We are awaiting the response of the House Judiclary Cormnmittee to
this new development for their investigation.
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Passwaord:

In another real-world example, Black Box Voting obtained the actual
files used In the Nov. 2 election in a specific county. In this situation,
the local officials did not know how to run their Diebold system, so a
Diebold tech ran the election in that county. Election officials
remembered the Diebold tech's first name, but not his last name.

The Diebold tech had gone home after the election, and no one in the
county was able to access their own voting system, ieading to some
consternation because they could not provide our public records
request.

Because local officials could not access their logs, we were given
permission to sit down and copy files. (We have since found that this
is not an Isolated problem -- many local officials are palnfully
unfamillar with thelr own voting systems.)

Local officlals did not know their password, so Bev Harris asked if
they would like her to hack the password. They said "yes" (1)

Later, to our even greater surprise, Bev Harris found that the
password set by the Diebold tech on this real election file, used in the
Nov. 2004 electlon was ... drum roll please ... the diabolically clever
password: "diebold.”" (This took only two tries to guess.)

The significance of these two reports is this: By hacking into the
central tabulator so easlly, we showed that Diebold has not told the
truth about the security of Its system. Indeed, the software being
used in BOTH examples is still extremely vulnerable, with little or no
effort made to correct its security fiaws.

We have offered to meet with public officials at several different
levels to provide more documentation on these problems.

o ———————— T ke i e e e e e e e N M A e ek e e e e e e e Y —— —
M

To discuss or ask questions about this story: go here:
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Posting Information:
This is a private posting area. Only registered users and
moderators may post messages here.
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Black Box Voting Forums » Latest updates from Black Box Voting » 4-18-2005: Diebold « Previous Next »
Lobbyist Documents Reveal Problems
Thread Last Poster Posts Pages Last Post
Start New Thread
Author Message
TRGR 2 Posted on Monday, April 18, 2005 - 09:54 am: _ X 2 _®
admin Black Box Voting has obtained check stubs showing that Diebold
Board Administrator Election Systems appears to have misreported its lobbying fees to
Username: admin Rose & Kindel.
Post Number: 389 .
Reglstered: 12-2004 Black Box Voting Director Jim March met privately last week with
staffers for new California Secretary of State Bruce McPherson, to
Rating: N/A provide these documents and urge McPherson to remove new
Votes: 0 (- = ) appointee Adan Ortega Jr. due to conflict of interest.

Ortega has been a senior communications executive at Rose &
Kindel. The curious selectlon of an executive for the Diebold
lobbylng firm for a positlon with the office of Secretary of State
was noted by the Los Angeles Times, but so far no one has
reported the actual amount of money paid by Dieboeld Election
Systems to Rose & Kindel.

The reported amount -- over $100,000 -- shows that Diebold
Election Systems has been a major client.

However, check stubs obtalned by Black Box Voting Indicate that
Diebold has been paying significantiy more for Rose & Kindel
lobbylng than they reported. From April through June, 2004,
Diebold reported only $7,526 -- yet the check stubs reveal actual
payments for May and June alone totalled $45,248.

The Rose and Kindel invoice for May, 2004 was actually
$15,142.87, and the invoice for June 2004 was $30,105.65. No
mathematical manipulation produces a match with any reports
filed for 2004.

Secretary of State Bruce McPherson has so far ignored complaints

from cltizens, voting Integrity groups, exposure in the press, and
documentation showing both significant payments and under-
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reporting the lobbylng fees, and Rose & Kindel's executive Ortega
remalins an appointee for the new McPherson regime.

March, a Republican, had endorsed McPherson as a fair-minded
independent thinker. He has called for the resignation of Ortega.

Adan Ortega Jr., senlor communications manager for Rose &
Kindel (Diebold’s main Callfornia lobbyist) was appointed by
Secretary of State Bruce McPherson as a key staff member for the
state of California 5.0.5. office.

Two problems:

1. Conflict of interest
2. Fallure to properly disclose

DOCUMENTS:

Check Stub: Paid June 2004, $45,248.53 :
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Diebold Lobbyist Payment Disclosure Documents:
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News articles confirming Ortega's role at Rose & Kindgal:
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2 March 2005
The Orange County Register

... Adan Ortega Jr., 42... a senior communications-
management adviser with GCG Rose & Kindel, ..

1 March 2005
US Fed News

SACRAMENTO, Calif., March 1 -- ... Adan Ortega Jr., 42, of
Fullerton, is senior communications management adviser
with GCG Rose & Kindel. Previously, he was vice president of
external affairs at Metropolitan Water District of Southern
California.

17 March 2005
Los Angeles Times
Home Edition

SACRAMENTO

... McPherson's advisory team also includes Adan Ortega Jr., a
former deputy secretary of state ... advisors include ... Adan
Ortega Jr., a former deputy secretary of state who is now a
member of the lobbying firm that represents Diebold
Election Systems.
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Corporate Control of Voting Equipment Certification | Print |

By John Gideon
June 02, 2005

How Did The Sequoia VeriVote Printer System Get Qualified And Then Certifiad In California?

The voting systerns qualification and certiflcatlon process is broken. The vendors appear to manlpulate th
system in order to be certified by an Independent Testing Authority (ITA). A quick look at the voting
systems that have been qualified this year shows that a vast majority of the hardware and firmware is or
certified to the 1990 standards; while some of the software has been qualified to the newer and more
stringent 2002 standards. This process of qualification seems to be almost capricious, as though it is dom
te the benefit of the vendors.

A good example of this broken process is seen in the events surrounding the qualification and certificatior
of the new Sequoia VeriVote vvpat printer, Sequoia developed this new add-on to their Sequoia AVC Edgt
electronic voting machine under pressure from the state of Nevada. The new printer was qualified, as par
of a caomplete system, by an ITA, and the National Association of State Elections Directors (NASED) gave
Sequoia its "System ID Number” on October 24, 2004.

The problem is that there are not now, and never have been, any standards developed by the Federal
Elections Cornmission or the Technlcal Guidelines Development Committee for qualifying a vvpat printer.
And, instead of turning to the newer, more stringent, 2002 standards, Sequoia chase to qualify their
printer system hardware and firmware to the older 1990 standards.

Below is a snapshot of the NASED qualification details for the Sequpia voting system that includes the
VeriVote Printer. Notice that the WIREDS software Is qualified to 2002 standards but the voting system
itself is only qualified to the 1990 standards.

Sequeia YWANEDS version 1 0.134] WInEDS version 3.0.124 | Sequata (Oplech) 400C N-1-07-22-11-0C6 | 10/20/200
120C2) Scanner/Tabulator, Frmware veision {1%90)
102b

Sequoia AVC Edge Model I versian
4 2a. & 4.3.220 w. VenVele Printer#
Sequota AVC Edge Model | verson
410, 4 2a_&4.12,207

Sequoia AVC Advantage, version
900G

Sequoia AVC Advantage, version

IB cos

Brian Hancock is the ITA Secretariat for NASED; so I sent Mr. Hancock an email and asked, “From the
snap-shot of the applicable portion of the qualification llst, can you teli me what standards were used to ¢
that qualification? Is it qualified to 2002 or 1990 standards? Also, and more specificalty, what standards
are in effect for the qualification of VVPAT printers?”

Mr. Hancock responded to my email with the following:

"NASED Qualified the Sequoia voting system containing the VeriVote printer to the 1990 VSS.
As you can see in your snapshot, some portions of the system (such as the software) were
tested to the 2002 VSS, but until all portions of a system are fully 2002 compliant, the system
retains a 1990 qualification. As you know, the 2002 VSS contained ne requirements for VVPAT
devices. The test labs could therefore only test these products against the manufacturers
specifications, and to make sure the product interfaced properly with the rest of the voting
system."

So, the vendor, the ITA hired by the vendor, and NASED have all qualified a new vvpat printer that will b
used on voting machines across the country — without testing it against any standards designed fo
vvpat printers. The VeriVote printer is being regarded as a valid method of providing a voter verified
paper ballot for voters who vote on the Sequoia AVC Edge voting machine. This printer is also now the bl
selling point for Sequoia as they attemnpt to satisfy the states that require a vvpat.

But wait! There is more. Remember that the EAC is the keeper of the Help America Vote Act of 2002

hitp://votetrustusa.org/index2.php?option=com content&task=view&id=73&Itemid=30&nop... 6/6/05
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(HAVA). They have overall responsibility, via NASED, for ensuring systems meet the federal standards as
well as ensuring that all systems comply with HAVA,

HAVA Section 301({a)(3) states that “the voting system shall be accesslble for individuals with disabilltles,
including nonvisual accessibility for the blind and visually impaired, in a manner that provides the same
opportunity fFor access and participation (including privacy and independence) as for other voters.”

In a Department of Justice finding, Sheldon Bradshaw, a Deputy Assistant Attorney General in the
Office of Legal Counsel, found that {highlighting added):

"A direct recording electronic voting system that produces a conternporaneous paper record,
which is not accessible to sight-impaired voters but which allows slghted voters te confirm that
their ballots accurately reflect their choices before the system officially records their votes,
would be consistent with the Help America Vote Act and with Title II of the Americans with
Disabilities Act, so long as the voting system provides a similar opportunity for sight-
impaired voters to verify their ballots before those ballots are finally cast.”
So, we know that disabled voters must have the same ability to verify thelr votes as non-disabled voters.
This is law in HAVA and is agreed to by the Attorney General of the United States.
Why is this [mportant? On January 14, 2005 the state of Californla refused to immediately certify the
Sequoia VeriVote printer for use. Why? The Secretary of State’s Elections Division found that the Sequoia
VeriVote printer did not meet the state’s "Accessible Voter Verified Paper Audit Trail” standards, and
stated the foHlowing (highlighting added):

"There are still two issues where state testing of the VeriVote found that the system failed to
meet California’s AVVPAT standards.

"1, Section 2.4.3.1.2 requires that “The data relayed to the audio device must come either
directly from the data sent to the printer or directly from the paper record copy.” However, the
audio stream used by the AVC Edge with the VeriVote comes directly from the DRE and is the
same data stream used during the rest of the audio voting, Therefore, under this
configuration, voters using the audio function would still be dependant on federal,
state and local testing to verify whether their vote was recorded accurately.

"... The Voting Systems and Procedures Panel would have to modify the standards or grant an
exemption on these items prior to a staff recommendation that the system be certified.”

There are two shocking issues here. First, and most important, the Secretary of State's Elections Division
clearly found that because the audio feed for blind voters does not come from the printer, or directly from
the feed to the printer, blind voters do not have the same opportunity to verify their votes as do sighted
voters. This is a clear violation of HAVA and does not meet the requirements stated in the Department of
Justice finding. How did this printer get qualified by NASED if it violates the law? Simple. The vvpat
capabilities weren't tested against any vvpat standards.

Second, and nearly as important, within one week the California Election Division did exactly what they
suggested they might. They modified thelr standards and certified the Sequeia VerivVote printer. Essential
they turned their backs on federal law in order to aliow Sequola to sell its system in the state,

Presently a committee chartered and sponsored by the EAC and under the auspices of NIST is finalizing a
new set of federal guidelines that will include standards for a vvpat printer. We should not expect that
these new standards will be any more comprehensive or stringent than the 1990 and 2002 standards. In
fact the vendors have had a hand in writing those standards.

What is clear is that the testing and certification system is set up in the interest of the vendors, and the
public interest takes a backseat, It is even to the point where federal and state governments are willing t
allow the vendors to violate the law just so they can sell their wares. The Sequoia VeriVote printer systen
is clearly in violation of the law and should not be used until the source of the audio ballot-verification is
taken from the printer itself.

Instead of forcing the vendor to make a good product, those who are supposed to be ensuring the public
interest, are turning their backs on the publlc. The vendors are being allowed to sell voting systems that
clearly do not meet the law and they are being allowed to do this by all of those who are supposed to be
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Herald com

Posted on Thu, Feb. 03, 2005

Printer fails to satisfy e-vote activists

RACHEL KONRAD
Associated Press

SAN JOSE, Calif. - Three months after the presidential election, one of the natlon's blggest makers of touch-screen
voting machines has created a companion printer that splts out paper records.

The prototype that Diebold Inc. is now touting ts exactly what some critics of the ATM-tike machines have been
demanding for several years.

Even so, paper records alone are not enough to satlsfy cornputer sclentlsts who say transparency in the electronlc
machines' deslgn and software must complement paper backups.

The Dlebold pretotype seeks to reassure voters by displaying thelr selectfons under a plece of glass or plastic alongside
the touch-screen machine. If they spot a prablem, they ¢an cancel the ballot and start over. And while voters c¢an't touch
the paper records, elections officials wlill be able to use them to verify close electlons.

"Results In the last electlon reflected the accuracy and security of the (paperless) system,” sald Dlebold spokesman
Davld Bear. "But the fact of the matter Is, there are some states that are demanding printers."

After months of criticism by computer sclentists that electronic voting systems are unrellable, Callformla and Illinols
recently passed laws requlring a paper trall for electronlc ballots, and at least 20 other states have consldered simllar
legislation.

Critlcs of North Canton, Ohlo-based Dlebold say the AccuView Printer Module |s a step In the right direction but deesn’t
address the potentlal for buggy software or malfunctioning hardware that could misrecord votes or expose voting
systems to hackers, deletions or other disasters.

The printers are only valuable to the extent that countles use them, and critics worry that county electlons officials with
tight budgets may not opt for them.

Computer scientists also are concemed that the handful of private laboratories licensed to certify voting equipment,
Including the printer medule, still operate In secret and without any federal guidelines.

"It's a very, very small step forward in terms of security of electlons,” sald Avl Rubln, technical director of the
Informatlon Securlty Institute of Johns Hopkins Unlversity and co-author of a scathing report on Diebold machines.

Like many computer sclentlsts, he thinks paperess voting systems should be banned.

"I'd say a Dlebold machine with a paper trall Is better than a Diebold machine without a paper trall, but that's as positive
I can be about It,” Rubln said.

Dlebold stock price rose sharply In the months after the presidential election, when the machines fared far better than
critics had predicted. But executives wamed Investors last week not to expect more dramatic Improvements from Its
vioting equipment divislon, The company's stock hit a 52-week hilgh of $57.75 In mid-January, and closed at $54.91 on
Thursday.

About 40 million Americans cast electronic ballots during the Nov. 2 election, but only 2,600 touch screens In Nevada -
made by Oakland, Calif.-based Sequela Voting Systems Inc, - and a few other prototypes around the country produced
paper records.

Some of the paperless systems were blamed for high-profile fallures In November that Included these:
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_ In Carteret County, N.C., where paperiess machines falled to retaln 4,438 votes during early voting, one Democratic
Incumbent lost by 2,287 votes out of about 3 mlllton cast, and electlon administrators had to conduct a special election in
early January to determine the next agriculture commissioner.

_ About three dozen voters In slx states complained that they tried to select Democrat John Kerry, but the touch screens
showed them as having voted for Presldent Bush untll they revised thelr ballot. Equipment manufacturers blamed
miscallbration.

— And In a Franklin County, Ohlo, a precinct where 638 voters cast ballots In the presidentfal election, a computer
recorded 3,893 extra votes for President Bush. The error was corrected In the certified vote total.

Even with the prnter, breakdowns and paper jams are posslble, sald Stanford University computer sclentist David Dill, a
leading touch-screen critic.

Others say printers only compound the complexity of the natlon's patchwork of voting systems. Countles must pick from
hundreds of maodels of voting equipment, malntenance contracts, software and hardware upgrades, consulting services
and other add-ons.

Because no federal agency enforces certification standards, one voter advocacy group Is creating a Consumer Reports-
style ranking for vating equipment.

The Voting Systems Performance Rating would create standards and assign grades on such factors as rellabliity, security,

privacy and accesslblilty for the visually Impalred. States and countles could use such rankings to help them declde which
products to purchase.

"You can't solve the voting problem unless you have a totally transparent mechanism to evaluate,” sald a founding
member, Davlid Chaum, a Los Angeles cryptographer. "In order to crack this voting systems nut, you have to do it In the
broad light of day.”
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The New
Diebold

Printers
P by John Gideon*

o , ; Diebold Election
LE Systems has begun
showing its new
voter verified paper
record printer to
election officlals
around the country.
The new system is
stlll not qualified by
an Independent
Testing Authority
approved by the
EAC.

.

This new system consists of a thermal printer that attaches to the
Diebold AccuVote TSX touch-screen voting machine. The voter has
the ability to look at a paper printout of the vote In the printer and
verify that record before finalizing their vote; or so the company
says. This add-on printer satisfies many states voter verified paper
trail requirement.

A closer examinatlon of this device, as described in news articles,
shows that the paper record Is actually on a 290 foot roll of
thermal paper. The printing on the ballot is so small that when the
voter [ooks at the record to verify it, they are looking through a
magnifying plece of plastic.

Are these problems? Is there a better solution?

My first question was about the thermal paper. I wrote a reporter
for the Akron Beacon Journal, Stephen Dyer, who wrote an article
on this new printer. I questioned the thermal paper and whether it
would preserve the ballots for the 22 months that are required by
federal law. His response back was, “It's on 15lb. paper that's
supposed to hold off lenger than dot-matrix printing.......... ” Being
a bit skeptical I then called a large supplier of thermal paper
products and asked If there was anything speclal about 15Ib.
Thermal paper. The sales person told me that all thermal paper is
151b.

I then asked the sales person to tell me if she would feel
comfortable storing federal records on thermal paper for any
length of time. Her response was that records on thermal paper
can last 5 to 7 years. That is hardly as long as records printed by a
dot-matrix printer but longer than I suspected. She then qualified
her statement by telling me that everything depended on those
records being kept away from light sources and heat during
storage and a lack of handling.

http://www.votetrustusa.org/blogs/newdieboldprinters.htm
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So, instead of paper ballots that can be stored anywhere secure
we are now going to be asked to allow records of our ballots to be
printed on thermal paper that must have speclal storage.

Also a problem with this new system Is the fact that all records are
printed, in the order that they were cast, on & single roll of paper.
If anyone wanted to match ballots to voters who cast those ballots
this system simplifies that task. The right to the secrecy of the
vote is under attack when these machines are used.

Finally, many state’s voter verifled paper record laws state that the
records must be human readable or readable by the voter without
the use of another device. This would include the use of a
magnifying glass. The fact that the printing on the paper record is
so small that It requires a magnifying glass to read it Is certainly
problematic especlally when you consider that those ballots must
be read during audits and/or recounts.

Many states that are requiring the printing of a voter verified paper
record or ballot, are doing so because they realize that there must
be some means exterior of the machine’s software to audit the
machines. These paper records are to be that vehicle to an
accurate audit. The printing of these ballots on thermal paper, on a
single roll, in print that is too small to be seen with the naked eye
and in a non-rmachine readable format does not allow easy
audlitability. It seems that Dlebold is throwing more obstructions
into the way of auditing elections and doing less to ensure fair,
transparent, audltable elections.

Not wanting to throw up my hands and point out problems without
having solutions, here is my solution. Diebold has only to add a
serial port to their voting machines to allow an off-the-shelf printer
to be used for printing the paper records. They can add some extra
software that will enable the printer and direct the printer to print
the record before the voter pushes the final “Vote” button.

Counties can then contract with a computer supply house to buy
enough printers to equip their machines. Those printers would be
much cheaper than Diebold will be charging for thelr printer and
they would use regular printer paper that can be bought by the
pallet from any paper supplier or from Costco.

My solution Is probably too easy; but why does this all have to be
so hard?

John Gideon is the Inforrmation Manager for VoteTrustUSA and for
VotersUnite.Org.

Cur website is currently under development. Our new face will be launched soon.

Copyright ® 2005 Vote Trust USA
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Optical scan system hacked

Black Box Voting Forums » Latest Consumer Reports from Black Box Voting » 5-27-05:
Optical scan system hacked (3 ways) - BBV Exclusive

Posted on Friday, May 27, 2005 - 05:03 pm:

Tallahassee, FL: "Are we having fun yet?"

This is the message that appeared in the window of a county optical scan machine,
startling Leon County Information Systems Officer Thomas James. Visibly shaken, he
immediately turned the machine off.

Diebold's opti-scan (paper ballot) voting system uses a curious memory card design,
offering penetration by a lone programmer such that standard canvassing procedures
cannot detect election manipulation.

The Diebold optical scan system was used in about 800 jurisdictions in 2004. Among
them were several hotbeds of controversy: Volusia County (FL); King County (WA); and
the New Hampshire primary election, where machine results differed markedly from
hand-counted localities.

New regs: Counting paper ballots forbidden

Most states prohibit elections officials from checking on optical scan tallies by examining
the paper ballots. In Washington, Secretary of State Sam Reed declared such spontaneous
checkups to be "unauthorized recounts” and prohibited them altogether. New Florida
regulations will forbid counting paper ballots, even in recounts, except in highly unusnal
circumstances. Without paper ballot hand-counts, the hacks demonstrated below show
that optical-scan elections can be destroyed in seconds.

A little man living in every ballot box

The Diebold optical scan system uses a dangerous programming methodology, with an
executable program living inside the electronic ballot box. This method is the equivalent
of having a little man living in the ballot box, holding an eraser and a pencil. With an
executable program in the memory card, no Diebold opti-scan ballot box can be
considered "empty" at the start of the election.

The Black Box Voting team proved that the Diebold optical scan program, housed on a
chip inside the voting machine, places a call to a program living in the removable memory
card during the election. The demonstration also showed that the executable program on



the memory card (ballot box) can easily be changed, and that checks and balances,
required by FEC standards to catch unauthorized changes, were not implemented by
Diebold -- yet the system was certified anyway.

The Diebold system in Leon County, Florida succumbed to multiple attacks.
Ion Sancho: Truth and Excellence in Elections

Leon County Elections Supervisor lon Sancho and Information Systems Officer Thomas
James had already implemented security procedures in Leon County far exceeding the
norm in elections management. This testing, done by a team of researchers including
Black Box Voting, independent filmmakers, security expert Dr. Herbert Thompson, and
special consultant Harri Hursti, was authorized by Mr. Sancho, in an unusual act of
openness and courage, to identify any remaining holes in Leon County’s election security.

The results of the memory card hack demonstration will assist elections supervisors
throughout the U.S., by emphasizing the critical importance of accounting for each and
every memory card and protecting access.

Findings:

Computer expert Harri Hursti gained control over Leon County memory cards, which
handle the vote-reporting from the precincts. Dr. Herbert Thompson, a security expert,
took control of the Leon County central tabulator by implanting a trojan horse-like script.

Two programmers can become a lone programmer, says Hursti, who has figured cut a
way to control the entire central tabulator by way of a single memory card swap, and also
how to make tampered polling place tapes match tampered central tabulator results. This
more complex approach is untested, but based on testing performed May 26, Hursti says
he has absolutely no reason to believe it wouldn't work.,

Three memory card tests demonstrated successful manipulation of election results, and
showed that 1990 and 2002 FEC-required safeguards are being violated in the Diebold
version 1.94 opti-scan system.

Three memory card hacks

1. An altered memory card (electronic baliot box) was substituted for a real one. The
optical scan machine performed seamlessly, issuing a report that looked like the real
thing. No checksum captured the change in the executable program Diebold designed into
the memory card.

2. A second altered memory card was demonstrated, using a program that was shorter
than the original. It still worked, showing that there is also no check for the number of

bytes in the program.



3. A third altered memory card was demonstrated with the votes themselves changed,
showing that the data block {votes) can be altered without triggering any error message.

How to "Roll over the odometer" in Diebold optical scan machines

Integer overflow checks do not seem to exist in this system, making it possible to stuff the
ballot box without triggering any error message. This would be like pre-loading minus
100 votes for Tom and plus 100 votes for Rick (-100+100=ZERO) -- changing the
candidate totals without changing the overall number of votes.

A more precise comparison would be this: The odometer on a car rolls over to zero after
999,999. In the Diebold system tested, the rollover to zero happens at 65,536 votes. By
pre-loading 65,511 votes for a candidate, after 25 real votes appear (65,511 plus 25 =
65,536) the report "rolls over" so that the candidate's total is ZERO.

This manipulation can be balanced out by preloading votes for candidate "A" at 65,511
and candidate "B" at 25 votes -- producing an articifial 50-vote spread between the
candidates, which will not be obvious after the first 25 votes for candidate "A" roll over
to zero. The "negative 25" votes from the odometer rollover counterbalance the "plus 25"
votes for the other candidates, making the total number of votes cast at the end of the day
exactly equal to the number of voters.

While testing the hack on the Leon County optical scan machine, Hursti was stunned to
find that pre-stuffing the ballot box to "roll over the odometer" produced no error
message whatsoever.*

*We did not have the opportunity to scan ballots after stuffing the ballot box. Therefore,
the rollover to zero was not tested in Leon County. This integer overflow capability is
discernabile in the program itself. We did have the opportunity to test a pre-stuffed ballot
box, which showed that pre-loaded ballot boxes do not trigger any error message.

Simple tweaks to pass L&A test and survive zero tape

Though the additional tweaks were not demonstrated at the Leon County elections office,
Hursti believes that the integer overflow hack can be covered up on the "zero tape”
produced at the beginning of the election. The programming to cover up manipulations
during the "logic & accuracy test” is even simpler, since the program allows you to
specify on which reports (and, if you like, date and time of day) the manipulation will
affect.

The testing demonstrated, using the actual voting system used in a real elections office,
that Diebold programmers developed a system that sacrifices security in favor of
dangerously flexible programming, violating FEC standards and calling the actions of
ITA testing labs and certifiers into question.



In the case of Leon County, inside access was used to achieve the hacks, but there are
numerous ways to introduce the hacks without inside access. Outside access methods will
be described in the technical report to be released in mid-June.

Security concerns

Putting an executable program into removable memory card "ballot boxes" -- and then
programming the opti-scan chip to call and invoke whatever program is in the live ballot
box during the middle of an election -- is a mind-boggling design from a security
standpoint. Combining this idiotic design with a program that doesn't even check to see
whether someone has tampered with it constitutes negligence and should result in a
product recall.

Counties that purchased the Diebold 1.94 optical scan machines should not pay for any
upgraded program; instead, Diebold should be required to recall the faulty program and
correct the problem at its own expense.

None of the attacks left any telltale marks, rendering all audits and logs useless, except
for hand-counting all the paper ballots.

Is it real? Or is it Memorex?

For example, Election Supervisor [on Sancho was unable to tell, at first, whether the poll
tape printed with manipulated results was the real thing. Only the message at the end of
the tape, which read "Is this real? Or is it Memorex?" identified the tape as a tampered
version of results.

In another test, Congresswoman Corrine Brown (FL-Dem) was shocked to see the impact
of a trojan implanted by Dr. Herbert Thompson. She asked if the program could be
manipulated in such a way as to flip every fifth vote.

'"No problem," Dr. Thompson replied.

"It IS a problem. It's a PROBLEM!" exclaimed Brown, whose district includes the
troubled Volusia County, along with Duval County -- both currently using the Diebold
opti-scan system.

This system is also used in Congressman John Conyers' home district, in contentious
King County, Washington, and in Lucas County, Chio {where six election officials
resigned or were suspended after many irregularities were found.)

Diebold optical scans were used in San Diego for its ill-fated mayoral election in Nov.
2004.



Optical scan systems have paper ballots, but election officials are crippled in their ability
to hand count these ballots due to restrictive state regulations and budget limitations.

The canvassing (audit) procedure used to certify results from optical scan systems
involves comparing the "poll tapes" (cash register-like results receipts) with the printout
from the central tabulator. These tests demnonstrate that both results can be manipulated
easily and quickly.

Minimum requirements to perform this hack:

1. A single specimen memory card from any county using the Diebold 1.94 optical scan
series. (These cards were seen scattered on tables in King County, piled in baskets
accessible to the public in Georgia, and jumbled on desktops in Volusia county.)

2. A copy of the compiler for the AccuBasic program. (These compilers have been fairly
widely distributed by Diebold and its predecessor company, and there are workarounds if
no compiler is available.)

3. Modest working language of any one of the higher level computer languages (Pascal,
C, Cobol, Basic, Fortran...) along with introductory-level knowledge of assembler or
machine language. (Machine language knowledge needed is less than an advanced
refrigerator or TV repairmen needs. The optical scan system is much simpler than modem
appliances).

The existence of the executable program in the memory card was discernable from a
review of the Diebold memos. The test hacks took just a few hours for Black Box Voting
consultants to develop.

Nearly 800 jurisdictions conducted a presidential election on this system, This system is
so profoundly hackable that an advanced-level TV repairman can manipulate votes on it.

Black Box Voting asked Dr. Thompson and Hursti to examine the central tabulator and
the optical scan system after becoming concemned that not enough attention had been paid
to optical scans, tabulators and remote access.

Thompson and Hursti each found the vulnerabilities for their respective hacks in less than
24 hours.

"Open for Business"

When it comes to this optical-scan system, as Hursti says, "It's not that they left the door
open. There is no door. This system is 'open for business.”



The question now is: How brisk has business been? Based on this new evidence, it is time
to sequester and examine the memory cards used with Diebold optical scans in Nov.
2004.

The popularity of tamper-friendly machines that are "open for business" in heavily
Democratic areas may explain the lethargy with which Democratic leaders have been
approaching voting machine security concerns.

The enthusiasm with which Republicans have endorsed machines with no paper ballots at
all indicates that neither party really wants to have intact auditing of elections.

The ease with which a system -- which clearly violates dozens of FEC standards going
back to 1990 -- was certified calls into question the honesty, competence, and personal
financial transactions of both testing labs and NASED certifiers.

Revamp and update hand-counted paper ballot technology?

Perhaps it is time to revisit the idea of hand-counted paper ballots, printed by machines
for legibility, with color-coded choices for quick, easy, accurate sorting and counting. We
should also take another look at bringing counting teams in when the polls close, to
relieve tired poll workers.

This report is the "non-techie" version of a longer report, to be made available around
mid-June, with more technical information.

PERMISSION TO REPRINT GRANTED AS LONG AS YOU PROVIDE A LINK TO
http://www.blackboxvoting.org
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Diebold employee donations to the 2004 Presidential €

Contributions to George W. Bush

BUCCI, DAVID MR

HUDSON,QOH 44235

DIEBOLD INC./SENIOR VICE PRESIDENT
6/26/2003

$2,000

Bush, George W

CROWTHER, JOHN M MR
CANTON,OH 44708

DIEBOLD INC./VICE PRESIDENT
8/27/2003

$2,000

Bush, George W

D' AMICO, THOMAS R MR
CANTON,OH 44718
DIEBOLD INC/EXECUTIVE
9/312003

$2,000

Bush, George W

FRAZZITTA, BART MR
AKRON,OH 44333

DIEBOLD INC./VICE PRESIDENT
6/26/2003

$1,000

Bush, George W

FRAZZITTA, BART MR
AKRON,OH 44333

DIEBOLD INC.VICE PRESIDENT
9/29/2003

$1,000

Bush, George W

GESWEIN, GREGORY T MR
BENTLEYVILLE,OH 44022
DIEBOLD INC./CHIEF FINANCIAL OFFICE

Contributions to John F. Kerry

KELLEHER, DIANNE
PITTSBURGH,PA 15208

DIEBOLD INVESTMENT/PRESIDENT
4/16/2004, 6/30/2004

$500 {total)

Kerry, John

Obvious Questions

What are the chances that by random chance
executives of & non-political organization woul
the same candidate, and only one would conti
(Not o mention the amount - 50 times more tc

What happened on 6/26/03 and 8/27/03 that ¢
the Diebold executives to donate money to the

http://www.solarbus.org/election/articles/0330-diebold-bush.shtml 5/6/05
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6/26/2003
$2,000
Bush, George W

HILLOCK, JENNIFER L MRS
MASSILLON,OH 44648

DIEBOLD INCANTL BUSINESS EXECUTI
81272003

$2,000

Bush, George W

HILLOCK, MICHAEL J MR

MASSILLON,OH 44646

DIEBOLD INTERNATIONAL INC./PRESIDEN
6/26/2003

$2,000

Bush, George W

INGRAM, LARRY D MR

MASSILLON,OH 44646

DIEBOLD INC./VICE PRESIDENT OF GLOB
6/26/2003

$1,000

Bush, George W

INGRAM, LARRY D MR

MASSILLON,OH 44646

DIEBOLD INC.NVICE PRESIDENT OF GLCB
8/15/2003

$1.000

Bush, George W

Q' DELL, WALDEN W MR
CANTON,OH 44708
DIEBOLD INC./CHAIRMAN
6/12/2003

$4,000

Bush, George W

Q' DELL, WALDEN WMR

" CANTON,OH 44708
DIEBOLD INC./CHAIRMAN
8/872003
{$2,000)
Bush, George W

SCHEURER, CHARLES B MR
CANTON,OH 44708

DIEBOLD INC./VICE PRESIDENT
8/27/2003

$2,000

Bush, George W

SWIDARSKI, THOMAS W MR
HUDSON,OH 44236

DIEBOLD INC.VICE PRESIDENT
71972003

$2.000

http://www.solarbus.org/election/articles/0330-diebold-bush.shtml
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Bush, George W

VAN CLEVE, JEFFREY J MR

CANTON,OH 44720

DIEBOLD CREDIT CORPORATION/VICE PRE
9/3/2003

$1,000

Bush, George W

VAN CLEVE, JEFFREY J MR

CANTON,OH 44720

DIEBOLD CREDIT CORPORATION/VICE PRE
6/26/2003

$500

Bush, George W

Source: opensecrets.org

For more information on election fraud, see the Solar Bus Elaction Justice Ceniar
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Solano County pays $415,000 to get out of e-voting contract

Associated Press

FAIRFIELD, Callf, - Solano County pald $415,000 to get out of a contract with votlng equipment manufacturer Dlebold
Inc., and county officlals will Instead buy $4.2 milllon In new equipment from a rival company.

Deputy County Counsel Wendy Getty sald the county reached a settlement Aug. 16 with Dlebold. The North Canton,
Ohlo-based company Instatled nearly 1,200 paperless touchscreen votlng machines throughout the county after winning
the contract In 2002,

The county was one of dozens across the country that opted for electronic ballots to avold problems with "hanging
chads” that plagued the 2000 presldentlal electlon.

But In May, Callfornla Secretary of State Kevin Sheilley banned the type of machines used In Solano and three other
countles after discovering uncertifled software and other problems that potentially "jeopardized® the outcomes of the
March presidentlal primary and other elections. Computer sclentists had alerted state officlals of serlous security
breaches with the paperless system, which does not Include printers and does not produce paper records suitable for a
recount In case of a contested electlon.

After the secretary of state's discovery, Solano County voter reglstrar Laura Winslow, a staunch defender of touchscreen
voting systems, resigned.

Last week, the county sent about $4 milllon worth of Diebold Accu-Vote TSx machines back to a company office In
McKinney, Texas. Diebold offered to replace the banned machines for free with its own optlcal-scan systems, which
Include a paper ballot.

County officlals rejected the offer, opting to buy new equipment from Dlebold rival Electlon Systems & Software Inc. for
nearly $4.2 milllon, Solano County Chief Informatton Officer Ira Rosenthal told the Falrfleld-Suisun City Dally Repubile.

Solano County resldents will use ES&S optical-scan equipment In November.

MR AR Wire amd wore servaed sewrees A RRehis Resened
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http://www.montereyherald.com/mld/montereyherald/news/9554813.htm?template=contentM... 5/9/05



Public Domain Progress: Democracy Fails: Corporations Win

Public Domain Prooo

R LAy ias
s B N L £ T AR ] A

Democracy Fails: Corporations Win

& ol Saturday, December 25, 2004

Demaocracy Fails: Corparations W
By Peter Phillips, Project Censored, November 2004

Page 1 of 2

Democracy In the Unlted States 1s only a shadow [n a corporate medla cave of decelt, lles
and incomplete Information. We stand Ignorant of what the powerful are doing in our name

and how the corporate media ignores Key issues affecting us all,

A young professlonal couple from San Diego stated the weekend before the election, "we
don't think voting will make any difference so why bother?" Over 80 mlllien &llgible voters
Jolned them by refusing to particlpate In the most recent election. While having been a
voter for 35 years, 1 can't fault them for thelr logic. November 2 gave us a cholce between

war and more war, corporate globalizatlon and more corporate globallzatlon, the

continuatlon of gifting billlons of dollars to Israel, the Patriot Act and an expanded Patrict
Act, a police state and an serlously growing police state, medla monopoiy and even bigger
media monaopolles, and wealth Inequality or an even greater wealth divide. With the only
altermnative to these Issues being minor candldates without a snowball's chance, for many

voting seemed meaningless.

The Issues where a cholce was offered, abortion, Soclal Security, and medical care, were

so under-covered by the corporate medla that most voters stlll don't understand the

differences. Voting ended up belng a falth-based declslon embedded on visceral reactlons

to Individuals Instead of key societal Issues.

The real winners November 2 are the mlitary industrial complex, who will continue to feed
at the 500 bllllon-dellar military trough and the corporate media, whose coffers were filled

with bililons of dollars for campalgn ads,

And can we be sure we actually had a falr election among those who dld vote? Election
Systems & Software (ES&S), Dlebold, and Sequola are the companles primarily involved n
implementing the new voting stations throughout the country. All three have strong ties to

the Bush Administration. The largest investors in ES&S, Sequoia, and Diebold are

government defense contractors Northrup-Grumman, Lockheed-Martin, Electronic Data

Systems (EDS) and Accenture. Dlebold hired Scientific Applicatlons Internatlonal

Corporation (SAIC) of San Dlege to develop the software security In thelr voting machines,
A majority of officlals on SAIC's board are former members of elther the Pentagon or the

CIA Including:

- Army Gen. Wayne Downing, formerly on the Natlonal Securlty Council

- Bobby Ray Inman; former CIA Directoer

- Retlred Adm. Willlam Qwens, former vice chalrman of the Joint Chlefs of Staff
- Robert Gates, another former director of the CIA.

So we have a CIA/military private firm that programmed the security In the voting

machines for companles ecwned by some of the largest mliltary contracts In the country. No

wonder the Co-founder of the Citizens Alllance for Secure Electlons, Susan Trultt said

November 3: "Seven countles In Ohle have electronlc voting machines and none of them

have paper tralls. That alone ralses issues of accuracy and Integrity as to how we can

verlfy the count. A recount without a paper trall Is meaningless; you just get a

regurgltation of the data. Last year, Blackwell tried to get the entire state to buy new

machines without a paper trail. The exit polls, virtually the only check we have agalnst

http://www publicdomainprogress.info/2004/12/democracy-fails-corporations-win.html
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tampering with a vote without a paper trall, had shown Kerry with a lead., ... A poll worker
told me this moming that there were no tapes of the resuits posted on some machines; on
other machines the posted count was zero, which ohviously shouldn't be the case.”

Qur level of non-participation really means demacracy has failed In the US. Democracy Is
the people making declslons about the Important issues in thelr lives. Freedom Is the
abliity to act on these decisions. Without an electoral cholce democracy Is non-existent and
freedom only means the right to choose your own brand of toothpaste. Without an active
Independent media informing on the powerful we lack both freedom and demaocracy.

Peter Phillips Is a Professor of Sociology at Sonoma State Unlversity and Director of Project
Censored. For a listing of current censored news storles see
http://www.projectcensored.org/

Posted 12/25/2004 07:46:16 PM by ~.cnze¢! Miler {Permalink, Archues) Tommions g1l

gy

Publlc Demaln Progress Is an educational web slte and may Include copyrighted materlal In accordance with section
107 of the US Copyright Law.
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Bob Fitrakis

Diebold, electronic voting and the vast right-wing conspiracy
February 24, 2004

The Governor of Ohlo, Bob Taft, and other prominent state officlals,
commute to thelr downtown Columbus offices on Broad Street. This Is the so-called
"Golden Finger,” the safe route through the majority black inner-city near east slde. The
Broad Street BP station, just east of downtown, Is the place where affiuent suburbanites
from Bexley can stop, gas up, get thelr coffee and New York Times. Those In need of
cash vislt BP's Dlebold manufactured CashSource+ ATM machine which provides a paper
receipt of the transaction to all customers upon request.

Many of Taft's and Presldent George W, Bush’s major donors, llke Diebold’s current CEO
Walden "Wally” O’Dell, reslde in Columbus’ northwest suburb Upper Arlington. O'Dell Is
an record stating that he Is “committed to helping Ohlo deliver Its electoral votes to the
President” this year. On September 26, 2003, he hosted an Ohlo Republican Party
fundraiser for Bush’s re-electlon at his Cotswold Manor mansion. Tickets to the
fundralser cost $1000 per couple, but O’Dell’s fundraising letter urged those attending to
"Donate or ralse $10,000 for the Ohlo Republican Party.”

According to the Columbus Dispatch: “Last year, O'Dell and his wife Patricia,
campalgned for passage of two [Iquor optlons that made thelr portion of Tremont Road
wet.

On November 5, Upper Arlington residents narrowly passed measures that alfowed
fundralsing parties to offer more than beer, even though his 10,800-square-foot home Is
a residence, a permit Is required because alcohol Is included In the price of fundralsing
tickets. O'Dell is also allowed to serve “beer, wine and mixed drinks” at Sunday
fundralsers.

O'Dell’s fund-raising letter followed on the heels of a vislt to Presldent Bush’s Crawford
Texas ranch by "Ploneers and Rangers,” the designation for people who had ralsed
$100,000 or more for Bush’s re-electlon,

If Ohio’s Republican Secretary of State Kenneth Blackwell has his way, Dlebold wll
receive a contract to supply touch screen electronic voting machines for much of the
state. None of these Diebold machines will provide a paper recelpt of the vote.

Diebold, located In North Canton, Ohlo, does Its primary business in ATM and ticket-
vending machines. Critics of Dlebold point out that virtually every other machine the
company makes provides a paper trail to verify the machine’s calculations. Oddly, only
the voting machines lack this essentlal function.

State Senator Teresa Fedor of Toledo Introduced Senate Bill 167 late last year
mandating that every voting machine in Ohio generate a “voter verified paper audlt
trall.” Secretary of State Blackwell has denounced any attempt to require a paper trall as
an effort to “derail” electlon reform. Blackwell’s political career is an Interesting one: he
ernerged as a black activist in Cinclnnatl supporting munlcipal charter reform, became
an elected Democrat, then an Independent, and now is a prominent Republican with his
eyes on the Governor's mansion.

Voter fraud

A joInt study by the Callfornia and Massachusetts Institutes of Technology following the
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2000 electlon determined that between 1.5 and 2 mllllon votes were not counted due to
confusing paper ballots or faulty equipment. The federal government’s solution to the
problem was to pass the Help America Vote Act (HAVA) of 2002.

One of the law's stated goals was "Replacement of punch card and lever voting
machines.” The new voting machines would be high-tech touch screen computers, but If
there’s no paper trall, how do you know If there’s been a computer glitch? How can the
results be trusted? And how do you recount to see If the actual votes match the
computer’s tally?

Bev Harris, author of Black Box Voting: Ballet Tampering in the 21st Century, argues
that without a paper trall, these machines are cpen to massive voter fraud. Diebold has
already placed some 50,000 machines In 37 states and their track record is causing
Harris, Johns Hopkins Unlversity professors and others great concern.

Johns Hopkins researchers at the Informatlon Securlty Instltute Issued a report declaring
that Dlebold's electronic voting software contzined “stunning flaws.” The researchers
concluded that vote totals could be altered at the voting machines and by remote
access. Dlebold vigorously refuted the Johns Hopkins report, claiming the researchers
came to “a multltude of false concluslons.”

Perhaps to settle the Issue, apparently an insider leaked documents from the Dlebold
Electlon Systems webslte and posted internal documents from the company to Harris’
website. Diebold went to court to stop, according to court records, the “wholesale
reproduction” of some 13,000 pages of company materlal.

The Associated Press reported In November 2003 that: "Computer programmers, ISPs
and students at [at] least 20 unlversities, Including the Unlversity of Callfornla, Berkeley,
and the Massachusetts Institute of Technology received cease and deslst letters” from
Diebold. A group of Swarthmore College students launched an “electronic civil
disobedience” campaign to keep the hacked documents permanently posted on the
Internet.

Harris writes that the documents expose how the mainstream media reversed their call
projecting Al Gore as winner of Florida after someone “subtracted 16,022 votes from Al
Gore, and In stlll some undefined way, added 4000 erroneous votes to George W. Bush.”
Hours later, the votes were returned. One meme from Lana Hires of Global Electlon
Systems, now Diebold, reads: “I need some answers! Qur department Is belng audited
by the County. I have been walting for someone to glve me an explanation as to why
Precinct 2156 gave Al Gore a minus 16,022 [votes] when [t was uploaded.” Another
hacked Intemal memo, written by Talbot Iredale, Senior VP of Research and
Development for Dlebold Election Systems, documents “unauthorized” replacement

. votes in Volusia County.

Harris aiso uncovered a reveallng 87-page CBS news report and noted, “According to
CBS documents, the erraneous 20,000 votes In Volusia was directly responsible to
calling the electlon for Bush.” The first person to call the electlon for Bush was Fox
election analyst John Eills, who had the advantage of conferting with his prominent
cousins George W. Bush and Florida Governor Jeb Bush.

Incestuous relationships

Increasingly, Investigative writers seeking an explanation have looked to Dlebold’s
history for clues. The electronic voting industry is dominated by only a few corporations
- Dlebold, Election Systerns & Software (ES&S) and Sequola. Diebold and ES&S
comblined count an estimated 80% of U.S. black box electronic votes.

In the early 1980s, brothers Bob and Todd Urosevich founded ES85’s originator, Data
Mark. The brothers Urosevich obtained financfng from the far-Rlght Ahmanson family in
1984, which purchased a 68% ownership stake, according to the Omaha World Herald.
After brothers Willlarn and Robert Ahmanson infused Data Mark with new capital, the
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name was changed to American Informatlon Systems (AIS). Californla newspapers have
long documented the Ahmanson famlly’s tles to right-wing evangelical Christian and
Republican clrcles.

In 2001, the Los Angeles Times reported, *. . . primarily funded by evangellcal Christlans
- particularly the wealthy Ahmanson famlly of Irvine - the [Dlscovery] Institute’s $1-
mllllon annual program has produced 25 books, a stream of conferences and more than
100 fellowships for doctoral and postdoctoral research.” The chlef phllanthroplsts of the
Discovery Institute, that pushes creatlonist sclence and educatlon In Callifornla, are
Howard and Roberta Ahmanson.

According to Group Watch, in the 1980s Howard F. Ahmanson, Jr. was a member of the
highly secretive far-Right Council for National Policy, an organization that included
Lleutenant Colonel Ollver North, Major General John K. Singlaub and other Iran-Contra
scandal notables, as well as former Klan members like Richard Shoff. Ahmanson, heir to
a savings and loan fortune, is little reported on In the mainstream U.S. press, But,
English papers |Ike The Independent are a blt more forthcoming on Ahmanson’s politics.

"On the right, flgures such as Richard Mellon Scalfe and Howard Ahmanson have given
hundreds of milllons of dellars over several decades to polltical projects both high
(setting up the Heritage Foundatlon think-tank, the driving engine of the Reagan
presidency) and low (bankrolling Investigations Into President Clinton‘s sexual
IndIscretions and the suicide of the White House Inslder Vincent Foster),” wrote The
Independent last November.

The Sunday Mall described an Individual as, *. . . a fundamentalist Christlan more In the
mould of U.S. multi-mllllonalre Howard Ahmanson, Jr., who uses his fortune to promote
so-called traditional famlly values . . . by waving fortunes under thelr noses, Ahmanson
has the abllity to cajole candidates Into backing his right-wing Christian agenda.

Ahmanson Is also a chief contributor to the Chalcedon Institute that supports the
Christlan reconstructlon movement. The movement's philosophy advocates, among
other things, "mancdating the death penalty for homosexuals and drunkards.”

The Ahmanson famlly sold thelr shares in American Information Systems to the
McCarthy Group and the World Herald Company, Inc. Republican Senator Chuck Hagel
disclosed In publlc documents that he was the Chalrman of American Information
Systems and claimed between a $1 to 5 millton investment In the McCarthy Group. In
1997, American Information Systems purchased Business Records Corp. {(BRC), formerly
Texas-based election company Cronus Industries, to become ESES. One of the BRC
owners was Carolyn Hunt of the right-wing Hunt oll family, which supplled much of the
criginal money for the Councll on Natlonal Policy.

In 1996, Hagel became the first elected Republican Nebraska senator In 24 years when
he did surprisingly well In an electlon where the votes were verlfled by the company he
served as chairman and maintalned a financial investment. In both the 1996 and 2002
electlons, Hagel's ES&S counted an estimated 80% of his winning votes. Due to the
contracting out of services, confldentlallty agreements between the State of Nebraska
and the company kept this matter out of the public eye. Hagel’s first election victory was
described as a “stunning upset” by one Nebraska newspaper.

Hagel's officlai biography states, “Prior to his electlon to the U.S. Senate, Hagel worked
In the private sector as the President of McCarthy and Company, an Investment banking
firm based In Omaha, Nebraska and served as Chairman of the Board of Amerlcan
Information Systems.” During the first Bush presidency, Hagel served as Deputy
Dlrector and Chlef Operating Officer of the 1990 Economilc Summit of Industrialized
Nations {(G-7 Summit).

Bob Urosevich was the Programmer and CEO at AIS, before belng replaced by Hagel.

Bob now heads Diebold Election Systems and his brother Todd is a top executive at
ES&S. Bob created Diebold’s original electronic voting machine software. Thus, the
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brothers Urosevich, originally funded by the far Rlght, figure In the counting of
approxlmately 80% of electronlc voting In the Unlted States.

Like Ohio, the State of Maryland was disturbed by the potentlal for massive electronic
voter fraud. The voters of that state were reassured when the state hired SAIC to
monltor Diebold’s system. SAIC’s former CEO Is Admiral Bill Qwens. Owens served as a
milltary alde to both Vice President Dick Cheney and former Defense Secretary Frank
Carluccl, who now works with George H.W. Bush at the controversial Carlyle Group.
Robert Gates, former CIA Director and close frlend of the Bush famlly, also served on
the SAIC Board.

Diebold’s track record

Wherever Diebold and ES&S go, irregularities and historic Republican upsets follow.
Alastalr Thompson, writfng for scoop.co of New Zealand, explored whether or not the
2002 U.S. mid-term elections were “fixed by electronlc voting machines supplied by
Republican-affillated companies.” The scoop Investigation concluded that: “The state
where the blggest upset occurred, Georgla, is also the state that ran Its election with the
most electronic voting machines.” Those machines were supplied by Diebold.

Wired News reported that ™. . . a former worker in Dlebold's Georgla warehouse says the
company installed patches on Its machine before the state’s 2002 gubernatorial electlon
that were never certifled by Independent testing authorltles or cleared with Georgla
electlon officlals.” Questions were ralsed In Texas when three Republican candldates In
Comal County each recelved exactly the same nurnber of votes — 18,181 — on ES&S
machines.

Following the 2003 California electlon, an audit of the company revealed that Dlebold
Electfon Systems voting machines installed uncertified software In all 17 countles using
Its equipment,

Former CIA Station Chief John Stockwell writes that one of the favorlte tactics of the CIA
during the Reagan-Bush administration In the 1980s was to control countries by
manipulating the electton process. “CIA apologists leap up and say, *Well, most of these
things are not so bloody.’ And that’s true. You're glving politicians some money so he'll
throw his party In this directlon or that one, or make false speeches on your behalf, or
something llke that. It may be non-violent, but it's still illegal Intervention In other
country’s affalrs, ralsing the questlon of whether or not we're golng to have a world in
which laws, rules of behavior are respected,” Stockwell wrote. Documents Hlustrate that
the Reagan and Bush administration supported computer manlpulation in both Norlega’s
rise to power In Panama and In Marcos’ attempt te retaln power In the Phillppines. Many
of the Reagan administratlon’s staunchest supporters were members of the Councli on
National Pollcy.

The perfect solution

Ohlo Senator Fedor continues to fight vallantly for Senate Bii 167 and the Holy Grail of
the “voter verlfied paper audit trall.” Proponents of a paper trall were emboldened when
Athan Glbbs, President and CEQ of TruVote International, demonstrated a voting
machine at a vendor’s falr In Columbus that provides two separate voting recelpts.

The first paper receipt displays the voter's touch screen selection under plexiglass that
falls into a lockbox after the voter approves. Also, the TruVote system provides the voter
with a recelpt that Includes a unique voter ID and pin number which ¢an be used to call
in to a voter audlt Intemnet connection to make sure the vote cast was actually counted.

Brooks Thomas, Coordinator of Elections in Tennessee, stated, “I've not seen anything
that compares to the Gibbs’ TruVote valldation system. . . .” The Assistant Secretary of
State of Georgla, Terrel L. Slayton, Ir., ctaimed Glbbs had corne up with the “perfect
solutlon.”
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Still, there remains opposition from Ohle Secretary of State Blackwell, HIs spokesperson
Carlo LoParo recently pointed out that federal mandates under HAVA do not require a
paper trail: . . . If Congress changes the federal law to require It [a paper trall], we'll
certainly make that a requirement of our efforts.” LoParo went on to accuse advocates of
a paper trail of atternpting to “derall” voting reform.

U.S. Representative Rush Holt Introduced HR 2239, The Voter Confldence and Increased
Accesslbllity Act of 2003, that would require electronic voting machines to produce a
paper trall so that voters may verify that thelr screen touches match their actual vote.
Election offlclals would also have a paper trall for recounts,

As Blackwell pressures the Ohio leglslature to adopt electronic voting machines without a
paper trall, Athan Glbbs wonders, “Why would you buy a voting machine from a
company |llke Dlebold which provides a paper trall for every single machine It makes
except Its voting machines? And then, when you ask it to verify Its numbers, It hides
behind ‘trade secrets,™

Maybe the Diebold decision makes sense, If you belleve, to paraphrase Henry Kissinger,
that democracy Is too Important to leave up to the votes of the people.

Dr. Bob Fitrakis is Senfor Editor of The Free Press {(http://freepress.org), a polltical
sclence professor, and author of numerous articles and books.
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This article is permanently archived at: htip://ww w.intheselimes.com/site/main/article/ 1742/

Was the 2004 Election Stolen?

By Joel Bleifuss December 10, 20(

Did the Bush-Cheney campaign engage in electronic vote fraud to ensure that George W. Bush would
be president for another four years? That is a question every small-d democrat should be asking.

Much has been written on the Internet alleging that the election was stolen. Some writers are members
of the tin-foil hat brigade, but others provide sober analysis of the election results that raise disturbing
questions.

Unfortunately, thanks to the herd instinct in our current media culture, anyone who publicly raises this
question is immediately labeled a conspiracy theorist.

In the December 6 Nation, Alexander Cockburn dismissed such speculation, writing, “As usual, the
conspiracy nuts think plans of inconceivable complexity worked at 100 percent efficiency.” Dan Thani
Dang of the Baltimore Sun put it this way: “John F. Kerry barely had time to concede the presidential
race before the conspiracy theory began circulating.” The headline: “Election paranoia surfaces;
Conspiracy theorists call results rigged.”

On November 14, a New York Times editorial delivered the final verdict on what is now the
conventional wisdom:

There is no evidence of vote theft or errors on a large scale. ... There is also no way to be
sure that the nightmare scenario of electronic voting critics did not occur: votes
surreptitiously shifted from one candidate to another inside the machines, by secret
software. It’s important to make it clear that there is no evidence such a thing happened,
but there will be concern and conspiracy theories until all software used in elections is
made public.

Suspend disbelief, buck conventional wisdom and suppose that “such a thing happened”—that the
Bush-Cheney campaign “won” the election through systematic electronic voting fraud.

Would the Bush-Cheney campaign have any qualms about stealing an election? Of course not. They d:
it in 2000.

They had the motive, and they had the will, But is there any evidence that voting fraud was committed
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Circumstantial evidence

Among the most compelling circumstantial evidence are the independent exit polls that predicted that
John Kerry was destined to be the next president. Why were the exit polls, historically so accurate, so
wrong?

“Exit polls are almost never wrong,” wrote Republican polister Dick Morris in the November 4 issue ¢
The Hill. “So reliable are the surveys that actually tap voters as they leave the polling places that they
are used as guides to the relative honesty of elections in Third World countries. ... To screw up one ex
poll is unheard of. To miss six of them is incredible. It boggles the imagination how pollsters could be
that incompetent and invites speculation that more than honest error was at play here.” So perplexed
was Morris by the data, he suspected a liberal media conspiracy to fix the exit polls so that the network
would declare Kerry a winner and thereby discourage potential Bush voters in the West from going to
the polls.

Steven F. Freeman, a statistical analysis professor at the University of Pennsylvania, found some
disturbing anomalies when he examined the discrepancies between the predicted vote {exit polls) and
the tallied results in 11 battleground states—Colorado, Florida, Iowa, Michigan, Minnesota, Nevada,
New Hampshire, New Mexico, Ohio, Wisconsin and Pennsylvania.

The figures he used for the predicted vote came from the exit polls posted by CNN on its Web site. Du
to an apparent computer glitch, CNN posted “uncalibrated” data—exit poll data not yet “corrected” to
conform to the announced vote tallies—on its Web site until 1:30 a.m. (EST) election night.

In all of these states except Wisconsin, writes Freeman, the predicted margin of votes for each
candidate differed from the tallied margin of votes for each candidate, with all the differences going in
favor of Bush.

For example, Ohio exit polls predicted that Kerry would win 52.1 percent of the vote to Bush’s 47.9
percent. But the tallied vote had Bush winning 51 percent of the vote to Kerry’s 48.5 percent. The
difference, then, between Ohio exit poll projections and the actual tallied vote for Kerry comes to 3.6
percent. Based on the size of the sample the exit polling firms were working with, the likelihood of thi:
happening is less than 1 in 1000. Doing a similar analysis with exit polls in Florida, Freeman found a
less than three in 1000 chance that the tallied results would differ as much as they did from the exit pol
projections. And while Kerry did carry Pennsylvania, the chance that he would receive only 50.8
percent of the vote after exit polls indicated he would get 54.1 percent (a 3.3 percent difference) is less
than two in 1000. Finally, according to Freeman, the odds against all three of these statistical anomalie
occurring together are 250 million to one.

“As much as we can say in social science that something is impossible,” he writes, “it is impossible th:
the discrepancies between predicted and actual vote counts in the three critical battleground states of tt
2004 election could have been due to chance or random error.”

What could account for this?

Freeman examines various explanations that have been made in the media for the discrepancy betweer
the exit polls and the tallied vote, and finds all of them lacking.
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“Neither the pollsters nor their media clients have provided solid explanations to the public,” Freeman
writes. “Systematic fraud or mistabulation is a premature conclusion, but the election’s unexplained ex
poll discrepancies make it an unavoidable hypothesis, one that is the responsibility of the media,
academia, polling agencies and the public to investigate.”

Mystery votes

Examining the election results from a different angle, a team of researchers at the University of
California, Berkeley analyzed the vote in Florida and found that, mysteriously, “electronic voting raise
President Bush’s advantage from the tiny edge he held in 2000 to a clearer margin of victory in 2004.”
The researchers calculate that electronic voting machines may have given Bush up to 260,000 more
votes than he should have received. (Bush won Florida by 360,000 votes.) In the 15 Florida counties
using electronic touch-screen voting systems, the number of votes tallied for Bush significantly
exceeded the number of votes he should have received based on voter demographic and voter turnout
data. This was especially true in the large, heavily Democratic counties of Broward, Palm Beach and
Dade, In Florida counties that used other voting systems, Bush received the same number of votes that
the data predicted.

Michael Hout, the chair of Berkeley’s Sociology and Demography graduate program, told Kim Zetter
of Wired.com, “No matter how many factors and variables we took into consideration, the significant
correlation in the votes for President Bush and electronic voting cannot be explained.”

The Berkeley researchers did a similar study in Ohio, but found no such correlation.

Both Hout and Freeman caution that their research has not yet undergone peer review. Freeman writes
“T have tried to be as rigorous as possible in my data collection, review and analysis. ... Tohold ittoa
academic standard of rigor, however, requires extensive peer review.”

Nightmare scenario

Was it technically possible to steal the election through electronic voting fraud? As the New York Time
editorial noted, there is “is no way to be sure that the nightmare scenario of electronic voting critics dic
- not oceur.”

How secure were the electronic machines that were used to tabulate and count the vote? Diebold, the
country’s largest voting machine company, made news in 2003 when leaked interoffice memos
revealed that company executives knew that their machines were poorly protected against hackers. An.
in July 2003, researchers at the Johns Hopkins Information Security Institute reported that an
examination of one Diebold voting system revealed “significant security flaws,” noting that “voters ca
trivially cast multiple ballots with no build-in traceability, administrative functions can be performed b
regular voters, and the threats posed by insiders such as poll workers, software developers, and janitor:
is even greater.,”

In Ohio, more than 35 counties used Diebold machines and nationwide, according to the company’s
Web site “over 75,000 Diebold electronic voting stations are being used.”

So, somebody could have hacked the vote.
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On November 5, Democratic Reps. John Conyers (Mich.), Jerrold Nadier (N.Y.) and Robert Wexler
(Fla.), noting widespread questions raised about the accuracy of the results of the 2004 election, asked
the Government Accountability Office (GAQ) to investigate the “efficacy of voting machines and new
technologies used in the 2004 election.”

“The essence of democracy,” they wrote, “is the confidence of the electorate in the accuracy of voting
methods and the fairness of voting procedures. In 2000, that confidence suffered terribly, and we fear
that such a blow to our democracy may have occurred in 2004.”

Responding on November 23, the GAO agreed to examine “the security and accuracy of voting
technologies, distribution and allocation of voting machines and counting of provisional ballots.”

That would be a good place to start.

Joel Bleifuss is the editor of In These Times, where he has worked as an investigative reporter,
colurmnist and editor since 1986. Bleifuss has had more stories on Project Censored’s annual list of the
“10 Most Censored Stories” than any other journalist.
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General Business Info: In 1858,
Charles Diebold, a German
immigrant, began manufacturing
safes and vaults in Cincinnati. Ohio.
In the 1880s and 1890s, the
company made jails, hangman trap
doors and padded cells for asylums.
Diebold combined technology with
banking systems and security. In
1947, Diebold purchased Q.B.
McClintock Company, which marked
the Diebold's entry into drive-up
banking systemns. Continuing with
technological development, Diebold
created sophisticated electronic
systems. President Raymond Koontz
entered Diebold into the new ATM
market in 1960. Diebeld then
introduced Tatal Automatic Banking
System (TABS) 500. Robert W.
Mahoney, chairman of Diebold in
early 1890, joined IBM to form
InterBeld. Diebold and IBM combined
knowledge of ATM systems with the
necessary technical systems to
create more complex computerized
banking machines. Diebold become
a billion dollar company in 1996, The
same year, Diebold implemented the
first Iris-scan ATM machines in the
U.S. Diebold moved into the
Electronic voting market at the start
of the new millennium. In 2000, it
provided 200,000 voling machines to
Brazil in a deal valued at $100
million. At issue in the current
election, Diebold has become
involved in touchscreen voting
machines. Diebold (NYSE: DBD} is
currently traded at $45 a share.
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Diebold entered the self-serving
elections market in 2002 with a
system called Global Election
Systems, some of the first units in
touchscreen voting technology.
Although Diebold is a significant
leader in E-voting machines and
sysiems, it only is responsible for 5
percent of Diebold's yearly profit
(www.diebold.com).

Clients and Corporatlon
Contributions: With the presidential
election less then a week away,
concams about the reliability of e-
vating have arisen. Diebold is central
to many of the e-voting concems
because many of the company's
touch-screen machines will be used
extensively in Georgia and Maryland,
in two counties in California and in
smaller quantities in Texas, Kansas,
Virginia, Tennessee, North Carolina,
Colorado, Florida and Wyoming. In
an Associated Press {October 20,
2004), Mike Jacobsen, spokesperson
for Diebold, discussed a lawsuit filed
in California that claimed Diebold's
equipment exposed Califomnia
elections to hackers and software
bugs. This controversy left many
states, including the key battleground
states of Ohio and Pennsylvania,
less apt to use Diebold e-voting
technology. There is fear and
controversy that the lack of exit polls
or dispensed receipts could lead to
an increase in voter fraud. There has
also been debate conserning close
partisan ties between the Republican
Party and Walden W. O'Dell,
president and CEQ of Diebold. In
2003 O'Dell attended a strategy
forum with wealthy Bush benefactors
at the president's Texas ranch. The
next day Diebold was listed as one of
the nation’s eligible e-voting systems
for the November 2004 election. The
next week, O'Dell penned invitations
to a $1,000 a plate fundraiser to
benefit the Chio Republican Party
(Smyth, 2004). The Board of
Directors has also been active in
fundraising for the Republican Party.
In 2004, two prominent board
members, Louis Bockius Il and John
Lauver, donated substantial amounts
to the Republican Party. Louis
Bockius donated $23,000 to the
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Republican National Committee in
2004 while John Lauer donated
$2,000

). These
close partisan ties between Diebold
and the Republican Party may be
illuminated in the wake of
controversy if e-voling fraud is
suggested post-election.

Reliability in 2004: Diebold has
made several steps to prevent an e-
voting catastrophe much like the
‘Choicepoint situation in Florida
during the 2000 presidential election .
This includes having the ballot
immediately stored in several
locations throughout the voting
station. After the vote is stored, the
information is scrambled to secure
voter privacy. Unlike Choicepoint,
Diebold has the ability to produce a
“hard copy” of the ballots on
standardized paper. In a recount, this
would be useful. Diebold keeps a
record of the total votes compiled
during the election process. The
main machine that Diebold provides
for e-voting is called AccuVote-TSX

}- Nonetheless, the
controversy that Diebold has been
playing with is its anonymity in its
ability to produce a hard copy of the
ballots. At the end of an election day
in any precinct that uses Diebold e-
voling systern, a printed receipt is
dispersed with election totals. Once
again, the fear is that Diebold's e-
voting system is too easily
susceptible to hacking and software
bugs. There are no printed receipts
of who specifically voted for which
President in the event a recount
would be needed. Diebold e-voting
systems merely spit out a total
number of votes without any
systematic statistics, this has left the
election controversy in the hands of
technology and Diebold software
designers.

— Andrew Ralston and Peter
Fotheringham
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 Ge back to Voting Machine Webpage

Voting Machines Violate Constitution - Who Will Launch Legal Challenge?
by Lynn Landes 4-15-03

Wanted - one or more really good constitutional lawyers. Why? Voting machines. We need to challenge their use
in our elections.

Voting machines violate the Constitution and threaten what's left of Arerican democracy like no temrorist ever
could. Only a handful of private companies sell and service the machines that register and tabulate votes in U.S.
elections. And it's all done in complete secrecy. We've lost control of our election process and Congress doesn't
seem to notice or care.

If this isn't fascism, | don't know what else to call it.

Qver the [ast several years, parficularly in 2002, election results in the U.S. have come under increasing suspicion
due to widespread voting machine "glitches” and unexpected election upsets. In an overwhelming number of
these questionable elections... Republicans won. That makes sense. Republicans, such as U.S. Senator Chuck
Hagel {(R-NE), [ong ago comered the market in voting machine sales and service.

Some people think that voting machines can be made 'secure’ by incorporating technical safeguards and
standards, but that misses the point in law. Once the machine is in the polling booth critical parts of the voting
process become unobservable and, therefore, violate Articles | & 2 of the Constitution and the Voting Rights
Act. But, to my knowledge no individual or organization, such as the NAACP, ACLU or Common Cause, have
challenged the constitutionality of voting machines. Aithough plenty of distraught candidates have gone to
court accusing the voting machines of miscounting their votes, but to little avail.

In a November 1996 article for Relevance rnagazine, Philip O'Halloran wrote, "Many court cases involving
allegations of fraud were brought against vendors of electronic systems. There were no cenvictions. Was there
ever any proof of tampering presented? No. Part of the reason for this may be that during the litigation the
plaintiffs were never given access to the vote tabulating program, and hence there was no opportunity for anyone
to establish evidence to either prove or disprove the allegations. We should point out that even if the court aliowed
the plaintiffs experts to inspect the source-code, there would be no proof that the code provided to the court was,
in fact, the selfsame code used in the particular election in question.”

They're barking up the wrong tree anyway. How can a machine-produced vote ever constitute a legal vote? Isn't it
merely circumstantial evidence of a vote produced by a machine that may or may not have been cast by a voter?
In Bush v. Gore the Supreme Court said, "A legal vote is one in which there is a 'clear indication of the intent of
the voter."

Voting machines reflect the action of the machine first and the intent of the voter ...maybe. When machines are in
the voting booth three violations of federal law take place:

¢ inability to observe if voting machines properly register votes
» inability to observe if vating machines properly count votes

» inability to enforce the Voting Rights Act, because of the inability to observe if voting machines are properly
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registering or counting votes

Enforcement of the Voting Rights requires that Federal Observers observe whether votes are being "properly
tabulated." Civil Rights statutes state, "Observers are authorized to watch all poliing place activities, including
assistance to voters and the counting of ballots." However, voting machines constitute a concealed tabulation of
the vote which cannot be observed by Federal Examiners, making the examiner's role in that regard moot and the
federal Voting Rights Act unenforceable. Nelldean Monroe, Voting Rights Program Administrator for the U.S.
Office of Personnel Management admitted to this reporter in November of 2002 that there is no training and no
opportunity for Federal Observers to observe the accuracy of voting machines.

There is significant case law that upholds the constitutional right to have votes cast and counted properly. The
Supreme Court held in the following three cases:

Allen v. Board of Elections (1969) - "The Act further provides that the term "voting" "shall include all action
necessary to make a vote effective in any primary, special, or general election, including, but not limited to,
registration, listing or other action required by law prerequisite to voting, casting a ballot, and having such ballot
counted properly and included in the appropriate totals of votes cast with respect to candidates for public or party
office and propositions for which votes are received in an election.”

Reynolds v Sims (1964) - "It has been repeatedly recognized that all qualified voters have a constitutionally
protected right to vote and to have their votes counted. In Mosley the Court stated that it is "as equally
unquestionable that the right to have one's vote counted is as open to protection as the right to put a ballot in a
box." The right to vote can neither be denied outright nor destroyed by alteration of ballots nor diluted by ballot-
box stuffing. As the Court stated in Classic, "Obviously included within the right to choose, secured by the
Constitution, is the right of qualified voters within a state to cast their ballots and have them counted."

Wesberry v. Sanders (1964) - "lt is in the light of such history that we must construe Art. |, 2, of the Constitution,
which, carrying out the ideas of Madison and those of like views, provides that Representatives shall be chosen
"by the People of the several States" and shall be "apportioned among the several States according to their
respective Numbers."” It is not surprising that our Court has held that this Article gives persons qualified to vote a
constitutional right to vote and to have their votes counted."

But that's not happening. Qur votes are not being cast ar counted openly or praperly, As far as we know some
madman from Midland is counting them.

Lynn Landes is the publisher of EcoTalk crg and a news reporter for JU TV in Philadelphia, PA. Formerly Lynn
was a radio show host for WWDVR in New Jersey and a regular commentator for a 557 radic program. She can be
reached at (213) 629-3553 / lynniandes@aanhiink ret,

http://www .ecotalk.org/VotingMachinesUnconstitutional.htm 5/8/05
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Lawsult Challenges Berkeley Election Offlcials In
Measure R Recount

Berkeley, CA - A close proposition

referendum will come under court

examlnatlon in & case that

highlights major problems with

conducting a recount using Diehold

electronfc voting machines. Berkeley Measure R,
the Patlent’s Access to Medical Cannabls Act of
2004, lost by only 191 vaotes after the regular
electlon on November 2, 2004. Under the law,
the proponents were entitled to seek a recount,
which they did.

Instead of attempting to ensure that the votes
were counted correctly, however, Alameda
County election officials engaged In a "golng
through the motlons" exercise where they
merely ran the same electronic vote data
through the same counting machines and,
predictably, reached the same result, They did
not consult the machines' audit logs, redundant
memories, or any other relevant materials.
Yesterday, the county announced that the
recount had falled to change the result. They
altered the final margin of defeat to 166 votes,
attributing the change to absentee and
provisional ballots -- the electronic voting
rmachine count remained the same.

Measure R proponents Amerlcans for Safe
Access filed a lawsuit on December 30
challenging the actions of county election
officials In handling the electronic voting
machine partion of the recount. This sult now
awalts a hearing.
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"Callfornia law guarantees every voter the right
to a recount and requires electton officlals to
produce for public revlew all materlals relevant
to that recount,” sald Gregory Luke, attorney at
the Santa Monlca firm of Strumwasser &
Woocher, which represents the plaint!ffs
Americans for Safe Access, and three Individual
Berkeley voters. "Because the Dlebold machines
purchased by Alameda County do not retaln any
ballots for the purpose of a recount, election
officlals must, at the very least, look at the
Information produced by the system's existing
security features to give voters some
clrcumstantial evidence that the machines
performmed properly and that vote data was not
damaged or altered. Alameda County's refusal
to allow the public to examine the audit logs and
redundant memory renders the sc-called
'recount’ they conducted utterly meaningless.”

"While It was easy to watch the recount of the
paper ballots to make sure every vote was
counted, the recount from the electronic voting
rmachine was simply a "rerun' of the original
electlon results and gave us no assurance that
the results were cormect,” added Debby
Goldsberry of Amerlcans for Safe Access.

“Recounts are one of the most Important ways
we detect vote fraud and error,” sald Matt
Zlmmerman, staff attorney for the Electronic
Frontler Foundation, which Is consulting on the
case. "Even after Californlans have voter-
verlfled paper tralls In 2006, It wlll be Important
to ensure that audit logs, redundant memory,
and other securlty measures are checked during
a recount, along with the paper tralls. Banks and
credit card Issuers use these measures to make
sure our financlal transactions are safe. Our
votes deserve at least as much protection.”

Americans for Safe Access Is the largest national
grassroots coalitlon working to protect the rights
of patlents and doctors to legally use marljuana
for medical purposes. Measure R would have
relaxed zoning laws for dispensaries, set up a
peer revlew committee to oversee operations at
the city's dispensaries, and replaced the city's
current limit with one linked to a patient's need
as defined by his or her physiclan,

A hearing in Afarmeda Superior Court Is currently
set for March 2.

http://www.infozine.com/news/stories/op/stories View/sid/5266/
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DOCUMENTS REGARDING INSTANT
RUNOFF VOTING IN ALAMEDA COUNTY



WEDNEADAY, APRIL 20, 2005 trirkire San Franrisro Qyronicle  BS

ICONTRA COSTA

ALAMEDA COUNTY

Voting officials slam Diebold on instant-runoff system

OO-._.— an mnocmm& hostage to try to extort money,” ber’s election. suit that resulted in the Texzs- voting to fill City Council vacan-

ﬁ. y szid Dave Heller, a co-coordina- Rodney Brooks, chief of staff to  based company paying a $26 mil- cies, and Berkeley volers ap-
Om moving too w_OE—% tor of the successful campaign for Alameds Counly Supervisor lion settlement in November. proved it for all races in 2004,

—.:.b instant-runoff voting in Berkeley, Keith Carson, called the $2 mil- Advocates ray ranked-chaice Kenneth Mostern, who ran the

to update machines  where it was approved by voters Liom figure “ridiculous.” Brooks voting avoids costly ranoff elec- campaign for the instant-runoff

last year. contended that the company giv- tions and makes elections more measure in Berkeley and now

By Patrick Hoge A Dicbald official denied that en the contract for the county’s fair. Under the system, volers runms a private election manage-
CaroNICLE STAPF WAITRR the company was moving slowly election equipment, Global Flec- rank choices for the office being  ment firm, said be recently paid a
or inflating prices. tion Systems, had said it could be  decided and if no candidate wins company $55,000 to create the

Advocates of instant-runoff “We're certainly not holding  easily converted to ranked-chaice  maore than 50 percent of the vote, systern that was wed i an elec-
voting say Alameda County offi- any part of this process up,” ssid  voting. That fir was purchased the lowest vote-getter is elimingt-  tion for officers of the KPFA-FM
cials and Diebold Election Sys- Steve Knecht, the company’s Cal- by Diebold, which assumed the  ed and the voles are redistributed radio station, which has 96,000
tems are dragging their feet, pre-  ifcrnia sales manager. He said a  contract. by rank until someone receives a  voting members.
venting a majority winner in a $2 million figure to reconfigure But Kpecht countered that simple majority of vates. ) Berkeley City Councilman
current Qakland City Council the county’s election system toal-  Glopal oaly told the county that In 2000, San Leandro voters Krims Worthington said the coun-
mail election and slowing efforts low for instant mmnoffs was a touch screens could be easily approved a measure allowing the  ty’s failure to implement instant-
for instant-runcff voling in Berke-  rough estimate, and that compe-  adapted, not the entire system. A use of instant-runoff voting but runoff voting means that the will
ley. ny officials are doing a moge thor-  conversion would be complicated recently spent $80,000 on a spe- of a majority of voters in the on-

In addition, several dozen elec- ough analysis that should be because it would require state cial runoff election for a City going special election for City
tion-reform advocates, including made public within & few weels.  and federal certification, but nei- Council district, San Leandro Council in Oaklands District 2
some local government officials, Alameda County Registrar ther siate nor federal agencies City Councilman Tony Santos will likely be denied.
protested outside Alameda Coun-  Bradley Clark, who wrote 4 letter  provide guidelines for instant-  said. “That is a tragedy and an in-
ty offices in Oakland on Tuesday March 15 asking Diebold to de-  runofi voting. “That money was wasted,” said - justice,” Worthington said, “We
againgt what they said was au at- velop a plan for implementing About s year ago, complaints Santos. “It could have been used mneed to put increased pressure on
tempt by Diebold to overcharge ranked-choice voling, said San fran Clark about the perfor- to pay for a police officer or Diebold”
the county for implementing in- Francisco spent about the same  mance of Alameda County’s Die-  something,” )
stant-runoff voling. amount .getting its instant-runoff  bold electranic machines led toa Oaldand voters in 2002 ap- E-mail Patrick Hoge at

“Diebold is holding the county  voting system nunning in Novem-  state and county faise claims law- proved the use of instant-runaff  phoge@sfchronicle.com.




To: All Alameda County Supervisors and all San Leandro City Councilpersons

From: Jim Lindsay, President and CTQ, Voting Solutions, LLC; Co-founder, Californians for Electoral
Reform '

Date: February 27, 2005

Cc:  San Leandro Chamber of Commerce, Californians for Electoral Reform, Center for Voting and
Democracy, San Leandro Daily Review

As the President and Chief Technical Officer for a company that writes elections software, I was aghast at
the supposed two million dollars it would cost to implement IRV for the City of San Leandro. This figure
was apparently mentioned by the San Leandro City Clerk to a reporter, and was published it in the Daily
Review. This figure is ridiculous, as shown by the following facts:

B Proven tallying software is available immediately, and would cost no more than $10,000, as I will go
on record right now and offer that price to San Leandro — we have existing software that tallies IRV
elections, with full auditing capabilities. It has been used by the City of Cambridge for many years,
and was approved by the State of Massachusetts.

B Diebold must already have at least a user interface built for IRV, as they competed for a contract with
Ireland, and had to demonstrate IRV capability.

B Dicbold machines are used by the City of Cambridge to count their ranked ballot elections, and
although the machines are different, the back end interface to our software should be quite similar.

B In the response to the county RFP, the County was assured that preferential voting would not be a
problem for the machines that the vendor was trying to sell. The County was told, “The decuVore-
TS can easily be programmed for preferential voting...”. It is most curious for a task that is “easily
programmed” to cost $2,000,000.

[See Attachment A, below, for the full response to this question. Note that PRMaster is the Voting
Solutions product referred to above, since renamed to ChoicePlusPro. Also, the vendor was mistaken
in thinking that Cambridge uses cumulative voting, In fact, they use a system of ranked (or
preferential} voting.]

The bottom line is that someone is trying to either thwart the will of the citizens of San Leandro by quoting a
ridiculous price, or perhaps they are hoping to make a killing by charging two million dollars for a job that
probably should cost a maximum of $50,000. I would suggest an investigation into this quote -- where did
the two million dollar quote come from? If it came from Diebold, know that they are either trying to rip the
county off, or they just don't want to do it so they are quoting a price they know will scare people away. If
the quote came from staff, then the question has to be where that quote came from — again, certain staff
people may not want to be bothered with IRV, and thus may be quoting a ridiculous price in order to scare
people off.

Don't let anyone dissuade you from moving to IRV. It is simply much more democratic than either plurality
or runoff elections, at a fraction of the cost of runoff elections. The very successful election in San Francisco

proves beyond a doubt that IRV is completely trustworthy and completely viable.

Respectfully yours,

Jim Lindsay
President and CTOQ, Voting Solutions, LLC



ATTACHMENT A

Response to Alameda County RFP, question 6 of Exhibit G

{RFP responses were originally due May 31, 2000. I believe the county signed the contract with Global
Election Systems on May 23, 2002. Note that Diebold subsequently bought Global, so the contract is
now with Diebold.)

6. How will the DREVS manage alternative voting system such as cumulative or preferential
voting?

Cumulative Voting, or Preferential voting is becoming more prevalent in the United States. Any County
interested in implementing a full County-wide touch screen system AND cumulative or preferential
voting also needs to consider that the absentee (optical scan) system much also be able to conduct
cumnulative or preferential voting. GLOBAL’s AccuVote-0S and TS IS THE ONLY SYSTEM on the
market today that handles cumulative and preferential voting.

GLOBAL’s AccuVote-OS Voting Systemn, through Global’s proprietary software, is the only system that
can conduct these types of elections due to the ability to place ovals in all 32 columns on the ballot (vs. a
maximum of three columns on other optical scan system). This gives the voters the ability to rank
candidate numerically. Systems limited to a 3 column optical scan ballot can not accomplish preferential
voting.

The AccuVote-OS Voting System, through Global’s proprietary software, is the only voting system that
is currently utilized to autornate the preferential voting mechanism. The City of Cambridge,
Massachusetts conducts its off year council races using a cumulative, or preferential scheme. The City of
Cambridge purchased the AccuVote System and GLOBAL developed an electronic interface, in
conjunction with PR Master of Albany, California, to allow the City of Cambridge to electronically
conduct their preferential voting elections. To the best of our knowledge, Global Election Systems is the
only election company in the United States that has developed such a system, and has actually conducted
elections in the cumulative voting [si¢] environment.

The AccuVote-TS can easily be programmed for preferential voting; however it is not programmed to do
so at this time, as there are no jurisdictional requirements to do so.



Alameda County
[ REP 3-1-7453 - DRE Vote Tabutation Equipment Exhibit G - Specific Requirements ~Tab 17 |

GEMS does keep track of both under votes and optical scan over votes, (‘ ‘

6. How will the DREVS manage alternstive voting systems such as comnlative or preferential voting?

Cumulative Voting, or Preferential voting Is becorning more prevalent in the United Stales. Any
County interested in implementing a ful County-wide touch screen system AND cumulative or
preferential voting also needs o consider that the absentee (optical scan) system must also be
able to conduct cumulative or preferential voling. GLOBAL's AceulVote-OS and TS sysiem IS
THE ONLY SYSTEM on the market today that handles cumuiative and preferential voling.

GLOBAL's AccuVote-08Is the only system that can conduct these types of elections due to
the abiity to place ovals in all 32 columns on the ballot (vs. 2 maximum of three columns on
other optical scan system). This gives voters the ability to rank candidate numerically. Systems
limlied 1o a 3 column optical scan ballot can not accomplish preferemtial voting.

The AccuVote-08 Voling System, through Global's proprietary sofiware, is the only vofing
System that is currently uiflized to auvtomate the preferential voling mechanism. The City of
Cambridge, Massachusetts conducts its off year council races utiiizing a cumuative, or
preferential schame. The City of Cambridge purchased the AccuVole System and GLOBAL
developed an electronic interface, In conjunction with PR Master of Albany, Califomia, to afiow
{he City of Cambiidge to alectronically conduct their preferential voting slections. To the best of
our knewledge, Global Election Systems [s the only election company In the United States thal
has developed such a system, and has aciually conducted elections in the cumulative voling
environment.

The AccuVote-TS can easily be progremmed for preferential voting; however R is not C '
programmed fo do se &t this time, as ihere are no jurisdictional requirements to do so. ..

7. How does the DREVS bandle multiple ballot types?

The GEMS system Is designed to handla thousands of ballots styles in a single election. In King
County, Washington, County-wide elections have up to 3,700 unique ballot styles due to precinct
committee races. Capacity for number of ballot styles Is part of the GEMS overall design.

Eariy Voting: During earty voting, the voter requests a ballot at the counter. When the voler's
address and name are entered, the comrect district / precinct information is displayed in DIMS.
This information will then be used to comectly create the voter SmarCard with the precinct /
party information.

The AccuVote-TS, upon reading the SmartCand will creale the correct ballot style with the
appropriate races, candidates, and measures from the information stored on the AceuVote-
s

Precing Voting: In the precinct, if lhere are multiple baliot styles in a single precinct, the
poltworker will create a SmartCard by keying in the precinct number / spiit number or the unique
identifier for that ballot style OR, if preferred, the SmarlCard bumer LCD may list styles for that
specific precinct. The poll worker would select or highlight the desired style (or party) and then
hit the Create Card button. The specific method for this can be determined by the ROV.

In bath precinct and early voling, the AccuVote-TS system will display the appropriate ballot
slyle, ar precinc spiit, on the screen for the voter, (/




May 3, 2005 - Berkeley Daily Planet
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Commentary: Instant Runoff Voting Held Up by Diebold
By LAURENCE SCHECHTMAN

Is the Diebold Corporation, famous for hackable, paperless voting
machines, trying to strangle election reform in Berkeley? Or are they
merely greedy, lazy and incompetent?

Either way it is Diebold which stands in the way of implementing
Berkeleyjjs Measure I in favor of Instant Runoff Voting (IRV), which was
passed by a margin of 72 percent in March of 2004.

IRV, also known as preferential or ranked choice voting, allows us to
rank our choices for mayor or City Council candidate. We could vote for
three candidates for mayor, a first, a second and a third choice, so

that if our first choice comes in last, then our second choice is

counted. If that step does not produce a winner, then the next person

on the bottom is eliminated until someone has captured 50 percent plus
one. The runoff, in other words, is held instantly instead of six weeks
later.

There are three major advantages to IRV. First, by avoiding a second
election, both the city and the candidates save a lot of money. Second,
a separate runoff always attracts far fewer voters, and especially
fewer poor and student voters, so that there is a chance that the
winner of the runoff in December gets fewer votes than the original
leader in November. Which is how j§moderate;” Shirley Dean beat
i§progressive;” Don Jelinek in the mayor;ls race of 1994,

The most important advantage of preferential voting, however, is that

it cures the disease of lesser evilism. You donjit have to vote for one

of the big twojXJelinek to keep out Dean or vice versa. You can vote for
whoever you want as your first choice, and then for the frontrunner in
second place, which keeps out your main enemy just as effectively.
Neither mainstream Democrats nor Republicans, however, are too happy
about losing j§their;” voters to third parties, which may explain why
State Senate Bill 596, which grants all California cities the right to
choose IRV, has not been able to make it out of committee.



But for us, wouldnj;t it be great to be able to vote our hearts without
fear? The big two wouldn;jit be able to take us for granted. They would
have to make alliances, or at least be polite, with the third and

fourth party or candidate, which is exactly what has been happening in
San Francisco. In fact in District 5 in the cityjs last election, 18
candidates established a j§candidates collaborative;” which has resulted
in long range neighborhood co-operation. And sometimes, Ms. 3 or Mr. 4
might actually win.

So why do we still have to debate this issue, a year after it won

decisively at the polls. Because Diebeld, which owns the contract on
voting machines for Alameda County, wants two million dollars to write
IRV into their systems here. And in the age of Bush and Schwarzenegger,
the county and the cities are carrying huge deficits. (San Leandro and
Oakland have also approved preferential voting systems) But even if
money were available, Diebold says that it isnjjt going to get around to
working on the problem for another year, which means that IRV will
probably not be ready for the November 2006 city elections, two and a
half years after the passage of Berkeleyij!s initiative.

The problem with Dieboldj|s obstructionism, of course, is that there

isnjit any problem. Instant runoff voting has been solved. San Francisco
does it with great success, and British Columbia is voting about a

variant of IRV next May 17. Computer codes for counting votes IRV-style
are open source. Anyone can copy and use them for free. (If you want to
check out this availability you can contact ;§The Open Voting
Consortium;” at "hitp: ww v .Openy stine.ore” or j§Elections Solutions;™ at

N s nL ) e aimim!x.t_'_n_@'_')

It is possible that Dieboldj}s demand for $2 million constitutes an
actionable breach of contract. When Alameda County first acquired the
present touchscreen computers, the Diebold subsidiary GEMS wrote in
their proposal that, ;§The AccuVote-TS can easily be programmed for
preferential voting.;” Would a jury find that this j§easy;” programming
change was worth two million? Diebold has already had to pay out 2.6
million to Alameda and California to settle a false claims lawsuit.

Diebold;|s ;§pricing policy;” is revealed in this internal e-mail which
found its way into the ;§Baltimore Gazette;” in December 2003: ;§ ;Kthey
(the public) aiready bought the system. At this point they are just

closing the barn door. Letj;s just hope that as a company we are smart
enough to charge out the yin if they try to change the rules now and
legislate voter receipts.j” j§Ken;" (writer of the e-mail) later clarifies

that he meant j§out the yin-yang,;” adding, j§any after-sale changes
should be prohibitively expensive.;”



On April 19 about 70 people were out protesting against Diebold in

front of the Alameda County Office Building near Lake Merritt. None of
the speakers could understand where the two million figure came from.
Kenny Mostern, who headed Berkeleyjs successful campaign for IRV, said
that the Pacifica Radio election, which he also directed, was conducted

by means of preferential voting for $55,000. Rodney Brooks, chief of

staff for County Supervisor Keith Carson, called the $2 million
i8ridiculous.;” The Berkeley City Council, according to Councilmember
Kris Worthington, has hired a consultant, former City Clerk Sherry

Kelly, to shepherd IRV through the county and state bureaucracies.

Now is the time to pressure the five Alameda County Supervisors to act.
Registrar Brad Clark, who was responsible for the original Diebold
connection, and has done nothing to challenge their price estimate, is
leaving Alameda County to go to work with the new Republican secretary
of state. The supervisors could use our input about hiring a new

registrar who will fight to uphold the will of the voters in Berkeley,

San Leandro and Qakland. Keith Carson, whose district includes
Berkeley, is leading the struggle to implement IRV. But the other
supervisors are understandably more immediately concerned with the
countyjls 77 million dollar deficit.

Citizens should contact the supervisors or the IRV in Alameda County
Now! coalition at 665-5457 or "mathie: A lamedacomni inc o emaif.com”

It is still possible for Berkeley to once again be a model of
democratic participation.

Laurence Schechtman is a Berkeley resident.



April 20, 2005 - Contra Costa Times
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Call for instant runoffs carries a hefty price tag
By Guy Ashley

OAKLAND - A growing movement in favor of instant-runoff voting in
Alameda County is being thwarted by the manufacturer of the county's
electronic voting machines, critics charged Tuesday.

At a rally at the county administration building, protesters chided
Diebold Elections Systems, and recent assertions that it will cost up
to $2 million and take at least a year for software upgrades and other
work needed to allow Alameda County's Diebold voting machines to
tabulate instant runoffs.

Critics said the revelations clash with promises made by the
manufacturer at the time Alameda County purchased the electronic
machines for $12 million in 2002.

They brandished copies of bid documents issued before the purchase,
claiming the machines "can easily be programmed" to conduct instant
runoffs.

"Presumably they said that because they wanted to get the contract,"”
said Kriss Worthington, a city councilman in Berkeley, where voters
last year authorized instant runoffs.

Referring to Texas-based Diebold, Worthington added: "But now that we
have several cities pushing for instant-runoff voting, they're singing
a different tune."

Instant runoffs allow voters to rank their choices for elective office
as a way to decide races involving the two top vote-getters without
having to conduct costly special runoff elections. If either of the top
finishers fails to achieve a majority vote, an "instant runoff” is
conducted by counting voters' second- and third-ranked choices.

The concept has gained popularity in recent years as the need for
special elections has grown more frequent and costs have increased.



With cost estimates emerging three years after the county was promised
equipment that could easily be modified, "many feel Diebold is being
disingenuous with us,"” said Rodney Brooks, chief of staff to county
Supervisor Keith Carson.

Diebold spokesman David Bear said Tuesday that he was unaware of the $2
million price tag attached to the upgrades needed in Alameda County,

but agreed that software enhancements and other work would “carry some
costs."

"We continue to work in partnership with Alameda County,"" Bear said.
"But people need to understand that (the required upgrades) can't just
happen over night."

The $2 million cost cited by protesters came from a March letter by
Bradley Clark, Alameda County's registrar of voters, who wrote to the
county's Council of Leagues of Women Voters that "costs associated with
development of software to conduct an Instant Runoff Election could be
up to $2 million."

Clark last week accepted a job with the California Secretary of State's
office, and is working in his Alameda County post only two days a week
as he prepares for the transition. He could not be reached for comment
Tuesday.



April 21, 2005 - Oakland Tribune
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Instant-runoff voting urged for Alameda County
Supervisors hear of system that saves money and enhances participation
By Ian Hoffman

Spurred by the nation's largest experiment in instant-runcff voting in
San Francisco, activists and a handful of local politicians demanded
the latest flavor of democracy for Alameda County voters.

Protesters criticized the county's reluctance to embrace instant-runoff
voting, saying that casting ballots for multiple, ranked candidates
would save money and foster richer, more issue-driven political
campaigns.

But on Tuesday they saved the sharpest ridicule for the county's voting
vendor, Diebold Election Systems Inc.

In 2002, Diebold promised Alameda Countythat its new touch-screen
voting machines, purchased for $12 million, "can easily be programmed
for preferential voting."

But recently Diebold and county elections officials have said new
instant-runoff software for the touch screens will cost $2 million
more.

"It's insulting to us to be told it's going to cost $2 million," said
Kenneth Mostern, who ran a successful campaign in Berkeley to rally
support for instant-runoff voting. Seventy-two percent of voters backed
the measure more than a year ago.

"We passed it, it's the law. It has to be put in place," Mostern told a
cheering audience jA of 45 instant-runoff protesters outside county
offices.

With the county confronting a $92 million deficit this year, county
politicians don't know how they'll pay for instant- runoff voting. But
Keith Carson, president of the county supervisors, is backing the idea.



"Two million dollars is the ridiculous figure that Diebold has quoted,”
said Carson's chief of staff, Rodney Brooks. "I can't think of anything
that's 'easy’ that costs $2 million."

With instant-runoff voting, voters cast ballots for their first, second
and third choices in each race. Backers say the system forces
politicians to broaden their appeal and woo voters beyond their own
factions.

Oakland, for example, is holding a special City Council election to
fill its District 2 seat. In the current {ield of eight candidates, the
winner could claim the seat with as little as 12 percent of the vote.

Green Party candidate Aimee Allison said instant-runoff voting for the
District 2 seat would encourage more people to run and campaign with
other candidates on issues of wide appeal.

"Coalition building is a way that we as a community move forward," she
said.

County elections officials could not be reached for comment Tuesday.
But they've taken a wait-and-see approach, only recently gathering city
clerks to study the issue in a panel that advocates say has been closed
to public attendance.

Supporters say San Francisco's experiment last year was a resounding
success. On the other hand, instant-runoff proponents pressed so
aggressively to implement the system that the county's vendor,
Elections Systems and Software, never performed full testing before the
election. A bad line of code prevented the computer from calculating
the ranked choices beyond 10,000 votes, and new software had to be
written on the fly to get the final tally.

Exit polls showed a majority of voters were pleased with the new
system, however.

Contact Jan Hoffman at "mailto:iboftinan e gngngs spapers coni’,
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Voting officials slam Diebold on instant-runoff system
Company accused of moving too slowly to update machines

By Patrick Hoge

Advocates of instant-runoff voting say Alameda County officials and
Diebold Election Systems are dragging their feet, preventing a majority
winner in a current Oakland City Council mail election and slowing
efforts for instant- runoff voting in Berkeley.

In addition, several dozen election-reform advocates, including some
local government officials, protested outside Alameda County offices in
Oakland on Tuesday against what they said was an attempt by Diebold to
overcharge the county for implementing instant-runoff voting.

"Diebold is holding the county hostage to try to extort money," said
Dave Heller, a co-coordinator of the successful campaign for
instant-runoff voting in Berkeley, where it was approved by voters last
year.

A Diebold official denied that the company was moving slowly or
inflating prices.

"We're certainly not holding any part of this process up," said Steve
Knecht, the company's California sales manager. He said a $2 million
figure to reconfigure the county's election system to allow for instant
runoffs was a rough estimate, and that company officials are doing a
more thorough analysis that should be made public within a few weeks.

Alameda County Registrar Bradley Clark, who wrote a letter March 15
asking Diebold to develop a plan for implementing ranked-choice voting,
said San Francisco spent about the same amount getting its instant-
runoff voting system running in November's election.

Rodney Brooks, chief of staff to Alameda County Supervisor Keith
Carson, called the $2 million figure "ridiculous.” Brooks contended

that the company given the contract for the county's election

equipment, Global Election Systems, had said it could be easily
converted to ranked-choice voting. That firm was purchased by Diebold,
which assumed the contract.



But Knecht countered that Global only told the county that touch
screens could be easily adapted, not the entire system. A conversion
would be complicated because it would require state and federal
certification, but neither state nor federal agencies provide
guidelines for instant-runoff voting.

About a year ago, complaints from Clark about the performance of
Alameda County's Diebold electronic machines led to a state and county
false claims lawsuit that resulted in the Texas-based company paying a
$2.6 million settlement in November.

Advocates say ranked-choice voting avoids costly runoff elections and
makes elections more fair. Under the system, voters rank choices for
the office being decided and if no candidate wins more than 50 percent
of the vote, the lowest vote-getter is eliminated and the votes are
redistributed by rank until someone receives a simple majority of
votes.

In 2000, San Leandro voters approved a measure allowing the use of
instant-runoff voting but recently spent $80,000 on a special runoff
election for a City Counci! district, San Leandro City Councilman Tony
Santos said.

"That money was wasted," said Santos. "It could have been used to pay
for a police officer or something."

Oakland voters in 2002 approved the use of instant-runoff voting to
fill City Council vacancies, and Berkeley voters approved it for all
races in 2004.

Kenneth Mostern, who ran the campaign for the instant-runoff measure in
Berkeley and now runs a private election management firm, said he
recently paid a company $55,000 to create the system that was used in

an election for officers of the KPFA-FM radio station, which has 96,000
voting members.

Berkeley City Councilman Kriss Worthington said the county's failure to
implement instant-runoff voting means that the will of a majority of
voters in the ongoing special election for City Council in Qakland's
District 2 will likely be denied.

"That is a tragedy and an injustice,” Worthington said. "We need to
put increased pressure on Diebold." E- mail Patrick Hoge at

"mailtesnhoae g stchronicle.com”.
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Abstract

What is the Main Cause of the Discrepancies between the Official Election Results and the Exit
Polls?

The exit pollster of record for the 2004 election was the Edison/Mitofsky' consortium. Their natlonal
poll results projected a Kerry victory by 3.0%, whereas the official count had Bush winning by 2.5%.’
Several methods have been used to estimate the probability that the national exit poll results would be as
different as they were from the national popular vote by random chance. These estimates range from 1
in 16.5 million to 1 in 1,240°. No matter how one calculates it, the discrepancy cannot be attributed to
chance.

Edison/Mitofsky disavowed the results of their own poll, saying that the data cannot be construed as
evidence that the official vote count was corrupted, and hypothesized that Kerry voters were more
amenable to completing the poll questionnaire than Bush voters.

However, Edison/Mitofsky's own exit poll data does not support their theory that a higher exit poll
response rate by Kerry voters accounted for the discrepancies between the exit polls and the presidential
election results. Using Edison/Mitofsky’s data tables we demonsirate that the “reluctant Bush responder”
hypothesis is implausible because it is inconsistent with the combination of high response rates and high
discrepancy rates among the precincts with the highest percentage for Bush.

There are Three Primary Explanations for the Discrepancies:

1. Statistical Sampling Error — or Chance
We agree with Edison/Mitofsky that the first possible cause, random statistical sampling error, can be
ruled out.

2. Inaccurate Exit Polls

This is the theory that Edison/Mitofsky put forth. They hypothesize that the reason the exit polls were so
biased towards Kerry was because Bush voters were more reluctant to respond to exit polls than Kerry
vaters. Edison/Mitofsky did not come close to justifying this position, however, even though they have
access fo the raw, unadjusted, precinct-specific data set. The data that Edison/Mitofsky did offer in their
report show how implausible this theory is.

3. Imaccurate Election Results

Edison/Mitofsky did not even consider this hypothesis, and thus made no effort io contradict it. Some of
Edison/Mitofsky's exit poll data may be construed as affirmative evidence for inaccurale election
results. We conclude that the hypothesis that the voters’ intent was not accurately recorded or counted
cannot be ruled out and needs further investigation.

! Edlson Media Research and Mitofsky International

2 p. 20 "Evaluation of Edison/Mitofsky Election System 2004 report by Edison/Mitofsky Jan. 19, 2005
3 See Appendix D for the 1 in 16.5 million calculation based on Edison/Mitofsky "Methods Statement - Nationa! Election
Pool Exit Polls". The pmbablhty 1 in 959, 000 in the aﬁ'adawt in Bill Moss vs. Georgc Bush et a.l OH Case by Ron
Baiman, Ph.D. Economics 111~ sisoopis S - . was based on the
sample size for the nationwide po].l (state polls are dlfferem) gwen by EdlsonfMltofsky on elecnon night. The probability
was later revised to 1 in 455,600 based on a new sample size of 12,219 given by Edison/Mitofsky with a "clustering
adjustment” of 1.3. Even using the most conservative value of 80% to factor for design effect - an estimate of the additional
vartance that would have been missed by clustered sampling as opposed to randem sampling, the probability of this much
discrepancy in the natonal poll is calculated as 1 in 1,240.



Introduction

After last November s presidential election, there were thousands of reports of irregularities.
Reported problems® included:
e voting machine shortages
ballots counted and recounted in secret
lost, discarded, and improperly rejected registration forms and absentee ballots
touch-screen machines that registered “Bush” when voters pressed “Kerry”
precincts in which there were more votes recorded than registered voters
precincts in which the reported participation rate was less than 10%
high rates of “spoiled” ballots and under-votes in which no choice for president was
recorded
e a sworn affidavit by a Florida computer programmer who claims he was hired to
develop a voting program with a “back door” mechanism to undetectably alter vote
tallies

These problems arose in the context of vote recording and counting systems developed, provided, and
maintained primarily by a handful of private vendors with partisan ties, and where nonauditable voting
equipment whlch cannot provide assurance that votes are counted as cast, tallied about 30% of the
national vote’, The crucial question is whether these problems were part of a larger pattern. Were these
issues collectively of sufficient magnitude to reverse the outcome of the election, or were they isolated
incidents, procedurally disturbing but of little overall consequence?

Importance of Exit Polls

Under such circumstances we must rely on indirect evidence - such as exit polls, or analysis of election
result data - as a check of the overall integrity of the official election results. Without auditability or
transparency in our election systems, the role of exit polls as a trigger for further scrutiny is of
paramount importance.

Background

The 2004 exit polls were conducted by Edison Media Research and Mitofsky International
(Edison/Mitofsky, or E/M) on contract with major national press and TV news services, operating
collectively as the National Election Pool. Edison/Mitofsky conduct exit polls in every state plus a
nationwide exit poll. Confidential exit poll data showing John Kerry ahead of George Bush in several
key “battleground states” was disclosed to the general public on the afternoon of November 2,

Immediately following the election, the national exit polls showed that Kerry had won the onpular

4 Reports were recorded by non pamsan orgamzatlons Vote Watch, Vote Protect, and Voters Unite:

. and by the U.S. House Committee on the

Jud1c1a.ry “Preservmg Democmcy W'hat Went Wrong in Ohm" (Ja.nuary 5, 2005)
Su‘non,.l and Baiman, R., “The 2004 presidential Election: Who Won The Popular Vote?

An Exammatlon of the Comparanve Vahduy of E:ut Poll a.nd Vote Count Data™ , January 1, 2005, p. 5-6
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vote by a margin of 3.0%.° However, by the morning of November 3™, the official vote counts showed
Bush defeating Kerry by 2.5% in the popular vote.

This discrepancy between exit polls and the official election results has triggered a controversy which
has yet to be resolved.

Shortly after the exit poll disparity was noted, the Edison/Mitofsky group took the position that their
own projections could not be taken as an indication of error in the official vote count. The theory they
put forward to explain the disparity was that more of the Bush voters had declined to be interviewed
for the exit polls, while more of the Kerry voters had completed the poll questionnaire.’

Immediately after the election, those skeptical of Edison/Mitofsky’s explanation tried to obtain the
precinct-level unadjusted exit poll data to independently test Edison/Mitofsky’s explanation, but the raw
data has not, to this day, been released. In the absence of W data, analyses were done using “screen
captures” of data published to thc Internet on election night®. One such analysis of unadjusted exit poll
data was done by Ron Baiman’. Baiman found that stahstlcaliy significant discrepancies of exit poll
results from reported election outcomes were concentrated in five states, four of which were key
battleground states.

Is this merely a coincidence? How much of a coincidence was it?

Baiman concluded that the probability that these discrepancies would simultaneously occur in just the
most critical states of Ohio, Florida, and Pennsylvania (rather than in any other randomly selected
group of three states), is less than 1/330,000. This analysis agrees with an earlier calculation by
Steven Freeman showing that the probability that random chance accounted for simultaneous exit poll
dlscrepancles in Florida, Pennsylvania and Ohio was well outside of the realm of statistical
plausibility.*°

On January 19, 2005, Edison Media Research and Mitofsky International released a 77-page report
“Evaluation of Edison/Mitofsky Election Systemn 2004". The Edison/Mitofsky report acknowledged
widespread discrepancies between their exit polls and official counts, admitted that the differences
were far greater than can be explained by sampling error, and asserted that this disparity was “most
likely due to Kerry voters participating in the exit polls at a higher rate than Bush voters” (p. 3).

® p. 20,"Evaluation of Edison/Mitofsky Election System 2004" prepared by Edison Media Research and Mitofsky
International for the National Election Pool (NEP) Jan. 19, 2005
7 Election survey analysts ordinarily assume that official election results are the objective standard against which their own
findings must be weighed, and perhaps found wanting. Edison/Mitofsky’s willingness to find fault with their own methods
and results is consistent with professional norms and practices.
§ See Appendix B

® Affidavit in Bill Moss vs. George Bush et al. Ohio Case by Ron Paul Baiman, Ph.D. Economics, posted at
http//electionarchive.org
1 Freeman, S.F., “The Unexplained Exit Poll Discrepancy” A Research Report from the University of Permsylvania,
Graduate Division, School of Arts & Sciences, Center for Organizational Dynamics. December 29, 2004

R o o



Did Edison/Mitofsky's January 19" report support their assertion that Bush voters were more reluctant
to participate in exit poll surveys than Kerry voters? Did their analysis confirm the “Reluctant Bush
Responder” hypothesis?

ANALYSIS

I. Explanation #0ne - Random Error

Definition of WPE: "Within Precinct Error" is the average of the difference between the percentage
margin between the leading candidates in the exit poll and the actual vote for all sample precincts in a
state. The sign of the WPE gives the direction of the error. A negative number means that the exit polls
were more favorable to Kerry than the actual election results, while a positive number means the exit
polls were more favorable to Bush than the actual election results. WPE can be roughly thought of as
the percentage discrepancy between election results and exit poll results within sampled precincts.

Edison/Mitofsky WPE (within precinct error) scores for difference between the election results
and exit polls by state are clearly skewed:

Differance between Exit Polls and Official Results
by state
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Seven of fifty states have standardized values less than —2.7, meaning that each of them had less than
1% probability of having the reported difference between exit polls and election results occurring by
chance. The probability of seven values being less than -2.7, approximated via standard normal
distribution probabilities is 0.0035**7. For the t-distribution with 40 degrees of freedom, a more
conservative value is 0.005%*7. A full comparison of the exit polls with the null distribution (blue
curve) via a Shapiro-Wilk test yields a probability that is microscopically small that such exit poll
discrepancies could occur by chance.

Aside from three outlier states (on the left) the data appear to be normally distributed with the mean



shifted 1.0 standard deviations toward Kerry. The data without these three passes the Shapiro-Wilk
test for normality (p=.4), with a shifted mean.

We agree with Edison/Mitofsky, as stated in their report, that random chance as a possible explanation
for discrepancies between exit polls and official election results can be dismissed.

Having eliminated random chance as a cause of the discrepancies between election and exit poll results,
two hypotheses remain to explore: Exit polls were subject to a consistent bias or the official vote
count was corrupted.

II. Explanation #Two - Exit Poll Error
A. Exit Poll Science

Exit polling is a well-developed science, informed by half a century of experience and continually
improving methodology''. Edison/Mitofsky samples voters for a nationwide exit poll as well as for
each state's exit poll.

Best Practices Exit Poll Methodology involves three steps:

I Choose a set of representative precincts that mirrors the state as a whole in demography and
historic voting patterns. ("out of precinct” sampling)

2 Randomly select and interview voters from those precincts for polling as they leave the polling
place. ("within precinct” sampling)

3. Algebraically weight to correct for the observed demographic composition of the sample. For
example, re-balance by race and gender in this process lo assure a representative sampling of
the state.

Were the Right Precincts Sampled?

To confirm that steps number 1 and 3 were done correctly, official vote tallies from the sampled
precincts were substituted by Edison/Mitofsky for exit poll results in their weighting formulas, to
see if the results would correctly “predict” statewide voting patterns. This procedure (E/M pp. 28-30)
confirms that steps number 1 and 3 worked well. The selected precincts accurately predicted the results
in their respective states, with only a small observed bias (0.3%) which was actually in the opposite
direction to the bias that resulted when exit poll numbers were used.

Were Voters Randomly Selected and Interviewed?

Problems with step number 2, improper selection of voters, can cause within-precinct error (WPE'%).
Edison/Mitofsky seek to explain the overall disparity between exit polls and official election results in

"' Polling and presidential Election Coverage, Lavrakas, Paul J, and Holley, Jack K., eds., Newbury Park, CA: Sage; pp.
83-99.

12 See prior definition of WPE on p. 7 in this docurnent.



terms of WPE. They calculate that the required shift toward Kerry in the exit polls must have been
6.5%. They note that this number is greater than any WPE from past presidential elections going back
more than 20 years, to a time when polling science was less sophisticated and less reliable than at
present. They also note that this 6.5% WPE stands out in comparison to an average 1.9% WPE from
2004 state primaries exit polls.

Adjusting the Exit Polls using Reported Election Results

The E/M report claims that all of the error is "within precinct error (WPE)" because using reported
precinct level election results with a "Sample Precinct Model" (SPM) gives close to reported results
(p. 28-30). But this does not necessarily follow because the SPM may use reported election results (p.
9), and may be adjusting the weights over time based on these reported results. This implies that
computations with these new weights may not be fully "unadjusted” predictive exit poll estimates.

To the extent that SPM adjustments are based on reported election results, exit poll discrepancies
derived from weights that "have not been adjusted” may be out of precinct. This leaves open the
possibility that “central office mis-tabulation”, and/or “discriminatory voter suppression”, that are not
taken into account when using precinct weights that are derived from past voter participation rates to
calculate state level exit poll results, could explain part of the discrepancy. Access to the raw precinct
level data and weights used to calculate final unadjusted state level exit polls, is necessary to
investigate this hypothesis.

The "Reluctant Bush Responder” (rBr) hypothesis
The E/M report, however, explains the WPE with the following statement (p. 31):

“While we canno! measure the response rate by Kerry and Bush voters, hypothetical response
rates of 56% among Kerry voters and 50% among Bush voters overall would account for the
entire Within Precinct Error that we observed in 2004."

This, apparently, is the basis for their statement in the Executive Summary (p. 4), “It is difficult to
pinpoint precisely the reasons that, in general, Kemry voters were more likely to participate in the exit
polls than Bush voters.”

No data in the E/M report supports the hypothesis that Kerry voters were more likely than Bush voters
to cooperate with pollsters and, in fact, the data provided by E/M suggests that the opposite may have
been true.



Table 1: Partisanship Precinet Data given In the Edison/Mitofsky Report (pp. 36, 37)
medlan
Partsamapcproinetty | o™ | Toatpot | WP | mesponss |Relueel | Mee
recincts | dlscrapancy discrepancy Rate
80< Kerry <=100% (< Bush <=20% S0 0.3% -0.4% 53% 35% | 12% |
60< Kerry <=80% 20< Bush <=40% 165 -5.9% -5.5% 55% 33% 12%
40< Kerry <=60% 40< Bush <=60% 540 -8.5% -8.3% 52% 37% 11%
20< Kerry <=40% 60< Bush <=80% 415 -6.1% £.1% 55% 35% 10%
0< Kerry <=20% 80< Bush <=100% 40 -10.0% -5.8% 56% 33% 11%

The following analysis by US Count Votes is based on the data in the above Table I which is provided
in the Edison/Mitofsky report. We will use it to show that it is not plausible that the “Reluctant Bush
Responder” hypothesis explains the exit poll discrepancy in the November 2004 presidential election.

B. Exit Poll Discrepancies Rise with Concentration of Bush Voters

The reluctant Bush responder hypothesis would lead one to expect a higher non-response rate where
there are many more Bush voters, yet Edison/Mitofsky’s data shows that, in fact, the response rate is
slightly higher in precincts where Bush drew >80% of the vote (High Rep) than in those where Kerry
drew >80% of the vote (High Dem).

Response to Exit Polls slightly Higher
in Republican precincts
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The chart above was constructed from data within the E/M report (p. 37). This data bears directly on
the plausibility of the report’s central hypothesis, and it goes in the wrong direction. In precincts
with higher numbers of Bush voters, response rates were slightly higher than in precincts with higher
number of Kerry voters.



Precincts in which Bush supporters were dominant actually completed the poll questionnaire at a rate
higher than precincts in which Kerry dominated. This fact undermines the report’s central premise
that Kerry supporters were more likely than Bush supporters to participate in the exit poli.

“Reluctant Bush Responder in Mixed Political Company” (rBrmpc) hypothesis

Yet it is not conclusive proof that the E/M hypothesis is wrong, because some have hypothesized that
Bush supporters were more diffident about expressing their views in mixed political company than
Kerry supporters.

It has been suggested that the Bush supporters participated at high rates in precincts where they were
surrounded by other Bush supporters, while Bush supporters in predominantly-Kerry precincts were .
more reticent than their counterpart Kerry supporters voting in predominantly Bush precincts. This
“reluctant Bush exit poll participant in predominantly Kerry precincts" hypothesis is also inconsistent
with the E/M data.

If the polls were faulty because Bush voters were shy in the presence of Kerry voters and less likely to
cooperate with pollsters, then the polls should be most accurate in those precincts where Bush voters
were in the overwhelming majority and where exit poll participation was also at its maximum.

Exit Poll Discrepancy Rises
with % of Bush Voters
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‘What we find is just the opposite: in fact, the mean exit poll discrepancy was dramatically higher in
Bush strongholds than in Kerry strongholds (-10.0 versus 0.3). In precincts with 80-100% Bush
voters, where exit poll participation reached its highest level (56%), there was a full 10% mean
difference between official vote tallies and the exit poll results.



Alternate hypothesis: “Bush Strongholds have more Vote-Count Corruaption” (Bsvcc)

An altemative hypothesis that is more consistent with the data is that corruption of the official vote
count occurred most freely in districts that were overwhelmingly Bush strongholds.

If Edison/Mitofsky would release the detailed results of their poll to the public then much more could
be said about this hypothesis, and the suspicious precincts could be identified. If E/M does not release
its list of sampled precincts, US Count Votes believes it will still be possible to rigorously test the
hypothesis that the vote counts were corrupted by assembling and analyzing a precinct-level
nationwide database containing detailed election results, voting equipment information and
demographic data.

Higher exit poll response rates and higher exit poll discrepancies occurred in Bush strongholds.
E/M’s own data contradict both the rBr and the rBrmpc hypotheses and support the Bsvce hypothesis.

C. Implausible Exit Poll Participation Patterns Are Needed to Satisfy E/M’s data,

The Edison/Mitofsky Report states:

"Our investigation of the differences between the exit poll estimates and the actual vote count point
{o one primary reason: in a number of precincts a higher than average Within Precinct Error
(WPE) most likely due to Kerry voters participating in the exit polls at a higher rate than Bush
voters.” (Page 3)

It is mathematically possible to construct a set of response patterns for Bush and Kerry voters while
faithfully reproducing all of Edison/Mitofsky’s “Partisanship Precinct Data” given in Table 1.
(Appendix A)

The following Table 2 shows the required calculated Bush and Kerry response rates if we assume 90%
Bush voters in 80 - 100% Bush precincts, 70% average Bush voters in 60-80% Bush precincts, and so
forth.

Assumed %
Table 2: Calculetad Required Bush & Kerry Responsa Rates using |of Kerry/Bush Required
midpolnts of precinct Intervals as the assumed Bush/Kerry voter voters in Reeponse Ratas
percentages in partisan precinets. partisan for entire sampls
precincts
Partisanship of Pr;:l;cithbased on Election mean WPE Ra::::se Bush| Kerry | Bush Kerry
0< Bush <=20% 80« Kerry <=100% 0.3% 53%] 10%]| 90%] 53.8% 52.9%
20< Bush <=40% 60« Kemy <=80% -5.9% 55%) 30%| 7TO0%| 49.6% 57.3%
40< Bush <=60% 40« Kerry <=60% -8.5% 52%| 50%| 50%| 47.6% 56.4%
60< Bush <=80% 20< Karry <=40% 6.1% 55%) 70%| 30%| 526% 60.6%
B0< Bush <=100% 0< Kermry <=20% -10.0% 56%F 90%| 10%| 529% B4.0%

The visual chart is below.
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Chart based on Table 2 above

Notice, that to reconcile the “Edison/Mitofsky Partisanship Precinct” data (Table 2) three oddities
must occur:

1. There must have been a very large spread of response rates of 31% for Kerry supporters from a
low of 52.9% to a high of 84% - that is five fimes greater than the spread among Bush
supporters of only 6%, from a low of 47.6% to a high of 53.8%.

2. Kerry voters must have responded their highest of 84% in Bush strongholds, while responding
least, 53%, in Kerry strongholds.

3. The difference in response rates between Bush and Kerry voters must be over 30% in Bush
strongholds, much higher than the 6% overall response rate difference suggested by
Edison/Mitofsky and much higher than the WPE.

This data contradicts previous experience and observations of this election that voters finding
themselves in the minority in a local venue (and particularly a dwarfed minority) tend to be /ess
willing to respond to exit poll interviewers, not more as this data requires. Certainly we would not
expect the Kermry voter response rate to soar to over 84% in precincts where Bush voters outnumber
them by at least four-to-one. Conversely, we would not expect the Kerry voter response rate to be at
its lowest (53%) in precincts where Kerry voters were most numerous.

One might reasonably ask if such oddities persist when employing other assumptions of the percentage
of Bush and Kerry voters in each partisan precinct grouping. The answer is "Yes" as we show in
Appendix A.

The required pattern of exit poll participation by Kerry and Bush volers lo satisfy the E/M exit poll
data defies empirical experience and common sense under any assumed scenario.



Implausible Patterns of Exit Poll Participation as a Proportion of Those Asked to Take the Polls
Are Needed to Satisfy E/M's data.

In the prior section, we computed the response rates as a proportion of those in the sample who
completed the exit poll - not the proportion of those who were actually invited to respond. Now we
calculate the Kerry and Bush voter response rates as a proportion of those actually asked to complete
the exit poll.

A voter was “missed” if he or she could not be approached, perhaps when a cluster emerges from the
voting area together and only a limited few can be approached. Edison/Mitofsky define the “miss
rate” as the percentage of those voters who should have been interviewed according to the selection
rule, but were not', In each precinct partisanship grouping:

Miss Rate + Completion/Response Rate + Refusal Rate = 100%.

It is reasonable to assume that voters were missed more or less at random so we can assume that the
miss rates are roughly the same for Bush and Kerry supporters. The fact that the miss rate is constant
across precinct types while the refusal and response rates are not (according to the Edison/Mitofsky
explanation) suggests that the miss rate cannot be highly correlated with the refusal or response rates.

Kerry and Bush response rates calculated as a proportion of those who were asked to take the polls are
similarly implausible.
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Chart based on Appendix A: Table 3 - includes adjustment for “miss rate”

The above chart uses the normal curve to select likely Kerry and Bush voter ratios within partisan
precinct groupings. The range in the calculated required response rate among Kerry voters of 27% is
over three times that of the range in response of 7.46% of Bush voters! The differences in response
rates between Bush and Kermry voters in any partisan group having significant mean WPEs, are greater
than the 6% overall, and are also greater than the mean WPEs for each partisan group.'*

'3 Exit poll selection rules instruct exit poll field staff to, for example, “interview every 10® voter”.
!4 See Appendix A



E/M's exit poll data not only requires a “reluctant Bush responder” syndrome, it also requires a "high
range of Kerry voters response rates that varies far more than Bush voters' plus a "Kerry voters
respond most in Bush strongholds” theory.

Once again, there is an implausible set of required response rates for Kerry and Bush supporters
given the Edison/Mitofsky precinct partisanship data in Table 1.

Very Implausible Patterns of Exit Poll Participation Are Required to Satisfy E/M's data in 80-
100% Bush Precincts.

One clue in the E/M data offers insight into a possibie cause of the discrepancies they report: The
Mean vs. the Median in Bush Strongholds

In 80-100% Bush strongholds the Median WPE of -5.9% is very different from the Mean WPE of -
10.0%. This suggests that the mean in these Bush strongholds was pulled up by a small number of
precincts with extremely high WPEs. For this to occur there must have been some precincts in which
the WPE was very negative and the exit poll estimated a much bigger vote for Kerry than the election
results recorded. Because the median WPE is -5.8%, we know that in half these precincts the error
was less than -5.8%. Therefore, the WPE discrepancy in half of the data must conservatively be
estimated to be at least average -14.2% WPE",

The following table shows the required response rates calculated for these “high-Bush” precincts.

Assumed %
of Kerry/Bush| Required
votars in Response Rates

Required Responsa
Rates of voters who
were asked to take

Tahle 5: Sampla Calculated Required Bush & Kerry Response Rates In
Bush strongholds sampled which had over -14.2% WPE dlscrepancies

partisan for entiee sample
precincts the exit poll
Response
Partisanship of Precinct basad on Electlon | maan WPE Rate Bush| Kerry | Bush Kerry Bush Karry
Results E R b k B K B K
B80< Bush <=100% 0= Kemy <=20% -14.2% 58%| 91% 9%| 51.63%] 100.10%] 58.7% 113.8%
80< Bush <=100% O« Kemy <=20% -14.2% 58%| 88%| 12%] 51.48%| B89.13%| 58.5% 101.3%
80< Bush <=100% 0« Kemy <=20% -14,2% 56%| 86%] 14%) 51.38%| 84.40%| 57.7% 84.8%
80< Bush <=100% 0= Kemy «<=20% -14.2% 56%| 03%] 17%] 51.21%] 79.39%| 56.9% 88.2%
80< Bush <=100% < Kamry <=20% -14.2% 56%] 81%] 19%| 51.09%| 76.93%| 57.4% 86.4%

In these "high-Bush” stronghold precincts for which the exit polls must have under-estimated the
margin between Bush and Kerry by at least 14.2%, the minimum Kerry supporter response rates under
these very conservative mathematical estimates would be higher than 86% of those who were asked to
take the poll. The comresponding Bush supporter response rate would be only 57.4% - a huge gap of
29% that is totally at odds with empirical experience. The difference in response rates for Bush and
Kerry voters conservatively must exceed 25% and is in all cases much higher than the WPEs.

13 There were 40 precincts with mean error of -10.0% which gives a total error sum of -400; -5.8% as a median divides the
precincts into two sets of 20; assume the top half error is the highest possible (20 x -5.8% = -116); this leaves -284 for the

bottom half; -284/20 = -14.2%. Clearly there were some highly skewed precincts in the Bush strongholds, although the 20
precincts (in a sample of 1250) represent only about 1.6% of the total.



Edison/Mitofsky’s data may be better explained by the hypothesis that vote-counting anomalies
occurred disproportionately in “high-Bush” precincts. To help test this hypothests, in the absence of
E/M’s raw data, US Count Votes is planning an in-depth statistical analysis of precincts with high
Bush and high Kerry vote totals once our new nationwide precinct-level vote database is complete,

When Edison/Mitofsky s explanation is checked against their own data using conservative
assumptions, it requires highly suspect Kerry voter exit poll behaviors in "high-Bush" precincts.

Even When Using Assumptions that Minimize the Differences between Bush and Kerry
Response Rates, Participation Patterns Remain Implausible.

In the absence of Edison/Mitofsky's raw data, our calculations in Section C above were based on
several different estimates of the mean official vote tally (percentage of Bush and Kerry voters) in
each partisan class of sample precincts. It is reasonable to check to see whether there is any assumed
mean value of the official vote counts that minimize the inexplicable differences between Bush and
Kerry response rates cited above. Qur calculations in Appendix A, Table 4 minimize the differences
but in doing so it requires:

1. Response rates of Kerry and Bush voters that both vary widely by partisanship of precincts. The
spread of response rates for Kerry and Bush voters must be 18% and 14% respectively.

2. Response rates of Kerry and Bush voters that both are at their highest in strongholds of the
opposing candidate!
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Chart based on Appendix A: Table 4

In order to make the Bush voter exit poll response pattern correspond to the Kerry voter exit poll
response pattern, we had to reduce the proportion of Bush supporters in each type of precinct to the
bare minimurn,



Very surprising patterns of partisan response rates to exit polls are required by both Kerry and Bush
volers when we select values o minimize the differences between Bush and Kerry voters' exit poll
response rales.

In sum, there are no values of proportions of Bush and Kerry voters which can be chosen that would
result in plausible response rate patterns, and that satisfy the exit poll data given by E/M.

D. The Same Exit Polls More Accurately Projected the Senate Races

The Senate and presidential races were both questions on a single exit poll survey. If Bush supporters
were refusing to fill out this survey as hypothesized, the accuracy of the exit poll should have been just
as poor in the Senate races as it was in the presidential race. The presidentiai and Senate poll results
derive from exactly the same responders.

In 32 states, Senate elections took place on the same ballot with the presidential race. The exit polls
were more accurate for Senate races than for the presidential race, including states where a Republican
senator eventually won (pages 19-24).

| The Senate polls were significantly more accurate: paired t-test, t(30) = -2.48, p < .02, if outlier North
Dakota is excluded. Therefore the Mitofsky/Edison hypothesis of reluctant Bush poll responders is
irrelevant to explain the discrepancies between the exit poll and election results in the presidential
race.

This difference between the accuracy of the Senate and presidential exit poll is puzzling. Historic data
as well as the exit polls themselves indicate that the ticket-splitting rate is low. It is reasonable to
expect that the same voters who voted for Kerry were also the mainstay of support for the Democratic
candidates in the Senate.

Why should polls based on these same participants be more accurate in predicting Senate results than
in predicting the presidential vote? In the absence of raw, unadjusted precinct level exit poll data, this
question may best be answered by comparative analysis of official precinct-level presidential vote
tallies with tallies from Senate and other races. Patterns of anomalies in vote counting in US Senate
races should also be searched for, and investigated if found.

There is no logic to account for non-responders or missed voters when discussing the difference in the
accuracy of results for the Senate versus the presidential races in the same exit poll.



E. Other Possible Reasons for Exit Poll Bias

Traugott, Highton, and Brady in their study of the exit polls“5 juxtaposed their discussion of the
discrepancies between election and exit poll results in the presidential race with their discussion of
other causes for WPE (within precinct errors) which were discussed in E/M's report (pp. 37-46), thus
implying that these explained the exit poll discrepancies in the presidential race.

While this data is useful for E/M in planning future polls, but it is almost certainly irrelevant to the
2004 exit poll discrepancy. Here is a table of the highest and "lowest" WPEs for each factor given by

E/M.
Table 6: CGther Factors with influence amount of WPE (within precinct error)
Other Factors Related to WPE Lowest overall mean WPE Highest mean WPE
1 | distance from polling location -5.3 (within the poll location) | -12.3
2 | possible to approach every voter? -6.0 (ves) -8.0 (no)
3 | cooperative precinct officials -0.4 (yes) -8.0 (no)
4 | cooperative voters -6.2 (ves) -10.2 (no)
5 | outside interference with interviewing -5.5 (no) -6.6 (yes)
6 | population size of town or city -3.6 {rural) -8.1
7 | voting equipment -2.2 (paper ballot) -10.6
8 | weather affected interviews? 6.2 (no) -7.3 (yes)
9 | number of precincts per poll. location -6.3 (1) -13.6 (4 or more)
10 | precinct in a swing state? -6.1 (no) -7.9 (yes)

First, we notice that even the lowest mean WPE errors for most factors are very high, even in the best
of circumstances. We can therefore eliminate most of the above factors from consideration, leaving
only population size of town or city, and voting equipment to consider.

Error increases with distance
between exit pollster and polling place
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For an example of why we can easily eliminate these factors, let us take "distance from polling place”.
The number of precincts where the pollsters were placed far from the polling station was small. The
discrepancies that E/M seek to explain are already fully present even in the precincts where pollsters
were optimally placed. Most of this bias is apparent even in the 75% of precincts where the pollster
was allowed to conduct his survey just outside or within the building.

Hand counted paper ballots were used primarily in rural districts in only 3% of sampled precincts
altogether, so had very little effect on the overall discrepancies. All voting methods produced higher
mean WPEs in urban areas with over 50,000 population.

Rural areas constituted 24% of precincts sampled. All other "population size" precinct groups had
mean WPE of at least -5.0, with the highest mean WPE of -7.9 in suburbs which constituted 39% of
precincts.

No other factors relating to WPE (within precinct error) were given in the Edison/Mitofsky report that
would explain the systematic discrepancies between the election results and the exit poll resuits in the
presidential race.

II1. Explanation #Three - Inaccurate Election Results

If the discrepancies between exit poll and election results cannot be explained by random sampling
error; the “Reluctant Bush Responder” hypothesis is inconsistent with the data; and other exit polling
errors are insufficient to explain the large exit polling discrepancies, then the only remaining
explanation — that the official vote count was corrupted — must be seriously considered.

Edison/ Mitofsky say in their Executive Summary (p. 3), “Exit polls do not support allegations of
fraud ...” but they do not seriously consider the hypothesis of election fraud. Instead, E/M use
the word “error” consistently to analyze potential problems with the exit polls, always assuming the
correctness of the election results without providing supporting evidence for that assumption.

The E/M exit poll report shows differences in WPE for different types of voting equipment (p. 40).
Precincts with paper ballots, used primarily in rural precincts, showed a median WPE of -0.9,
consistent with chance, while all other technologies were associated with unexplained high WPE
discrepancies between election and exit poll results:

Table 7: Median WPE by voting equipment

Type of equipment used at Median WPE
polling place Overall
Paper ballot -0.9
Mechanical voting machine -10.3
Touch screen -7.0
Punch cards -7.3
QOptical scan -5.5

There is the possibility that errors for all four automated voting systems could derive from errors in



the election results. Regrettably, Edison/Mitofsky fail to specify P-values, significance levels, or the
statistical method by which they arrived at their conclusion that voting machine type is not related to
WPE, and their breakdown for voting equipment ignores whether results are tallied in the precinct or
at a central location. Further, they do not provide the raw data by which one might evaluate that
conclusion. The Edison/Mitofsky report does not report having done an ANOVA of voting machine
type that might confirm their claim that there is no difference between precincts using different
voting machines.

A limited study of New Mexico's detailed precinct level vote type election results showed that
pushbutton digital recording electronic (DRE) voting machines in New Mexico produced
significantly higher rates of under-votes in the presidential race in election day voting, than did
New Mexico's optical scan voting machines.”” Similar andits of other states’ election results are
needed.

The many anecdotal reports of voting irregularities’® create a context in which the possibility that
the overall vote count was substantially corrupted must be taken seriously. The hypothesis that the
discrepancy between the exit polls and election results is due to errors in the official election tally
remains a coherent theory.

IV. Misleading Use of Adjusted Exit Poll Data

The important distinctions between "weighting” and "adjusting” exit poll data must be made in our
analysis.

“Weighting” involves comparison of raw exit poll data with known or consistently estimated
parameters such as race and gender breakdown of the electorate. The raw data is weighted to better
conform to the demographic composition of the electorate, and there is general agreement that such
weighting, or “stratification,” produces greater accuracy in the exit poll results by diminishing the
effects of both sampling error and skewing (e.g., differential response levels by race or gender or age
group).

“Adjusting”, “re-weighting,” “renormalization,” or “forcing” of exit poll data is also a weighting
process but one which involves the use of tabulated vote counts, to which the already demographically
weighted exit poll results are brought into congruence. Once the polls have closed and tabulated
results become available, first at the precinct and then at the county level, Edison/Mitofsky's exit poll
results are adjusted to mirror these tabulated results. Thus, it has been stated, “What you would get
after the election are preference [i.e., exit poll] numbers forced to the election result.”'? Such
adjustment of exit polls results to congruence with incoming tabulated election results did indeed take
place late on election night 2004, and was posted to media websites during the hour or so after

17 http://electionarchive.org/ucvAnalysis/NM/NMAnalysis_EL_JM.pdf

18 Elecnon lncldent Reporung Systern (EIRS)
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approximately 12:24 a.m. on November 3, 2004. These adjusted results remain posted, as of this
writing,”’ The demographically weighted results available prior to this adjustment will be referred to
as “unadjusted.”

Many have questioned whether this process was in itself sinister, designed to conceal troubling
questions about vote counting in Election 2004 as revealed by the unadjusted exit poll results. The
answer is almost certainly no. And yet the effect of the process was at the very least confusing and
served to blunt public awareness of the dramatic exit poll-vote count discrepancies during the critical
period immediately following the election.

While we acknowledge that slight adjustment may legitimately be made to exit polls using the
reported election results, so that the results can be used to assess the demographics and opinions
underlying the reported voter shares in a consistent fashion, the justification for doing so rests entirely
on the assumption that the reported election results are in fact accurate, as reflected by a small and
undramatic discrepancy between exit poll results and vote counts. In order for the exit poll results in
2004 to be used in this manner they had to be substantially, in fact dramatically, adjusted. Such
substantial discrepancies and the need for such dramatic adjustment raised a bright red flag.
Edison/Mitofsky ignored this red flag and simply substituted the adjusted data set, which has been
generally employed without acknowledgement.

This practice continues in Edison/Mitofsky’s report. The National Exit Poll (NEP) data given on pp.
60-61 and again on p. 65 was adjusted to correspond to the official vote count. This adjusted data
continues to be highly misleading. For example, Adam Nagourney wrltmg in The New York Times®!
apparently unknowingly used this adjusted report data to make the major, and erroneous, point that for
the first time the Republican share of the electorate equaled the Democratic (37%-37%). The actual
unadjusted exit poll data showed a Democratic share of 38% to Republican 35%. Promulgating
multiple and not clearly delineated data sets raises the level of general confusion and detracts from the
credibility of the salient data sets and results.

Fortunately a demographically weighted, unadjusted data set has been available for analysis since
November 3, 2004. (See Appendix B.) CNN screen shots of exit poll data were downloaded by
Jonathan Simon and others from 12:17 to 12:24 AM ET on Nov. 3, 2004.7 It is an open question
whether, in the absence of this somewhat fortuitous data capture, either the vote counts themselives or
the exit poll results adjusted to mirror them would have been called into question, and whether any of
the unadjusted data sets would have come to light. To the best of our knowledge the Simon screen
shots— that are marked as having been updated from 12:17 to 12:24 AM ET and referred to as the
“Simon data”**—reflect the final demographically weighted exit poll data available before these data

msw.cg.'_-:_-__v R T T O I e R NI B S I L '; this is the page for
Connect:cut for other states, substitute r.he appmpnate state abbrewatlon for “CT" in the url above
New York Times, January 24, 2005

2 Copies of these screen shots are posted at: » RN EA . This unadjusted data remained posted to web sites
suchas . L' : at that late hour reportedly (and u‘omcally) as a result of a computer problem with a server at
Edlson

For a summary of the Simon data see "Exit Poll Predlcnon“ mlumn p 36-38 of Baiman, Ron affidavit at
N AT SRR TN e . It shouid be noted that Simon was unable to
captu.re u.nadjusted dala for four stat.es (NJ NY NC and VA) For Ihe states of Connecticut, Florida, and Qhio, Simon was
captured both unadjusted and adjusted results, all of which show major exit poll adjustments in favor of Bush. In the state
on Connecticut, for example, the results changed from 57.7% Kerry/40.9% Bush in the 12:22 2. m. update to 54.7%



were adjusted to conform to the reported election resuits. Although the E/M report does not
acknowledge or explain these CNN screen shots ¢r the data set derived from them, this Simon data
corresponds g}osely with the data sets referred to as “call 3” data and presented by E/M in their report
on pp. 21-22°,

E/M employs this “call-3" data set for the presidential election once in their report (table pp. 21-22)
and then abandons it entirely, substituting without acknowledgement, the adjusted data set, and thus
perpetuating the confusion and misleading impressions created by their original conversion to the
adjusted data on the morning of November 3, 2004. We see no constructive reason for E/M's practice
in this regard.

It is reasonable to ask Edison/Mitofsky to make publicly available the raw precinct level data and
weights used to calculate both their “ call-3 "and "Simon" data sets, and explain to the public its
selective avoidance of these data sets in their repori.

Kerry/44 4% Bush in the 12:53 a m. update, while the number of respondents remained constant at 872. The Labulated
results were 54.7% Kerry/44.4% Bush, exactly matching the adjusted poll results.

¥ Although the Simon data and call 3 data do not match exactly, in nearly all cases the discrepancies are very minor
(within a few tenths of a percentage point, within the bounds of rounding error) and there is no stetistically significant
pattern of overstatement or understatement. Either the Simon data or the call-3 data may be used wilhout changing the
thrust of our analysis that there exists a pattern of statistically significant discrepancy between the exit poll results and vate
counts,



Summary

There is already a strong case that there were significant irregularities in the presidentia] vote count
from the 2004 electlon Neverthcless, critics are asking for firmer proof before going forward with a
thorough investigation”. We feel strongly that this is the wrong standard. One cannot have proof
before an investigation.

In fact, the burden of proof should be to show that the election process is accurate and fair. The
integrity of the American electoral system can and should be beyond reproach. Citizens in the world’s
oldest and greatest democracy should be provided every assurance that the mechanisms they have put
in place to count our votes are fair and accurate. The legitimacy of our elected leaders depends upon
it,

Well-documented security vulnerabilities and accuracy issues have affected voting equipment as far
back as the late 19605, and history shows that parnsan electlon officials have long possessed the
power to suppress and otherwise distort the vote counts?’. The recent and ongoing proliferation of
sophisticated computerized vote recording and tallying eqmpr:nent2 much of it unverifiable and hence
"faith-based", dramatically augments the opportunities for wholesale and outcome-determinative
distortions of the vote counting process. That the lion's share of this equipment is developed,
provided, and serviced by partisan private corporations only amplifies these serious concerns. The fact
that, in the 2004 election, all voting equipment technologies except paper ballots were associated with
large unexplained exit poll discrepancies all favoring the same party certainly warrants further inguiry.

The absence of any statistically-plausible explanation for the discrepancy between Edison/Mitofsky's
exit poll data and the official presidential vote tally is an unanswered question of vital national
importance that demands a thorough and unflinching investigation.

US Count Votes is a Utah non-profit corporation. Its gogl is to provide nationwlde, impartial statistical auditing
services to help ensure the accuracy of future elections. US Count Votes is sponsoring the "National Election Data
Archive" project in order to collect detalled election data and, prior to November 2006, develop statistical methods
to audit elections results data and provide statistical evidence of vote tabulation errors immediately following any
US election.

See for example i oncbonassroads o P i e
% Harris, B. "Black Box Voting: Ballot Tampenng in r.he 21'1 Cenmry (T allon Publlshmg, March, 2004): Chapter 2, "Can
We Trust These Machines?™ i wav o mor i s oue e - contains an extensive list of primary
source citations
7 See for example . Siocteicin A PR LR B [

%8 In November 2004 mccha.mca.l vote tallymg systems easily tampcrcd w1r.h locally, 2150 continue to be used and show
high mean WPEs for precincts using them, according to Edison/Mitofsky's report.



Appendix A: Voter Response Rate Calculations

Calculated Kerry and Bush voters response rates required to reconcile Edison/Mitofsky’s Partisanship
Precinct data as given in Table 1.

We assume that there are no significant differences in precinct size between the various precinct
groupings by partisanship. For any assumed percentage of Bush and Kerry voters within any
partisanship precinct group, there exist equations where the unknowns are "the response rate for Bush
voters” and "the response rate of Kerry voters” that have a single solution.
For Each Partisan Precinct Grouping we let:

K = Kerry voter response rate that we want to solve for (out of the sample)

B = Bush voter response rate that we want to solve for (out of the sample)

k = % of Kerry voters in the precinct grouping that we assume for the calculation

b =% of Bush voters in the precinct grouping that we assume for the calculation

R = overall response rate given by E/M within each precinct grouping

n = the number of voters in each precinct grouping

E = the mean WPE error given by E/M for that precinct grouping
m = the miss rate given by E'M

Calculation of Bush and Kerry response rates as a proportion of the sample:

kn = number of Kerry voters in the precinct grouping

bn = number of Bush voters in the precinct grouping

knK = number of Kerry voters in the sample who responded to exit polls

bnB = pumber of Bush voters in the sample who responded to the exit polls

Rn = Total number of voters who completed the exit poll in the precinct grouping

(number of Kerry voters) / (total number of voters) = ratio of Kerry voters who responded to polls
k - .5E =ratio of Kerry voters who responded to exit polls according to the WPE discrepancy

b + .5E =ratio of Bush voters who responded to exit polls according to the WPE discrepancy

Note also that k+b=100% and kK +bB=R

So, putting it altogether -



(nkK)/ (Rn) =k - .5E and (nbB)/(Rn)=Db+ .5E
Solving for K and B we obtain:

K=(k-.5E)R/%k) and B=(b+5E)RMD)

Calculation of Bush and Kerry response rates as a proportion of vofers asked:

K = Keury voter response rate that we want to solve for (out of those asked)

B = Bush voter response rate that we want to solve for (out of those asked)
knK(1-m)=number of Kerry voters who were asked and who responded to exit polls
bnB(1-m) = number of Bush voters who were asked and who responded to the exit polls

So, putting it altogether -
nkK(1-m)/ (Rn) =k - .5E and nbB(I-m)/(Rn)=b+.5E
Solving for K and B we obtain:
K=k -.SE)(R/Xk(l-m)) and B=(b+.5E)R/b(l-m))
On the next page are three tables of calculated required response rates for Bush and Kerry voters under

different assumed proportions of Bush and Kerry voters in each partisanship precinct group. One can
see that any assumption leads to implausible response rates.



Table 2: Assume Midpoints - Bush/Kerry ratios of 10:90, 30:70

50:50, 70:30, 90:10

Assumed %
Table 2; Calculated Required Bush & Kerry Response Rates using |of KerrylBush Required Required Response
Rates of voters who
midpeints of pracinct Intervals as the assumed Bush/Kerry voter votars In Response Rates wore asked to take
percentages In partlsan precinets. partisan for entire sampla the sxIt moll
pracincta P
Partisanshlp of Precinct basad on Elaction Response
Results maan WPE Rat Bush| Kerry | Bush Kerry Bush Kerry
(< Bush <=20% B80< Kerry «<=100% 0.3% 53%] 10%| 90%] 53.8% 52.9%| 61.1% 60.1%
20< Bush <=40% 60« Kamry <=80% -5.9% 55%| 30%| T7T0%| 49.6% 57.3%| 564% B85.1%
40« Bush <=60% 40< Kamry <=60% -8.5% 52%] S50%| 50%| 47.6% 56.4%| 53.5% 63.4%
60< Bush <=80% 20< Kerry <=40% -6.1% 55%F 70% 30%| 52.6% 60.6%| 58.4% 67.3%
B0= Bush <=100% O< Kerry <=20% -10.0% 56%f 90%| 10%] 529% B4.0%| 594% 94.4%
Table 3: Assume Normal Curve - Bush Kerry ratios of 13:87, 33:67, 50:50, 67:33, 87:13
Assumed % Required Responsa
Table 3: Calculeted Required Bush & Kerry Response Rates using the | of Kerry/Bush Requirad Rates
of votars who
normal curve to locate llkely valuas to assume for Bush/Kerry voter voters In Response Rates were asked to take
percentages In partisan precincts. partisen for entire semple the exlt poll
precincts P
Partisanship of Precinct by Election Results mean WPEY Responss | Bush | Kemy | Bush Kemy K|Bush B)] Kerry K
E Rate R b k B
0< Bush <=20% 80« Kerry <=100% 0.3% 53%] 13%| 87%| 53.61%} 52.91%| 60.9% 60.1%
20 Bush <=40% 60 Kerry <=80% -5.9% 55%| 33%| 67%| 50.08%{ 57.42%] 56.9% 65.3%
4= Bush <=60% 40« Kerry <=60% -B.5% 52%| 50%| 50%| 47.58%) 56.42%] 53.5% 653.4%
60= Bush <=80% 20< Kerry <=40% -6.1% 55%| 67%| 33%| 52.50%| 60.08%] 58.3% 66.8%
80< Bush <=100% < Kerry <=20% -10.0% 56%| 87%| 13%| 52.78%| 77.54%| 59.3% B87.1%
Table 4: Assume Arbitrary Minimizing - Bush/Kerry ratios of 1:99, 21:79, 41:59, 61:39, 81:19
Assumed % Requirad Responsa
Table 4: Calculated Required Bush & Kerry Response Rates using |of Kerry/Bush Required Rates of voters who
arbitrary assumed values of Bush/Kerry votsr percantages In partiean| voters In Response Rates were asked (o take
precincte that minimize Bush/Kerry response rate differences. partisan for entire sample the exlt poll
precincts P
Parisanship of Precinct based on Eleclion | mean WPE || Response | Bush| Kermy | Bush Kenry
Resuits E Rate R | b | k B K [|Bush BjKemy K
0< Bush <=20% 80< Kemy <=100% 0.3% 53%] 1%| 99%] 60.95%] 52.92%| 69.3% 60.1%
20= Bush <=40% 60< Kamry <=B0% -5.9% 55%) 21%| 79%| 47.27%| 57.05%| 53.7% 64.8%
40< Bush <=60% 40= Kemy <=60% -8.5% 52%| 41%] 59%| 46.61%| 55.75%| 52.4% 62.6%
60< Bush <=80% 20< Kemy <=40% £.1% 55%| 61%] 39%| 52.25%| 59.30%| 58.1% 65.9%
80< Bush <=100% 0= Kemmy <=20% -10.0% 56%| 81%] 19%| 52.54%| 70.74%]| 58.0% 79.5%




Appendix B:
WPE and Differential Partisan Response

WPE is a poor measure of “differential response by party” as its magnitude is affected by the partisan
composition of the precinct (k or b) and by the overall response rate (R), in addition to the relative
response to exit pollsters by members of each party.?? This can be seen by inspecting Tables 24
above. The difference between Bush and Kerry voter response rates and mean WPE, increases as
precincts become more partisan, This is because, in addition to differential response by party, overall
response rates and partisan composition affect WPE

This can be seen by setting K =r - .5w and B =r +.5w, where w is "differential response by party" and
r is “mean response by party”, and substituting these into the solutions for K and B in Appendix A, to
get the following two equation system for r and w:

(k- SE)R/Kk)=r-.5w

(b +5E}R/Mb) =1+ .5w

The solution of this system for w is:

w=R/Mb)(b + E2) + (R/K)E/2 - k)

so that when b + k = 1, as we assume in this report (neglecting the response of “independent voters”
who made up 1% or so of the national electorate) we get:

w = (RE/2)(1/b(1 - b)) = (RE/2)(1/k(1 - k)) or conversely:
E = @w/R)b(1-b) = 2w/R)k(1-k)

From this equation we see that E, or WPE, is not only determined by the “partisan response
differential”, w, but also by k or b, and R. More competitive precincts, and precincts with lower
overall response rates, will have higher absolute WPE simply because of the mathematical effects of
b, or k, and R, on the relationship between w and E.

“Differential response by party”, w, will not be equal to E unless
(2/R)k(1-k) = (2/R)b(1-b) = 1. For a perfectly competitive precinct (b =k = .5} E = (.5/R)w, its
maximum value. If in addition R=.5then E=w.

This suggests that the WPE’s listed in Tables 2-4 of our report substantially understate differential
response by party, especially for partisan districts. As we have shown, w has to be very, and
implausibly, large in all cases, if E is to be explained.

Moreover, this analysis suggests that if there is a pervasive and more or less constant bias in exit
polling because of a differential response by party, WPE should be greatest for more balanced
precincts and fall as precincts become more partisan. The data presented on p. 36, 37 of the E/M report
and displayed in Table 1 of our report above, show that this is the case for all except the most highly
partisan Bush precincts for which WPE dramatically increases to -10.0%. Our calculations above
show the differential partisan response necessary to generate this level of WPE in these precincts

¥ We Lhank Elizabeth Liddle, of the University of Nottingham, U.K., for calling our attention fo the effect of precinct
partisanship on the relationship betwean differential partisan response and WPE. We take full responsibility for the
darivations and conclusions that we have amived at from analyzing this pattemn in this Appendix.



ranges from 40% (Table 2) to an absolute minimum of 20.5% (Table 4). These results would appear
to lend further support to the "Bush Strongholds have More Vote-Corruption™ (Bsvec) hypothesis
discussed in Section B of our report, and to the discussion of the "Very Implausible Patterns of Exit
Poll Participation Are Required to Satisfy E/M's data in 80-100% Bush Precincts.

Signed WPE versus Absolute WPE in partisan precincts

It should also be noted that the next to last column of the precinct partisanship table (p. 36 of EM
report) shows that the mean absolute value WPE (unsigned WPE) for highly partisan Bush precincts
declines to 12.4 % for highly partisan Republican precincts relative to less partisan (13.2% and 13.4%)
and more balanced precincts (15.2%). Only highly partisan Kerry precincts have a lower mean
absolute value WPE of 8.8%.

Comparing this data to the mean WPE data in Table 2 of our report shows that:

a) Highly Kerry precincts had large absolute value WPE's (totaling 8.8%) but these included both pro-
Kerry and pro-Bush discrepancies that off-set each other so that the average (signed) WPE was only
0.3%. Pro-Bush bias was just about offset by pro-Kerry bias in these precincts, as one would expect
for random sampling bias and random measurement error.

b) A somewhat similar, but less balanced, pattern occurred in less partisan precincts as in these
precincts (signed) WPE, though consistently negative, was roughly half the

magnitude of mean absolute value WPE (-5.5 and 13.4, -8.3 and 15.2, -6.1 and 13.2, respectively).
This suggests that in these precincts about half of pro-Kerry exit poll bias was off-set by pro-Bush exit
poll bias. This is not what one would expect from random exit poll bias and measurement error but at
least moves in the expected direction,

¢) The dramatic and unexpected increase in (signed) mean WPE in highly Bush precincts of -
10.0%, noted above, is also unexpectedly close to mean absolute value WPE (12.4%} in these
precincts. This suggests that the jump in (signed) WPE in highly partisan Bush precincts occurred
primarily because (signed) WPE discrepancies in these precincls were, unlike in a) above and much
more so than in b) above, overwhelmingly one-sided negative overstatemenis of Kerry's vote share.

These results lend further support to the "Bush Strongholds have more Vote-Corruption” (Bsvcc)
hypothesis discussed in Section B of our report, and to the discussion of the "Very Impfausible
Pattems of Exit Poll Participation Are Required to Satisfy E/M's data in 80-100% Bush Precincts".

It is reasonable to ask Edison/Mitofsky to explain why signed WPE in highly partisan precincis is not
lower than in less partisan precincts as would be mathematically expected, and where this dramatic
increase in one-sided WPE in highly Bush precincts and significan! increases in one-sided WPE in
more partisan precincts, both of which are at odds with the more or less random pattern of signed
WPE error in highly Kerry precincts, comes from.



Appendix C: Jonathan Simon Exit Poll Data - Downloaded from CNN and similar ¢to the "Call-
3" data in Edison/Mitofsky's Report on pp. 21-22

BREAKDOWN OF EXIT POLLING AND VOTE TABULATION - PRESIDENTIAL ELECTION 2004
State Venue # Respondents | UpdateTime |Bush  Exit | Kerry Bush | Kerry Red | TypeOf
(ET) Poll% Exlt Poli% | Election% ! Election® | Shift%* |  State

National Vote 13047 12:23 AM 48.2 50.8 50.9! 48.1 2.7'N/A
Alabama 730,  12:17 AM 58.1 40.5 63 37 4.2 Safe
Alaska 910 1:00 AM 578 38.8 62! 35 4'Safe
Arizona 18591  12:19 AM| 52.8 46.7 55 44 2.5:Safe
Arkansas 1402]  12:22 AM 52.9 46.1 54 45 1.1:Safe
Califoraia 1919]  12:23 AM 434 54.6 45: 54 1.1:Safe
Colorado 2515  12:24 AM 49.9 48.1 52 47 1.6 Battleground -
Connecticai(1) 872 1222 AM 40.9 51.7 44/ 54 3.4:Safe j
Connecticut(2) 872  12:53 AM 44.4 54.7 44 54 0.2iSafe ]
DistColumbia 795  12:22 AM 8.2 89.8 9, 90 0.3|Safe ;
Delaware 770] 12222 AM 40.7 57.3 46! 53 4.8!Safe ;
Florida(1) 2846 8:40 PM 49.8 49.7 52 47 2.5/ Critical(Early,
Florida(2) 2846] 12221 AM 49.8 49.7 52 47 2.5 Critical |
Florida(3) 2862 1:01 AM 514 476 52! 47 0.6/Critical(Late)
Georgia 1536  12:22 AM 56.6 429 58 41 1.7!Safe/Suspect }
Hawall 499  12:22 AM 46.7 533 45 54 -1.2:8afe ’
Ideho 559 1222 AM 65.7 329 68! 30 2.6iSafe
Ilinols 1392]  12:23 AM 42.4 56.6 45 55 2.1;Safe '
Indiana 926/  12:22 AM 58.4 40.6 60! 19 1.6/Safe }
Towa 2502)  12:23 AM 48.4 49.7 50| 49 2|Battleground |
Kansas 654  12:22 AM 64.5 34.1 62 37 -2.7!Safe
Kentucky 1034 1222 AM 58.4 40.2 601 40 0.9|Safe
Loulslana 1669]  12:21 AM 54.7 439 57 42 2.1|Safe
Maine 1968]  12:22 AM; 44.3 53.8 45 54 0.3/Safe
Maryland 1000] 12:22 AM 42.3 56.2 43 56 0.5|Safe
Massachusetts 889 12:22 AM 32.9 65.2 37 62 3.7:Safe
Michigan 2452]  12:21 AM 46.5 51.5 48 51 1!Battleground
Minnesota 2178|  12:23 AM| 44.5 53.5 481 51 3{Battleground
Misslssippi 798 £2:22 AM 56.5 43 60 40 3.3|Safe
Missouri 2158)  12:21 AM 52 47 54 46 1.5 |Battleground
Montana 640)  12:22 AM| 58 37.5 59 39 -0.3|Safe
Nebraska 785]  12:22 AM! 62.5 36 66 33 3.3|Safe/Suspect
Nevada 21161 12:23 AM| 47.9 49.2 51 48 2.2|Batileground
New Hampshire 1849]  12:24 AM| 44,1 54.9 49 50 4,9 Battleground
New Jersey 1520  12:50 AM; 46.2 52.8 46, 53 -0.2!Safe(Late)
New Mexico 1951 12:24 AM, 47.5 50.1 50! 49 1.8iBanlegmund
New York 1452  12:52 AM! 40.9 58.2 40, 58 -0.4|Safe(Late)
North Carolina 2167]  12:48 AM| 56.5 42,7 56! 44 -0.9|Safe(Late)




State Venoe | # Respondents | UpdateTime |Bush  Exlt | Kerry Bush | Kemy Red Type Of
! (ET) Pall% Exlt Poll% | Election% : Election% | Shlft%* ' State

| North Dakota ! 649 12:22 AM 64.4 326 63: 36 -2.4 Safe
Ohio(1) i 1963 7:32 PM! 47,9 52.% 51: 49] 3.1 Critical
Ohlo(2) : 2020 1:41 AM]| 50.9 48.6 51 49 0.3.Critical{Late)
Oklahoma ; 1539 12:23 AM, 65 34.6 66: 34| 0.8 Safe
g_rgon i 1064 12:22 AM! 417.9 50.3 48! 52 -0.8.Safe
Pennsylvanla ! 1930 12:21 AM 454 54.1 49! 51 3.4'Critical !
Rhode 1sland 809 12:22 AM 34.9 62.7 39! 60 3.4:5afe ;
Saouth Carolina 1735 12:24 AM 534 451 58! 41 4.4:Safe J.
Sonth Dakoeta 1495 12:24 AM 6l 34.5 60 39 -1.8 Safe ;
Tennessee : 1774 12:23 AM 58 40.6 57 43 -1.7!Safe
Texas ' 1671 12:22 AM 62.2 36.3 61! 38 -2:Safe
Utah i 796 12:22 AM 68.1 29.1 71; 27 2.5:Safe
Yermont ! 685 12:22 AM 33.3 63.7 39; 59 5.2 8afe
Virginla ! 1431 12:56 AM 54.1 45.4 54! 45 0.2 'Safe(Late)
Washington i 2123 12:38 AM 44 54.1 46. 53 1.6!Safe(Late)
West Virginia 1722 12;24 AM 54 44.5 56! 43 1.8/Safe
Wisconsln . 2223 12:21 AM 48.8 49.2 49, 50 -0.3|Battleground |
Wyoming ; 684 12:22 AM 65.5 30.9 69, 29 2.7 Safe i

™

Red Shift = [(Btab% - Bep%) + (Kep% - Ktab%3)])/2 tab= tabulated vote, ep=exit poll

Positive - net movement toward Bush, Nepative (blue shift) - net movement toward Kerry
Using Florida (critical) as an example:

Exit Poll % : B=49.8% K=49.7%
Tab (99% precincts)

B=52%

K=47%

Red Shift: [(52% - 49.8%) + (49.7% - 47%)]72 = (2.2% + 2.7%)/2 = +2.5%



Appendix D:

Calculation of National Exit Sample Odds

E/M states that there should be a 95% probability that the reported election result will be within 1% of
the exit-poll share for exit polls with sample sizes of 8,001 to 15,000. E/M also states that its national
exit poll had a sample size of 12,219.3

This information allows us to determine the implied standard deviation for this sample and find what
the probability is that the national exit poll would overestimate Kerry's vote share by 2.7%. The odds
of this occurring by chance are one in 16,496,696 - sec table below:

MNational Exit Poll Resuits

A B | C D i E F G H [
Reported Election Exit Poll Resulls
Mitofsky Mitosfsky 5%
Exit Poll | Margin of | Confidence Interval
Mitofsky | Overestim| Error with | Z-Score Probability
Standard | ate of 95% of Random
Bush Kermy Bush Kerry | Deviation |Kerry Vote| Probability QOccurance
H/1.96 E-C 1% |[1-NORMIE,C.F.True)
I e
Sipteg 50.90% | 48.10% | 48.20% | 50.80% ] 0.005102| 2.70% 1.00% 0.000000060493
Qdds (1/16)] 16,530,850

3 Methods Staternent - National Electi

H e

on Pool Exit Polls by Edison and Mitofsky Intemational, November 2, 2004
]t O T E I P P TR O TR






EP1C’s Public Information Requests to States on DRE Voting Technology Page 1 of 4

ELECTRONIC PRIVACY INFORMATION CENTER

EPIC's Public Information Requests to States on DRE Voting Technology

I S e I R T L I N Rt
Introduction

The public records requests were submitted to the states of Ohio, Maryland, Florida,
Nevada, New Jersey, New Mexico, Pennsylvania, Georgia and Texas. The replies received
from states thus far can be found under the heading, "EPIC's DRE Public Information
Requests to States.” This information is provided as a service to those who would like to
leam more about the effort to transition voting technology from punch card and lever voting
systems to direct recording electronic (DRE) voting systems. EPIC was successful in
gathering information from several states on their acquisition and use of paperless DRE
voting technology. The effort continues to seek information from other states on their
deliberation and acquisition process for making the switch to paperless DRE voting
machines.

With no independent means for voters to verify that their vote is counted as cast a proactive
approach already begun by many activists around the nation ask probing questions of
policymakers and decision makers about paperless DRE voting technology.

Knowledge is the best defense against fear that voting technology that is deployed for use in
the November Election may be flawed. Support for this project would expand on the
groundwork already begun for increasing civic and electoral participation by arming
citizens with easy to understand descriptions of typical malfunctions found in currently
deployed electronic voting technology and effective means for addressing these problems
should they arise.

We have accomplished some success in gaining access to these public records and hope that
they will be useful to local, state, and national efforts to bring transparency to the process of
election administration. However, more needs to be done, and EPIC will continue to seek
public records from those states, which have adopted paperless DRE voting systems.

Findings
Lack of Standards

New standards for voting technology were to be developed by the HAVA law by
establishing a 14 member Technology Guidelines Development Committee (under the
leadership of the Director of the National Institute of Standards and Technology, which
unfortunately received no funding for this effort. The Technical Guidelines Development
Committee was named in June 2004, and is in the process of developing voluntary
standards for voting technology. Until these new standards are developed the old standards
process applies. The current voluntary system of standards established by the Federal
Election Commission in 2002, was an update of their 1990 standards, and is viewed as
inadequate.

http://www_epic.org/privacy/voting/foia/default.html 5/9/05
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Inadequate Testing of Software

The method of testing paperless DRE voting machines has not been released to the public,
but it is known that the process allows for the inclusion of secret code and the use of
commercial software products without certification. Computer scientists and engineers,
including the California Touch Screen Task Force and Computer Professionals for Social
Responsibility, have criticized this method as being extremely inadequate for ensuring
election integrity when paperless DRE voting machines are used.

Prone to Defects, Errors, Poor Programming, and Architecture Configuration

While it is nearly impossible to write bug-free software, and studies conducted by Johns
Hopkins researchers, Science Application Intemational Corp. and the Raba Technologies
each found glaring serious security flaws prior to the State of Maryland finalizing the
purchase of the machines from Diebold. Unfortunately the Governor and Secretary of State
for Maryland went forward with the purchase of the voting machines.

Vulnerability to Fraud

The Johns Hopkins study found that DRE machine security safeguards are "far below even
the most minimal security standards applicable in other contexts.”" As a result, these systems
are vulnerable to both insider and outsider attacks. While improved use of cryptography and
security measures could improve some of these flaws, even thorough testing cannot reveal
some types of malicious code.

Lack of Auditability

The threat of bugs and security failures are magnified by the fact that none of the DRE
machines currently on the market create a hard copy of voters' results, also known as a
"paper ftrail." The lack of a paper record of one's vote makes it impossible to verify if the
computer has, indeed, recorded your vote in the system as it is shown on the screen.
Furthermore, lack of a paper record makes meaningful recounts or audits impossible
because any recount would simply corroborate the same count the computer made the first
time and would not catch any errors. Efforts to add a physical audit capacity have been
resisted not just by election administrators, but voting rights advocacy organizations

Lack of Transparency

DRE makers such as Diebold, Sequoia and ES&S refuse to make their software code
available to the public to assess, nor are they willing to publicize the kind of testing they
perform. California Secretary of State Kevin Shelly testified before the Election Assistance
Commission during its first hearing held on May 5, 2004, that Diebold had made the claim
that their DRE voting system had passed federal certification, which was later found to
untrue. Secretary of State Shelly further stated that when he contacted the certifying
laboratory they would not disclose any facts regarding the state of Diebold's application for
certification of their DRE voting machines to him, but referred him to the company to
respond to his questions.

Not all state Election Administrators are elected, most positions are appointed by the
Govermnor of the state. On the county or local level election administrators are often filled by

http://www .epic.org/privacy/voting/foia/default.html 5/9/05
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Unity Election Data Manager User's Guide (pdf)

Unity Ballot Image Manager User's Guide (pdf)

Unity Hardware Programming Manager User's Guide Part 1 of 3 (pdf)
Unity Hardware Programming Manager User's Guide Part 2 of 3 (pdf)
Unity Hardware Programming Manager User's Guide Part 3 of 3 (pdf)
Unity Data Acquisition Manager User's Guide (pdf)

Unity Election Reporting Manager User's Guide Part 1 of 2 (pdf)
Unity Election Reporting Manager User's Guide Part 2 of 2 (pdf)
iVotronic Logic and Accuracy Testing (Nov. 28, 2001) (pdf)

Letter from Sequoia to NM Secretary of State’s Office (Oct. 1, 2003) (pdf)
Sequoia Card Activator Poll Worker's Manual (pdf)

Sequoia Edge Audio Accessory Poll Worker's/Operator’s Manual (pdf)
Sequoia Voting Systems AVC Edge Pollworker Manual (pdf)

AVC Edge Operator's Manual (pdf)

* & 5 & & & & & 0 4 0

Pennsylvania

EPIC's Public Records Request to Pennsylvania (pdf)
Reply_from Pennsylvania (pdf)

Sequoia (pdf)

Pennsylvania DRE Exams (pdf)

~
g
8

Communication Among TX Examiners on Certification Process (pdf)
Communication 2002 E-mail (pdf)

Communication 2003 E-mail (pdf)

Diebold (pdf)

ES&S Part 1 of 2 (pdf)

ES&S Part 2 of 2 (pdf)

Hart InterCivic Part 1 of 2 (pdf)

Hart InterCivic Part 2 of 2 (pdf)

IMARK (pdf)

Texas Public Records Second Request and Reply (pdf)

Related Links

e EPIC's Voting Page
« National Committee for Voting Integrity

EPIC Privacy Page | EPIC Home Page

Last Updated: April 19, 2005
Page URL: http://www.eplc.org/prvacy/voting/prr_gulde/default.html

http://www.epic.org/privacy/voting/foia/default.html 5/9/05
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elected clerk positions. These election officials are often not barred from engaging in
partisan political efforts, some going so far as to serve in statewide campaign positions or
actively campaign for candidates. Election Administrators' relationship with voting
technology vendors raises issues The communities of voters and non-voters have the right
to a voting system and public election process whose honesty, accuracy, and integrity are
without question. Today these fundamental rights are under assault by the local and state
governments offices that are responsible for the administration of public elections. 1t is
NCVT's goal to restore integrity in our nation's election system by arming citizens and
voting advocacy groups with the knowledge that will empower them to be effective agents
of change.

EPIC's DRE Public Information Requests to States
Ohio

o E-Mails between the State of Ohio and Diebold regarding a demonstration and
reliability of their voting equipment
« Representations made by Diebold to the State of Ohio regarding its AccuVote Voting
Machine
e Wyle Laboratory Independent Testing Authority (ITA) Report on the AccuVote
Voting Machine _
o Part | Technical accessment of the machine conflicts with reprentations
Diebold made to OH
o Part 2
o Part3
o Part 4
o Part 5

o Wyle Laboratory Independent Testing Authority (ITA) Report on Qualification
Testing of the AccuVote ES-2000 Vote Tally System
o Part 1
o Part 2
Part 3
Part 4
Part 5
Part 6

0O 000

New Mexico

e Wyle Document Transmittal No. 45827B Test Report 45827-01 (pdf)

s Test Report - Qualification Testing AVC Edge DRE Voting Machine Rep. #44733-01
Part 1 of 2 (pdf)

s Test Report - Qualification Testing AVC Edge DRE Voting Machine Rep. #44733-01
Part 2 of 2 (pdf)

» Test Report - Qualification Testing iIVOTRONIC 2000 DRE Prec. Counter #45827-
01 Part 1 of 2 (pdf)

o Test Report - Qualification Testing iVOTRONIC 2000 DRE Prec. Counter #45827-
01 Part 2 of 2 (pdf)

e Test Report - Change Release Report of AVC Edge Firmware #44733-06 (pdf)

¢ Operations Manual Table of Contents (pdf)

e The ES&S iVotronic Voting System Operator's Manual (pdf)

http://www.epic.org/privacy/voting/foia/default.html 5/9/05



The State of Texas

Phone 512-463-5650

Blections Divisica
P.0. Bax 12060 4 Fax: $12475-2811
Austin, Texas 767} 1-2060 TTY: 7-1-1
www.sossiate.OLus ’ (800) 252.¥OTE (8583 -
Geoffrey S. Connor
Secretary of State

REPORT OF EXAMINATION.OF DIEBOLD ELECTION
SYSTEMS, INC.’S ACCU-VOTE TS BALLOT STATION v. 4.1.15

PRELIMINARY STATEMENT

On Scptember 10, 2002, Diehold Election Systems, Inc. (I:h.a “Vendor™) presented its Accu-Vote
TS Ballot Station system for modification and reexamination in complience with Houso Bill 1419,
77" Legislature, 2001, Wmc.hreqummmmhonofaﬂ vohngsyﬁmsot‘eechmtyto
determine whether the voting system continues to comply with the minimum applicable standards
prescribed by law. The sysicm had been previously examined in May 2002. The exemination was
conducted in Austin, Texas. Pursuant to Sections 122.035(a) and (b) of the Texas Election Code,
the Secretary of State appomted the following examiners:

1 Mr. Nick Osbom, &n expert in electronic data communication systems;
2 Mr. Tom Watson, an expert in electronic data communication systems;
3 Mr. Bamey Knight, an expert in election law end procedure; and

4, M. Glenn Glover, en expert in electronic data communication systems,

Pursuant to Section 122.035(g), the Texas Attorney General appomted ‘Dr. Jim Sneeringer, an
expert in eleclropic data communication systema,

nevmrﬁmdmmmmm.mammhmmomughlqudmomm
Examiner reports on the system are atiached hereto and incotporated herein by this reference, After
the September 10th examination, the vendor made changes based on the initial examminer reports.
The re~cxamination was ccndugted on January 3, 2003 at the Secretary of State's office in Anstin,
Mr. Oshorn and Mr. Glover attended 1his examination and their reports are sitached. The version -
numbess reflect those presenied at the January 3rd examination. A copy of 2 letter from the vendor
cxplaining the modification. is also atiached to the certification.

BRIEF DESCRIPTION OF THE ACCU-VOTE TS BALLOT STATION

The Accu-Vote TS Ballof Station is 2 modification to the previously cettified Accu-Vote TS
Direct Record Electronic voting machine. The modified system features a larger, color screen,
and a thermal printer. The version presented for examination was version 4.1.15.

FINDINGS

The following are my independent findings, besed on oral evidence presented at the examination,
written evidence submitied, by the Veador in suppart of its application for certification, and the
findings of our voting system exeminers as s&t out in their written reports.

The Accu-Vole TS Ballol Station v. 4.1,15:

Preserves the secrecy of the ballol;

1a suitable for the purposo for which it is intended;

Operates gajely, efficiently, and accuratejy;

I safe from fraudulent or wnauthorized manipulation;

Pemits voting on all offices and meamires (o be voled on at the election;

Prevents counting votes on offices and measures on which the voter is not entitled to
vole;

7. Prevents coumting votes by the same voter for more than one caud:dar.e for the same
office or, in elections in which a voter i3 entitled o vote for more thar one candidate
for the same: office, prevents counting votes for more than the number of candidates
for whom the voter is catitled to vote;

Provents counting a vote on the sams office or measure more than once;

Permits write-in voting;

Is capable of permitting straight-party voting; and
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CARY JOHNSON
Ex Officiy

LARRY B
LEIBADCK, FhD.

M. ADAM
MAHMOOD, PhD.

JAMBI NELSON
Zx Offlcle

DEPARTMENT OF INFORMATION RESOURCES
P.O. Box 13564 ¢ Auglin, TX 78711-3564 » wwrw.dirstate.bous
Tel: (512) 4754700 + Fax: (512) 4754759

June 13, 2002

Ms. Ann McGeehan

Deputy Assistant

Office of (he Sucretary of State
1019 Brazos Steeet

Austin, TX 78701

RE: Examination of Accu-Vota TS R6 Voting Hardware from Global Election
Systems (GES)
Dear Ms. McGrechan-

I aftended a scheduled examination May 21, 2002, at 9:30 am, for the purpose of
examining the Global Blection Management Systems (GEMS) hardware. The
report below summerizes my findings,

Voting Systems Verslons

Hardware/Softyare Verslon Date Previously Certilled
AccuYole-TS R-6 Touchscreen (DRE) 4.1.11 May 2001
‘AccuVole-ES-2000 Optical Scan Reader 1.94W January 2000

Global Election IVanagement System (GEMS) 1.17.17 May 2001
Reaulis of the nxamination ’

The Accu-Vote TS RE has not changed significantly since the previous
certification exam. However, some certification concerns emerged that were not
eddressed in the previous exam.

It appears that the zero tape required st initislization of Lthe polls on Election Day
is not required. This ehould not be optional. The system as demonstrated cannot
be certified in this condition.

The PCMCITA card captures e2ch voting unit's intemal serial number. This is one
of the sccurity features that may help prevent vote fraud, It is gsuggested that a'
post-clection audit module include a tally and report on all voling unita to
determine that (he serial number of all units gent out matches the serial nomber of
all units that were counted by the tally software.

The audit log did not print an eniry when a data trapsmnission failed. Inlu'iupﬁng

- the audit log printer itzelf did not generate a system error or halt processing. This

is an unacceptable condition that must be addressed befors the equipment can be
cectified for sali; in the state,




Election Setup / Tabulation

Results Storage | Encrypted, proprietary database on the hard drive.

Tamper The OS 13 lecked down during tabulation and the data 15 encrypred.
Resistance
OS access None during tabulation.

Real-Ti There is ¢ log printer, but the sysiem continues to function when the printer is

Audit Log offline. Messages are queued and printed whea the printer comes back

online,

Data Integrity | The Diebold representatives did not know what measures are taken to be sure

that the data remains consistent after a failure. See below,

Election Setup / Tabulation: Questtons, Risks and Problems

7.

GEMS did not log an altempt to repeat the upload of the results from & precinet, although it
did log the fact that o connection was made without transmitting anything.

GEMS continued to operate after the real-time audit log printer was disabled. The system
sbould be disabled whenever that printer is not operating, whatever the reason. The system.
does not comply with the Secretary of State's rules, and should not be certified until this is

Sfixed.

The Dicbold representatives did not know what measures aro taken to bs sure that the data
remains consistent afler a failure. For example, if precingt results are being loaded when the
power fzils on the tally system, either all totals should be updated and the precinct marked
“tabulated,” or no totals: should be updated and the precinct not marked “tabulated.” The
database should never be left in an inconsistent siate. The system should not be certified until
this question has been satisfactorily answered,




June 13, 2002
Pa_gcz
Ms. Ann McGechan

The demonstration did not include the comect test ballots for Texas, notr was the correst
equipment demonstrated. It is suggested that at the next demonstration al! equipment that
may bo needed to completely demonstrate the system be bronght to the exam site,

Recommendations

The Department of Information Resources (DIR) recommends that the system, as
demonstrated, not be certified until deficiencies with the log printer and zero tape have
been remedied. .

Respectfully,

Voo ——
Nick Osbom
Systems Analyst
CP:MM:NO:sk




Transfer PCMCL\ cards or 2 modem.

Results
Print precinet | On the themmal printer
results .
| Straight party / | Yes. Cimceling a straight-party vote cancels all previously selected
CrOSSOVEr crossover votes without waming,
ADA Yes, but ADA capability is verificd separately Dy the Secretary of State's
office, s0 it was not demonstrated to the examiners.
Notes s Each R6 is an independent stand-alone system, which cen comounicats

" with other stations or election central only when the polls are closed.
= In the event of an attempt to repeat the upload of a precinct's results, the
cverr: is logged on the printer at the R6. (However, at election central, the
only thing that is logged is the fact that a session was opened and closed
without uploading any results.)

Foilng: Questions, Risks and Problems

1. I avoter cancels a straight-perty voto afier having voted individual races, his crossover votes
in the individual races are cancelled without a warning. This could cause him to cast votes
different from what he intended. The Dieboid representatives pointed out that thix i3 plainly
visible on the screen, and that he must step through every page, and can ses &ll the votes that
were changed. Thic is true, but since the voler may assume his previous regults are
unchanged, he has no re=ason to inspect each page clossly for possible changes.

2. The R6 cannot enforce requirements to print pre- or post-clection reports, such as a zero-total
report. Poll workers must bo trained to request the reports that are needed.  These things
should be determined during election setup, and produced automatically, so that training
requirergents and mistakes are minimized.

3. The R6 has only one level of security. The clection fudge can do anything that anyone can
do. The more sensitive operations (such as clearing an election or deleting an election
archive) should only be: permitted with an additional security code, which is not given to the
clection judge unless an unusual situation arises. .

4. When preeinct results zre tabulated, attempts to tabulate results from the same stetion twice
are oot recorded on the real-time audit log printer unless the operator says o overwrite the
previous resulls. Also, the operator messages and responses are not recorded. For example,
if an attempt is mads ta load & voting stations results twice, the operator will bo told that it is
a duplicate, and asked whether to overwrils or cancel. If he replies “cancel,” nothing at all
will be recorded on the real-time audit-log printer. It should record the failed attempt to load
precingt date, the operator message, and the operator response.  The RS should not be
certified until this is fixed

5. When a modem upload fails, the printed audit log on the voting stetion still reporis success.
The screcn comectly reports failure, even though the log is wrong, The R6 should not e
certified until this is fixed.

6. Ifa voting station should fail, you can substitute a different one in the middle of the election.

- However, the representatives could not say whether the protective counter values are
recorded in the log when the swap is made.




Voting System Examination
Diebold Election Systems

Prepared for the
Secretary of State of Texas

James Sneeringer, Ph.D.
Pesignee of the Attornéy General

This report comprises the findings of the Atorney General's designes from an examination of the
¢quipment listed above, pursuant to Title 9, Chaptar 122 of the Texas Blection Code, section

122.036(b).

Examination Date | May 21, 2002

Report Date May 25, 2002

[Purpose Component Version

Voling AccuVote-TS R5 4.1.11

Scanning AccuVole-BS 2000 1.94w

Election Setup | Global Election Management System | 1.17.17

Tabulation Global Election Magagement System | 1.17.17

Voting

Election Setup | PCMCIA cand Nothing 18 pre-programmed in the ternunals; all the election

= - | information is in the PCMCIA card.

Zero-lotal On the thenmal printer. '

report

Authorization® | A manager card, when used with the manager passwond, allows any R6 to

to vole / Ballot | generate PCMCIA cards to authorize voting, and to perform other

selection administrative functions. The PCMCIA cards are gutomatically erased after
voting, so they cannot be reused. The manager card and password authorize
someone to perform any operation that the RS is capable of, including
clearing ulections (aithough the last copy is never erased). There is no
hierarchy of management functions.

View / Vote LCD display / touch screen

Vote Storage | Intcrnal flash memory and on the PCMCIA card.

Precinct Any R6 can accumulate results from other R6 devices in the same precinel,

Consolidation | and forward all the results to election ceptral in a single modem call, The R6
has a real-time audit printer, but it does not record 21l significant tabulation
cvents.




Thue GEMS demonstration revealed that the tabulation features alse did not meet ths requirement
of printing real-time audit svents to a continuous feed printer. Instead GEMS spools the
information, then prints audit events at a later point in processing. The AccuVOTE ES-2000
Optical Scan Reader was oot presented because of a lack of time during the examination.

Based on these two observations, I recommend the AccuVote-TS and GEMS be not certified at
this time for use in Texas ¢lections until the real-time andit requirements are fulfilied for the
tabulation fuuction of the system. The presentation ofthe AccuVOTE BS-2000 Optical Scan
Reader should be reschedueled for examination and constderation of certification.

All comments and recommendations are made in my capacity as an examiner of voting systems
and are based on documentation and demonstrations provided by Dicbold Election Systems Inc.




The State of Texas

Infotmation Technology Division Phone § IZ-lﬂ-SEOQ
P.O. Bax 12287 Pax: 5]2-463-5678
Augtin, Texas 7571 1-2887 TTY: 7-1-1
wWwWw.eosstate Drus
Gwyn Shea
Secretary of State

TO: Ann McGechan

Elections Division Director
FROM: Glenn Glover

Voting System Examiner
DATE: June 3, 2002

A voting systems certification examination was held at the Office of the Secretary of Slate
Elections Divisjon on Tuesday moming, May 21 2002

Dieboeld Election Systemns ‘Ing. submitted their election system products of the AccuVote-TS R-6
Touch screen DRE, AccuVOTE ES-2000 OPTICAL SCAN READER 1.94W, and the Global
Blection Management System (GEMS) version 1.17.17.

The AccuVote-TS unit operates on the Windows CE operating system and is controlled
exclusively by touching the: LCD and enlering a smart card into the card reader. The AccuVote-
TS unit operates in one of [our states: Pre-Downioad Mode, Pre-Election Testing Mode, Election
Mode, and Post-Bleclion Mode. The AccuVote-TS retains the ballot image and corresponding
.result of every ballot counted in Pre-Election Testing mode as well as in Election Mode in bolh
extemal media and internal, storage.

The AccuVote-TS has an accumulator function that allows election results from all AccuVote-
TS units to be accumulated {o a single unit af the polling location. Once all results bave been
accumulated, they are tabulated, printed, and results aro transferred to the host computer running
the GEMS software.

The examination revealed that as the AccuVole-TS performs jts accumulation function, it does
o real-time priot of audit information to it's continuous feed printer which is a requirement of
all vote tabulation device used in Texas elections. If the AccuVote-TS only collecizd the
individual] election information from each AccuVote-TS units, then transferved the raw electon
data to GEMS, real-time printing would not bs e requirement because jt would not tabulate
results. The AccuVole-TS unit can print audit information but only through a menu option, not
in real-time.

GEMS is Diebold’s election management software solution that operates in the Microsoit
Windows NT euvironment. The software is involved in il phases of the election process.
GEMS is responsible for the definition of jurisdictional information, the creation of ballot
content and ballot artwork, GEMS also manages voting device media programming, election
results consolidation and tidlying, as well as provides election results reporting tools.




Ano McGeshan ) 3 My 21, 2002
Deputy Assistant Scoretary of Suie
Dichold Elcction Systems AV-TSRS, ¢z,

During the examination, the Vendor demonstrated GEMS to function at election central as
automatic tabulation equipment and as capable of satisfactorily tebulating votes, However,
GEMS again permitied operations and tabulation when the required real-time iog printer was not
attached, was turned off, etc. This continues to be a problem based on some prior examipations.
In addition, as GEMS exixted when demonstrated on May 21, 2002, the real tirne log printer did
pot fully and adequately [og all events, error messages, entries and instructions from the
keyboard and other functions. The election central log printer function was not demonstrated
to marerially comply in any respect with the requirements for an audit trail, or log printers.

I recommend that GEMS not be certified as meeting the requirements of Chapt. 122, Subchapt.
A, Texas Election Code, until such rime as GEMS is modified to (1) automatically stop the
function of clection central if the real-time log prinier is disconnected or turned off; and (2)
require the real time log printer to record all events, failed atempls, error messages, keyboard
entries, ets. Based upcn my observations and examipation, GEMS will pot sausfy the
requirements of Chapt. 172 until these requirements are satisfied. .

The Scan Reader is automatic tabulating equipment and accuralely (abulated ballots during the
cxamination. However, e required log printer was not adequate (0 perform the fequired tasks
to produce an audit trail. The real time log printer printed on the same @ape &s the printout for
ceporting the tabulation of precinct results. As a result, the real time log printer tape was
required to be removed with the precinct tabulation tape. Further, the printer did not record alt
events required for an adequate audit log. Based upon my observations and examination, the
Scan Reader is accurate in the scanning and recording of votes but will not satisfy the
requirements of Chapt. 122 until the requirements for a real time log printer are satisfied.

Very truly youss,

TS5

Barney L. Knight




Ann McGeehan ’ 2 o May 21, 2002
Deputy Assistant Seeretary of Siie
Dizbold Election Systems AY-TSR4, elc.

AY-TSR6. Use as a voling station. The AV-TSRE i5 an upgrade of the previously certified
AV-TSRS. The AV-TSES is a DRE device that allows a voter 10 vots by touching the LCD
Screen. The AV-TSR6 it programmed for the election by using the Gemns, V, 1.17.17, to use
a PCMCIA cared to load media into the AV-TSRS. The AV-TSRS stores both ballot images
and clection results, as votes are cast. The voler accesses the AV-TSR6 by use of a “Smart
Card" which results in the proper ballot being presented for the voter zod the activation of the
machipe for voting. The results are recorded in both the internal memory and the extarnal
PMCIA. The AV-TSRG appears to have and perform all the requirements and functions
required for a voting machine.

No computer is required at the precinct level, At the close of election, each AV-TSR$ will print
the required election results tape for the machine, and the voles may be tabulated at the precinct
Ievel and at election ceotral using the PMCIA cards. The printer generally functioned
adequately for use as a voling machine. However, I recommend the Secretary consider imposing
two requirements for cerdfication of the AV-TSRS, V. 4.1.11, as follows: (1) The clection
judge can enable the machine for veting without producing a zero votes printout. The machine
will print a fully adequate zero report tape and should be required to do so before being able to
be opened for voting. (2) The AV-TSR6 will print both an abbreviated tape and a full report
tape at the close of voting. The abbreviated tape does not include some required information,
e.g. undervotes. I recominend the Secretary require a modification so as (o enable the machine
to produce only the tape that reports all required information. In my opinion, with the two
recommentded modifications the AY-TSR6 meets the requirements of the Texas Election Code
aund is appropriate for cerification by Lhe Secretary for wse as a voting machine,

AV-TSRS. Use a5 precinct tabulation equipment. The device appeared (o accurately tabulate
votes when the PMCIA cards from other voting machines were read into the device. However,
the required real time log printer was wholly inadequate. The real time log prinizr printed on
the same tape as the printout for the AV-TSR6 use as a voting machine, and the same tape was
used for reporting the tabulatior of precinct results. As g result, the real time log printer lape
was required to be removed with the voting machine tape, and agein with the precinct labulation
tape. Furher, the rcal time log printer did pot record mumergus events. As examples: it
recorded the sending of data, but not that the sending of the data had failed; it did not report
error messages; and it did not report all other attempts to interface with or use the machine as
tabulation equipment, I recommend the AV-TSRS not be certified as automatic tabulation
equipient for the collection and tabulation of precinet results until such time as the real time
log printer functions in a :manner to record all events and to preserve an andit trzil.

GEMS Software, GEMS provides a single data base for the entire election. The Touchscreen
voting station stores ballot images on the PMCIA card and on the hard drive. The ballot images
are rapndomly distributed in storage. Each of the voting stations has a scparate ID# that (ransmits
to GEMS, and there are nwultiple ID#s applicable to each election, ¢.g. precinct number, copy
pgumber machine number, and election number,




Barney Knight
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May 21, 2002

Ann McGeehan
Deputy Assistagt
Secretary of State
P.O. Box 12060

Austin, Texas 78711-2060)

Re:  Diebold Election Systems ("Global*} AccuVote-TS R§ Version 4.1.11 (*AV-
TSR6"), ArcuVote-ES 2000 Optical Scan Reader Version 1.9W {"Scan Reader"),
and Global-Election Management System Version 1.17.17 ("GEMS™)

Dear Ms. McGezhan:

Pursuant to my appointment as an examiner under §122.035 of the Texas Blection Code, T
attended a scheduled examination on Tuesday, May 21, 2002, for the purpose of examining the
above referenced AccuVote TS RS, the Scan Reader and Gems. At (hat time, Diebold made
2 presentation and the exsminers were able 10 ask questions and cxamine the use and function
of the AV-TSR6, the Scan Reader and GEMS. The efficiency of the examination was limited
due to Diebold having to interrupt the examination to prepare an election that would enable the
examiners to review and examine the function of required straipht party and other abilities.

In that examination, I relied upon representations of Diebold concemning operation of the
software and electronic components. Those representations were made during an extended
examination and were considered together with those contained in the printed malerials for the
AV-TSRS, Scan Reader and Gems. Other than examining the materials provided, observing the
demonstration, presenting questions and observing the response of Disbold to my questions and
those presented by the other examiners, I did not conduct an independent examination of the
software or the electronic components,

This report is concerned solely with the ability of the AV-TSR6, Scan Reader and Gems to
operate and comply with Texas Election Law. No opinion is expressed regarding the suitability
of the system for the purposes of or use by any jurisdiction. The AV-TSRS6 is a voting machine
apd voting system equipment, the Scan Reader is automatic tabulation equipment, and GEMS
is the operating system for an electronic voting system as those terms are defined in § 121.003,
Tex. Elec. Code. .




Diebold Llection Systems

The Diebold aystem was examined in Austin‘on May 21, 2002, The system is made up of three
sub-systems. The names and current releases are as follows:

Accuvote-TS - version 4.1.11 - DRE voting machine
Accuvols-B52000 - version 1.9.4w - optical scan reader
Gems- version 1.17.17 - election preparation, tally and reporting system

The system as demonstrated requires the following corrections in order to satisfy the
requirements of the Texas Election Code:

oIf a different TS machine is needed during the course of an election, the new mechine's
protective counter value should be written to the audit log.

oThe precinct report must nse the “long” format that indicates the under-voting.

sAccumulation on & TS machina did not record all significant events (i, ¢. & eccond attempt (o
load the same PCMCLA card).

sThe filure to transfer the precinct resulls from the TS was not logged on the TS audit log nor
the GEMS log.

»Tabulation was able lo continue in GEMS even though the audit log printer wag off-line.

«The demonstration did not use a laptop to initialize the TS activation cards as would be done for
a real clection. All equipment and sub-aystems used must be demonstrated.

Conclusion

The system does not meet the standards outlined in the Texas Election Code. I do not
- recommend cerlification of the system.

Tom Walson
Examiner




Certified under my hand ard seal of office, this {5* dayof_Agﬂ_u;f_,ZDOZ.

‘ ; Gwyn Shoa
. Secretary of State




The State of Texas

Electious Divisioa Phons: 512-463.5650
P.0. Box 12060 Fax: 5124752811
Auntin, Texns 78711-2060 TTY: 71-1
www.305. Slale. b {800) 252-VOTE (8683)
Gwyn Shea
Secretary of State

REPOF.T OF EXAMINATION OF DIEBIOLD ELECTION
SYSTEMS, INC.’S GLOBAL ELECTION MANAGEMENT SYSTEM, v. 1.17.17

PRELIMINARY STATEMENT

On May 21, 2002, Diebold Blection Systcms, Inc. (the "Vcndor"} presented its Global Election
Menagement (GEMS) syitem for recxamination in compliance with House Bill 1419, 77%
Legislalure, which requires reexamination of all voting systems of each county to determine
whether the voting system coptinues to comply with the minimum applicable standards prescribed
by law, The system was formerly distributed by Global Blection Systems. The examination was
canducted in Austin, Texas. Pursuent to Sections 122.035(a) and (b) of the Texas Eleclion Code,
the Secretary of State appoiuted the following examiners:

Mr. Nick Osbom, an expert in electronic dats commumication systems;
Mr. Tom Watson, an expert in electronic dale contuunicalion systems;
Mr. Berey Knight, an expert in election law end procedure; and

Mr. Glenn Glover, an expert in ¢lectronic data communication syslems.

Eal o

Pursuant to Section 122.0135(g), the Texas Attorney General appoinied Dr, Jim Snceringer, an
cxperl in elechronic data communication systems,

The Vendor first demoosirated the system; the examiners thoroughly examined the system.
Examiner reporis on the syslem are attached hereto and incorporated herein by this reference.

BRIEF DESCRIPTION OF GEMS

GEMS is a computer program that prepares ballots and reads and tabulates precinct clection
results recorded on IMATION. 120 megabyle floppy disks or transmitted by modem. The
version presented for examination was GEMS, v. 1.17.17

FINDINGS

The following are my indepiendent findings, based on oral evidence presenied at the examination,
written evidence submitted by the Veador in support of its application for cettification, and the
findings of our voling systera examiners as set out in their writien reports,

GEMS v. 1.17.17 does nof meet the standards for certification as prescribed by Section 122.001 of
the Texas Election Code. Specifically, the system:

is not suitahls for the purpose for which it is intended;

does not opeiate safely, efficicatly, and accurately;

is oot gafe from fraudulent or unautherized manipulation; and

is not capablo of providing records from which the operation of the voting system
- may be andited.

bl ol ol

CONCLUSION

. The voling systems examiners noted that tabulation was able to continue in GEMS oven though
the audil log printer was off-line and recommended that the systern not be re-certified until this
was remedied. Accordingly, I hereby deny the Vendor's application for recertification of the
GEMS voting system for use after December 31, 2002.




Certificd under my hand and seal of office, this {<*day or._émﬂmi, 2001.

t ; Gwynééu
Sccrelary of State




Elections Divisica Phone: 312-463-5650

P.0. Bax 12060 Fax; 5124752811
Austin, Texas 7571 1-2060 TTY: 7-1-1
WWW.808 State.LLUs (800) 252-VOTE (8683)
Gwyn Shea
Secretary of State

REPOET OF EXAMINATION OF DIEBOLD ELECTION
SYSTEMS, INC."S ACCU-VOTE ES 2000 v.1.94w

PRELIMINARY STATEMENT

Ob May 21, 2002, Diebold Election Systems, Inc. (the “Vendor”) presented its Accu-Vote ES 2000
optical scan voting system for reetamination in complisnce with House Bill 1419, 77 Legislature,
which requires reexamination of all voling systems of each county to determine whether the voting
system continues 1o comply with the minimum applicable standards prescibed by law. The system
was formerly distributed by Global Bleclion Systems. The exemination was conducted in Auslin,
Texas. Pursuant to Sections 122.035(a) and (b} of the Texas Election Code, the Secretary of State
appointed the following exeminers:

1. Mr. Nick Oubormn, en expent in electronic data communication systems;
2, Mr. Tom Wetson, an expert in electronic data cammunication systems;
3 Mr. Bamey Knight, an expert in election law and procedurs; and

4, M. Glenn CHover, an expert in electronic date communication systems.

Pursuant {0 Section 122.035(a), the Texas Attorney General appointed Dr. Jim Smneeringer, an
expezt in electronic deta communication systems.

The Vendor first demonsirated the system; the examiners thoroughly exsmined the system.
Examiner reports on the systemn are attached hereto and incorporated herein by this refereqice.

BRIEF DESCRIFTION OF THE ACCU-VOTE ES 2000

The Accu-Vote ES 2000 is a mark sease optical scan ballot reader. The version presented for
examination was 1.9.4w :

FINDINGS

The following are my indejpendent findings, based on oral evidence presented at the examination,
writlen evidence submilied by the Vendor in support of its epplication for certification, and the
findings of our voting syslein examiners as set out in their written reports.

The Accu-Vole ES 2000 v, 1.9.4w does not meet the standards for certification as prescribed by
Section 122.001 of the Texas Election Code. Specifically, the system:

is niot sujtable for the purpose for which it is intended;

does not operate safely, efficiently, and accurately;

is not safe from Faudulent or unauthorized manipulation; and

is not capable of providing records from which the operation of the voting system
may be audited.

o

CONCLUSION

The voting systems examiners noted that the andit log fajled to record all significant events at the
point of tabulation and recommended that the system not be re-certified until this was remedied.
Accordingly, [ hereby deny the Vendor’s application for recertification of the Accu-Vote BES
2000 system for use after Cecember 31, 2002.




Certified under my hand and seal of office, th.isﬂdayof_ﬂyﬂ“&_, 2001.

Secretary of State




The State of Texas

Rloctions Division Phene: 512-463-5650
P.O- Box 12060 Fax: 512475-2811
Austin, Tows 78711-2060 TTY:7-1+]
www.soA stale. tx.us {800) 252-VOTE (8683)
Gwyn Shea
Secretary of State

REPORT OF EXAMINATION OF DIEBOLD ELECTION
SYSTEMS; INC.'S ACCU-VOTE TS R6 v.4.1.11

PRELIMINARY STATEMENT

On May 21, 2002, Dicbold Election Systems, Inc. (the “Vendor™) presented its Accu-Vote TS RG
system for modification and resxamination in compliance with House Bill 1419, 77 Legislature,
which requires reexaminafion of all voling systems of each county to determine whether the voting
system continues to comply with the minimum applicable standards prescrbed by law. The system
was formerly distributed by Global Election Systems, The exemination was condugted in Austin,
Texes. Pursuant to Sections 122.035(a) and (b) of the Texas Election Code, the Secretary of Stale
appoinied the following exeminers:

1 Mr. Nick Osbomn, an expert in electronic dats communication systems;

2. Mr. Tom Wiltson, an expert iq electronic datz coormnumication systems;

3 Mr. Barney Kunight, an expert in election Law and procedure; and

4. Mr. Glenn Clover, an expezt in electronic data communication systems.

Pursuant to Section 122.035(a), the Texas Attorney General appointed Dr, Jim Sneetinger, an
oxpert in electronic date communication systems.

The Vendor first demonsiated the syslem; the examiners thoroughly examined the system.
Examiner reports on the system ere attached hereto and incorporated herein by this reference.

BRIER DESCRIPTION OF THE ACCU-YOTE TS R6

The Accu-Vole TS R6 is a medification to the previously certified Accu-Vote TS Direct Record
Electronic voting machine. The modified system features a larger, color screen, and a thermal
printer, The version preseniied for cxamination was version 4.1.11.

FINDINGS

The following are my independent findings, based on ol evidence presented at the examination,
wrillen cvidence submitted: by tho Vendor in support of it application for cerlification, and the
findings of our voling ysterh examiners as set out in their written reports.

The Accu-Vote TS R6 v. 4.1,11 does not mest the standards for certification as pmmbed by
Section 122.001 of the Texas Election Code. Spetifically, the system:

is not suitable for the purpose for which it is intended;

docs not operats safely, efEciently, and securately;

is not safo from fraudulent or unanthorized manipulation; and

is not capabie of providing records from which the opa'auon of the voting system
may be audiled,

AP

CONCLUSION

The voting systems examiners.noted that the audit log failed to record all significant events at the
point of tsbulation and recommended that the system not be re-certified until this was remedied.
Accordingly, I hereby den)y: the Yendor’s application for receriification of the Accu-Vote TS RS
system for use after Decetnber 31, 2002.




CONCLUSION
Tho examiners determinex] that the Vendor had resolved the problems they identified in the earlier

September 2002 examinalion of the system. Accordingly, I hereby grant the Veador’s application
for re-certification of the Accu-Vate TS Ballot Station voting systam.

m .
Signed under my hand andl scal of office, this 7_day of Z2r” 2003.

| Ow(hfmf—b/

Assigtant Secretary of State
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Abstract

New evidence from mathematical simulations conclusively shows that any constant mean exit poll
response bias hypothesis such as the "reluctant Bush responder” (1Br) hypothesis is not consistent
with the pattern shown by the Edison/Mitofsky exit polling data. Other explanations are required to
explain the Edison/Mitofsky pattern of exit poll discrepancies and overall response rates.

US Count Votes' simulations have demonstrated that exit poll patterns in the November 2004
presidential election could be produced by an exit poll response bias distribution with constant mean
if accompanied by shifting of votes cast for Kerry to Bush; or alternatively, the patterns could be
caused by a differential pattern of exit poll response bias that would require further explanation.

E/M hypothesized that the discrepancy between their exit poll results and the reported vote was due
to different exit poll response rates by Kerry and Bush voters. However, US Count Votes'
simulations show that no plausible Kerry and Bush response rate distributions with constant mean
can (with any realistic chance) reproduce the distribution and values of the Edison/Mitofsky' data for
mean "within precinct error" (WPE), median WPE, and overall response rates.

US Count Votes has simulated a variety of exit poll response rate (Gaussian®) distributions for Bush
and Kemy voters and studied the resulting exit poll within precinct error distributions. The
simulations thus far suggest that possible ways to reproduce patterns of mean and median WPEs, and
overall response rates that resemble the distribution of the actual reported E-M exit poll data include:

voter exit poll response rate distributions with means that vary widely with the percentage of
Bush and Kerry votes cast in precincis.

voter response rate distributions with constant mean like the rBr hypothesis, accompanied by
vote shifts from Kerry to Bush.

Introduction

This paper continues the debate surrouinding the discrepancies between the exit polls and the official
election results in the November 2004 presidential election, and introduces new evidence that
supports the hypothesis that a shift of votes cast for Kerry to Bush is consistent with these exit poll
discrepancies.

This paper is written for the lay person, as much as possible. Algebraic and technical derivations and
explanations are reserved for its Appendices.

Edison/Mitofsky proposed a hypothetical exit poll response rate for Kerry and Bush voters of 56%
and 50% respectively to explain the exit poll discrepancies.’ An earlier study of the exit poll
discrepancies by US Count Votes was released on March 31, 2005°. Liddle recently published® a
simulation-based analysis of exit poll errors which has been interpreted to suggest that response bias

! "*Evaluation of the Edison/Mitofsky Election System 2004" January 19, 2005
htip://www.exit-poll.net/election-night/EvaluationJan192005.pdf

? See Appendices E through G for derivation of the equations used 1o simulate WPE that would be produced from the
Kermry and Bush hypothesized response rates and the percentage of Kerry and Bush votes in precincts.

? A Gaussian distribution is a symmetrical distribution around a fixed mean, somewhat like a normal curve distribution.
“ E-M 2005 Exit Poll Report p. 31. released on January 19, 2005. See footnote 1.

5 n Analysis of the 2004 Presidential Election Exit Poll Discrepancies” by the National Election Data Archive project.

§ See hitp://wwav.geocities.com/tizziclid/ WP Epaper.pd[
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US Count Votes also simulated the effect of shifting votes cast for Kerry to Bush to determine the
patterns of Mean WPE that might result from hypothetical vote embezzlement. Simulations are only
used in the absence of detailed source data. Edison/Mitofsky could help us resolve the lingering
questions about exit poll discrepancies by releasing the data to enable us to directly measure — rather
than infer — precinct level variance between poll results and official vote tallies.

US Count Votes will publish the information needed to reproduce its two simulations on its web site
http://electionarchive.org/ucvAnalysis/exit-polls

Pattern in Precincts Where Bush Vote Was Over 80%

In our March 31% paper we noted that the E/M reported mean and median WPE for precincts where
the Bush vote was greater than 80% was -10% and -5.8% respcctivelgy. This implies that half of these
40 high Bush vote precincts had very large WPEs of at least -14.2%.,

US Count Votes could reproduce the E-M pattern in these precincts with a large difference between
Kerry and Bush response rates — in some cases 40% or more, or by shifting votes from Kerry to
Bush. USCV's vote shift simulator will be upgraded to account for the distribution of precincts.

The total number of these high-Bush vote precincts sampled is small — only 40 out of 1250 precincts
in Edison/Mitofsky's sample. If votes were shifted from Kerry to Bush in the 415 precincts in the
60% to 80% Bush vote precincts, then some of these 60% to 80% precincts, with high mean WPEs
would "shift" to the 80% to 100% group. Hence, mean WPE in the 80% to 100% Bush vote
grouping may be very sensitive to vote shifting due to its small number of precincts. i.e. Much
greater increases in WPE would occur when votes are shifted from a larger number of precincts to a
smaller number of precincts than vice versa.

Analysis of the Aggregate Edison/Mitofsky Data'’
The Edison/Mitofsky report only provides summary statistics, not precinct-level data.

To analyze their data, one approach is to simulate precinct-level values whose summaries mimic the
E/M reported results. For those simulations, one can specify a mean and standard deviation of
possible voter response rates to assess the effect that such a bias is likely to have on the overall exit
poll errors. One can also simulate the effect that systematic, but random vote shifts might have on
the apparent exit poll errors.

Another approach is to analyze the aggregate data. Means and medians are generally regarded as
good descriptors of reasonably well behaved (approximately normally distributed) aggregate data
like exit poll data. Simple parameters calculated from means and medians of aggregate data can be
regarded as fairly good indicators of the mean and median values of the same parameters calculated
from individual data points.

An analysis of the aggregated Edison/Mitofsky data (see Appendix E by Ron Baiman) suggests that it
is highly improbable that the exit poll outcomes described in the E/M report are a resuli of a
randomly distributed “exit poll bias” for Kerry and Bush voters, regardless of the mean response
rates for Kerry or Bush voters.

® USCV, April 2005, op. cit., p. 14. http://electionarchive.org/ucvAnalysis/US/Exit_Polls_2004_Edison-Mitofsky.pdf
" See Appendix E by Ron Baiman
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may be able to account for some aspects of Edison/Mitofsky’s reported exit poll discrepancies. In
order to fully understand Liddle’s simulations and to provide additional tests of Edison-Mitofsky's
reluctant Bush responder (rBr) hypothesis, US Count Votes reproduced Liddie’s simulation model
with simulations that can calculate mean and median WPE and response rates that would result from
hypothetical Kerry and Bush exit poll response biases. In addition, US Count Votes created a
simulation to show the effect on WPE of vote shifts from Kerry to Bush.

Liddle's work was presented by Mitofsky at the recent Miami conference of the AAPOR’. The chart
below is a simulation of Liddle's alpha bias measure (top jagged line) for evaluating exit poll
response rate bias for separate distributions (Gaussian) for Kerry and Bush response rates based on
overall means of 56% and 50% respectively with standard deviations which allow more variation in
areas where sample sizes are smaller. You can see that the best fit polynomial curve of the means
for Liddle's alpha values is almost linear - a benefit for using alpha to measure exit poll bias.

WPE by Partisanship Simulation
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Those who would like to understand how to derive Liddle’s formulas from the work of Dopp,
Baiman, and other US Count Votes' volunteers can read Appendices C and D.

US Count Votes' simulations showed that (Gaussian) distributions of Kerry and Bush voter response
rates with means of 56%/50% did not reproduce the patterns which are found in the E/M data for
mean "within precinct error” (WPE), median WPE, and overall response rates.

Some aspects of E/M’s data could be reproduced for some types of precincts, but overall we found
that that no simulation of randomly distributed Kerry/Bush response rates with fixed means can
reproduce the overall distribution and values of the Edison/Mitofsky data for mean WPE, median
WPE, and reported precinct response rates. The ten percent of E/M precincts that fell in the High-
Kerry and High-Bush categories were especially difficult to reconcile. There is a risk that by
ignoring it we may overlook the key to understanding the source of the exit poll discrepancy.

7 May 12-]4, 2005. AAPOR is the American Association of Public Opinion Researchers.

¥ According to personal email correspondence with Dopp, Liddle was recently hired on a temporary basis by Mitofsky to
explain her alpha bias measure for exit poll response rates of Bush and Kerry voters which is also explained clearly in
Appendices C and D in this paper. Alpha is equal to the natural log of the ratio of Kerry to Bush response rates.
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On the Voting Machine Makers' Tab
The New York Times | Editarial

Sunday 12 September 2004

As doubts have grown about the refiability of elactronic voting, some of its
loudest defenders have been state and local election offictals. Many of those same
officials have financial ties to voting machine companies. While they may sincerely
think that electronic voting machines are so trustworthy that there is no need for a
paper record of votes, their views have to be regarded with suspicion untit their
conflicts are addressed,

Computer scientists, who understand the technology better than anyone else,
have been outspoken about the perils of electronic voting. Good government
groups, like Commaon Cause, are increasingly mobilizing grass-roots opposition.
And state governments in a growing number of states, including California and
Qhio, have pushed through much-needed laws that require electronic voting
machines to produce paper records.

But these groups have faced intense opposition from election officials. At a
hearing this spring, officials from Georgia, California and Texas dismissed concerns
about electronic voting, and argued that voter-verifiable paper trails, which voters
can check to ensure their vote was comrectly recorded, are impractical. The Election
Center, which does election training and policy work, and whose board is
dominated by state and local election officials, says the real problem is people who
"scare voters and public officials with claims that the voting equipment and/or its
software can be manipulated to change the outcome of elections."

What election officials do not mention, however, are the close ties they have to
the voting machine industry. A disturbing number end up working for voting
machine companies. When Bill Jones left office as California’s secretary of state in
2003, he quickly became a consultant to Sequoia Voting Systems. His assistant
secretary of state took a full-time job there. Former secretaries of state from Florida
and Georgia have signed on as lobbyists for Election Systems and Software and
Diebold Election Systems. The list goes on.

Even while in office, many election officials are happy to accept voting machine
cornpanies' largess. The Election Center takes money from Diebold and other
machine companies, though it will not say how much. At the center's national
conference last month, the companies underwrote meals and a dinner cruise.

Forty-three parcaent of the budget of the National Association of Secretaries of
State comes from vating machine companies and other vendors, and at its
conference this summer in New Orleans, Accenture, which compiles voter
registration databases for states, sponsored a dinner at the Old State Capitol in
Baton Rouge.

http://www.truthout.org/docs_04/091304].shtm!
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There are also reports of election officials being directly offered gifts. Last year,
the Columbus Dispatch reported that a voting machine company was offering
concert tickets and limousine rides while competing for a contract worth as much as
$100 million, if not more.

When electronic voting was first rolled out, election officials and voting machine
companies generally acted with [ittle or no public participation. But now the public is
quite rightly insisting on greater transparency and more say in the decisions. if
election officials want credibility in this national discussion, they must do more to
demonstrate that their only loyalty is to the voter.
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More Troubles for Diebold
The New York Times | Editeorial

Monday 04 Cctober 2004

Diebold, the much-criticized electronic voting rachine company, got another black eye last week_ A federal courtin
Califomnia ruled that it had violated federal [aw when it falsely charged two students with violating its copyrights by pasting
critical infarmation about its voting machinas on the Internet. The case raises more questions about Diebold's honesty and its
commitrnant to transparency.

The story began early last year when someone - it is unclear who - posted internal Diebold e-mail messages on tha Internet
that discussed flaws in the company's elactronic voling machines. Two students from Swarthmore College then posted those
messages on various Web sites. Diebold sent out a flurry of cease-and-desist letters claiming that the postings violated its
copyrights. Tha stugents sued, charging that Diebold knowingly misrepresented its rights under copyright taw.

The United States District Court for the Northern District of Califarnia agreed. Under the Digital Millennium Copyright Act, it
is illegal to send a cease-and-desist latter while knowing that the claim of copyright infringement is false. The court held that
Diebold knew that its e-mail messages "discussing possible technical problems” with its voting machines were not copyrighted,
but went ahead anyway.

This is the second recent setback to Diebold's already troubled reputation. Last manth, Califomnia's attomey general, Bill
Lockyer, joined a falselaims suit against Diebold charging it with lying 1o the state about the security of its voting systems.
Now, a federal court has ruled that Diebold made knowing misrepresentations to get damaging information about its machines'
security off the Internet.

Diebold has a great deal to do to make its work transparent and its company trustworthy if it wants to remain in the elections
business.
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